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TexHuueckoe 3afgaHve

HanmeHoBaHue ycnyru

KoHcynbTauus

Lienb npuobpeTeHuns ycnyru

KoHcynbTauus no Ucnonb3osaHuto 06opyaosaHuio Cisco u Zyxel

TpeGoBaHus K NOCTABLUWKY
(ucnonHuTeno)

1. OnbIT NPOBEAEHUA TaKoro Buaa ycnyr.

2. Hanuuve y KoHcynbTaHTa AE€ACTBYIOLLEro ceptucpukara CCIE
Enterprise, n Cisco Certified Specialist - Security Core (CCIE Security
Written), Tak xxe ZCNE WLAN n ZCNE Switch.

TpebosaHus Kk ycnyre

1. MpoBeaeHUe KOHCYNbTaLUK Ha TEPPUTOPUM 3aka3unka 6e3 oTpbiBa OT
npon3soACTBa B ropoae CamapkaHa,.

2. KoHCynbTauus B TEYEHUM ABYX HeAenb NOAPSA, NPU NATMAHEBHON
pabouen Heaene.

3. O6si3aTenbHoe npucyTcTene KOHCyNbTaHTa Ha TeppuTopun 3akasuyuka.
4. KoHcynbTauus cornacHo Npunoxexuns Ne1.

Cpok okasaHua ycnyru

B TeueHue 10 gHewn

JlononHuTenbHble YCNoBus

O6s3aTenbHoe Hanuune nabopaTopHbIX CTEHA0B ANA NPAKTUHECKNX
3aHATWNA.

Coctasun: HavansHuk cnyx6sl UKT n OUB ' Hacpynnaes A.M.
Cornacosan:
JupekTop [lenaptameHTa marepuanbHoOro cHabxeHus /5 Y. Kynues
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Mpunoxenue Ne1

TemMbl KOHCYIbTALMIT

Mopean OSI, TCP/IP

KommyTtanmsi:
*Maxk agpecarms (Turibr: Unicast/Broadcast/Multicast),
*Ta6mua Mak aapecos - CAM Table;
*BUpTyanbHbIC JIOKAIBHBIC CETH (Vlans);
*Dot'Q — TerupoBaHUE,
*Native Vlan;
*Pomu noptoB (Access, Trunk: Static, Auto, Desirable);
*DTP — Dynamic Trunking Protocol;
*CDP/LLDP — Cisco Discovery Protocol/Link Layer Discovery Protocol;
*Voice Vlan;
* Layer 2 QOS/Auto QOS (IIpuopuresarms tpaduka); 802.1P
*Virtual Trunking Protocol v1/2/3. Server, Client, Transparent;
*@unprpamms Vlans: Static, VTP Pruning.
* ArperupoBaHHE KaHATIOB — EtherChannel (LACP/PAGP/Static);
*Spanning Tree;
*Rapid Spanning Tree;
*Multiple Spanning Tree;
*Peructpanms coObiTuii — Logging;

Layer 3:
*[P ampec (Unicast/Broadcast/Multicast);
* Address Resolution Protocol (ARP);
*Proxy ARP;
*Routed Interface, Switch Virtual Interface Port;
*Sub Interface; Loopback interface;
*MapmpyT ro ymomrdanmo (Default Gateway);
*CraTrdyecKas MapuIpy TH3ALMA;
* [luHAMIYECKas MapIIpy TU3aLy,
*Bazossie OSPF/RIP;
* A IMMHMCTpaTHBHas qucTaHius AD/Merpuka;
*IP SLA (Service Level Agreement)/Route Tracking;
*Pacnipesenenre MapmpyTos — Route Redistribution;
*@uisTparua MappyTos — Distribution List/Offset list/Route-map/Access List/Prefix list;
*CymMapu3auys,
*DHCP: Server/Client/Relay;




Basic Security:
* Criacku goctyma — Access Control Lists;
* Basic/Extended ACLs;
* Named ACL;
* Vlan ACL — VACL,;
* DHCP Snooping;
* ARP Inspection;
* [P source guard,
* Port-security;
* BPDU Guard/Filter;
* Storm-Control,;
* Root Guard;
* Block unknown unicast/broadcast/multicast;
* Basic AAA (Authentication/Authorization/Accounting);
* Role Based Access (RBAC);
* Remote Access: SSH/Telnet/Web;

BecnpoBogHbie CeTH:
*Craumaprst: 802.11 a/b/g/n/ac/ax;
*[[TupuHa KaHaia, MOIIHOCTb MEPeNaTINKa, yPOBCHb MPUHUMACMOTO curnana RSSI, OtHomieHue
Cursan-mym SNR;
*KOHTPOJLIEPHI, TOYKHU JOCTYTIa;
*Management Vlan;
*SSID;
*QGuest SSID;
*WEP/WPA2/WPA3;
*PSK/Mac/WEB authentications;

MesxkceTeBoH IKPaH:

* Layer 3 firewall;

* Local Management,

* Central Management — Firepower Management Center;
* High Availability - Active/Standby;

*Access Policy;

* Firepower Packet Engine;

* URL Filtering;

* SSL Decryption;

* File Filtering;

* Intrusion Protection Service (IPS);

* Fast Path;

* [PSec VPN (Routed);

* Network Address Translation - NAT/PAT, Static/Dynamic;,
* Wnrerpaums ¢ LDAP cepsepom;




