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TEXHUYECKOE 3A/IAHHE

Ha npurobperenus (aiipBoJia ¢ npoBeseHHeM Med-MOHTAXKHbIE H [IyCKO-
HaJIaJl04HbIX paboT 115 yBeJIHYeHHs] KadecTBa padoT 10 obecnevyeHu o
oesomacHocTH H 3amuTHl HHGopmannu B AKB «¥Y3npoMcTpoibank»

Tamkent 2022r.



TEXHUYECKOE 3AJIAHHUE
Onucanue

Ot6op YYaCTHHUKOB Ha IpHOOpEeTEHUS daiipBona v
IIpoBe/IcHHeM Inedh-MOHTaKHBIE M ITyCKO-HalaJZ0uHBIX paboT Ul yBEIUYEHHS KauecTBa
paGor 1o ofecnevyeHuto OezomacHocTH W 3amuTel  MHQopmamuu B AKD
«Y3npomcTpoHOaHKy.

Ieas npuobpeTeHus ToBapa

OcHoBHOM 1enbi0 npuodpereruss PalipBoiul ABIAETCS YCHIEHHE U YBEITHYECHHE
kauecTBa paboT mo obecredeHnro Oe3omacHocTH M 3al(uTel HMHGopManuu B AKD
«Y3npoMcTpoibaHK».

CrouMOCTh TOBapa

CraproBas CTOMMOCTH KOHKypca coctasiser 722 000 000,00 cym (cemscor
JBaJIaTh ABa MIUTHOH cyM) ¢ yaetom HJIC.

OcHoBaHHe o5 peanH3aNHH NPOEKTAa, B paMKaX KOTOPOro Npou3BOAUTCH
3aKyIKa

Tekyimue MpOM3BOACTBEHHEIE MOTPeOHOCTH ObOecmeyar ONEPaTHBHYIO IMOMOINE
dunnanam, ynanéaHoe o0CIy)KMBaHUE YCTPOHCTB U CEPBEPOB, II03BOJIAT KOHTPOINPOBATH
UX COOTBeTCTBME TpeGoBaHMeM HH(GOPMALUMOHHONW 0€30MacHOCTH M IOBBIIIATH
5(GHEKTUBHOCTD aJIMHHICTPATOPOB yIpaBIeHUH 6€30I1aCHOCTH ¥ 3aIUTH HH(QOPMAIIUH.

CrpaxoBaHue ToBapa

ToBap nomkeH OBITh MOTHOCTBIO 3aCTPAaXxOBaH OT CIYyYalHEIX IOBPEKACHU,
MOTEPH WM JAPYrHX BO3JCHCTBUI, NPUBOMAMIMX €ro B HETOJHOCTH B IEPHON
TPAHCIIOPTUPOBKM W BPEeMEHHOro xpaHeHus. CTpaxoBOH IMONKC MOJDKEH BKITIOYATH BCE
TPAHCIIOPTHEIC PacXoibl, B TOM 4uciie (paxT, TaMOXKEHHas TIOLIIWHA ¥ MHBIE PAaCXOJB,
CBA3aHHBIE C TPAHCIIOPTHPOBKOM Tpy3a BHe Teppuropuu PecrmyOmuku Y3bOekucral, a
TaKKe, pacXOo/sl [0 JOCTaBKE ITOBPEKAECHHOrO IPy3a K MECTy PEMOHTa U BO3BPALICHHUIO
TocJie PEMOHTA.

Tpebosanus k (Firewall) mexcereBomy 3xkpany aist co3ganust DMZ 30Hbl
CeTH NepeayH TaHHbIX MuaTe:kHbIX cucTeM (CDE)

Tl obecriedeHus 3¢ HEKTUBHOTO (GYHKIHOHUPOBAHHSA CHCTEMBI
uHpopmanmonnoit  GesomacHoctn  LIOJ]  HeoOxomumo — cooTBeTCTBHE — CHCTEMBI
CIIeIYIOITUM TpeOOBaHMAM:

- [Tonnepxka nporokona CDP.



- BO3MOXHOCTB II0HOIIEHHOTO KIIACTEPHU3AIIHH C CYIIECTBYIOITIM 060pYI0BaHHEM
3axazunka Cisco Firepower 2110 NGFW Appliance 1 U ¢ TpeGyeMBIMHU THIEH3UIMH.

- IlocraBisemoe 000pynoOBaHWA MOKHO OBITH CO BCEMH KOMIIOHEHTAMM
HEOOXOMUMBIMHA TSl COOPKM M IPOBENCHHA IIyCKO-HANAJOYHBIX ¥ HMHCTAIIAIMOHHEIX
paboT Ha ITomaiKe 3aKa3unKa;

- MexcereBoit skpan (MCD) nomKeH NOEPKUBATE B CIEAYIOMMX pekuMax: L2
(#a BTopom yposre mozenu OSI) u L3 (ua tpetsem yposne Momemu OSI);

- MC3D nomken HCIOIB30BaTh KOHTPOJIb COCTOSHHS COSOMHEHMI Ha OCHOBE
AETaNU3UPOBAHHOIO Tpauka W COCTOAHHUS NPUIOKEHUs (BIUIOTH 10 7 YPOBHSA MOIEIH
OSI) ns oTCHE:KUBaHUS U YIIPABICHMS CETEBBLIM TIOTOKOM;

- MCO pmomxen ofecneuuBaTh (QHUIBTPAINIO, MapIIPyTU3ALMIO M 3aIIUTY
TpaduKa, POXOAAIIETO Yepes cpeacTBa MCO, ¢ HOMONIBIO BCTPOEHHEIX CPEJICTB;

- Pemienue NOMKHO COCTOATH M3 ABYX W Goliee YCTPOMCTB ISl IOIUIEpIKAHMS
BBICOKOH pocTynHOCTH MCD ¢ CHHXpOHM3AIMEH COCTOAHHS CETEBBIX IIONKIIOYCHHIM
MEXKIY YCTPOUCTBAMH, BXOMAIIMMM B KiuacTep. JIODKHEI IMOIIEPKUBATLCS CIETYIOIHE
PEXUMEI pabOTBI KIIaCTepa: PEKMM paclpe/eIeHus Harpysku (Active/Active) B pexim
BBICOKOH fmocTymHocTH (Active/Standby) BHe 3aBHcHMocTH OT peskuMa pabotel MCD
(L2/L3), Bce QyHKIMOHAIE! HOMKHEI GBITH BKIIFOYEHBI B CTOMMOCTD JAHHOTO KOHTPAKTA,

- Permrenue 10/KHO BRITIOYATH B ce6s HIDKE CIEAYIONIME MOITYIHM B paMKaX OJHOTO
KITaCTEPHOM CUCTEMBI, HE3aBUCUMO OT KOJTUYECTBO (PUMIECKUX YCTPOIMCTB:

Firewall (MCD3)

IPS (cucTema Ipe1oTBpaIeHHs: BTOPKEHMI)

Application Control (cucTeMa KOHTPOIS IPUIIOKEHHIT),

Antibot (Cpencra 60ps0sI ¢ 6oTHETaAMHE),

Antivirus (TTOTOKOBEIH CETEBO# aHTUBUpPYC),

SSL Inspection (Mucnexkius SSL Tpaduka),

URL Filtering (dbunsTparus 3ampocos),

CucreMa ueHTU(DUKALINY TTOIB30BaTENEH,

Cucrema nocrpoenns VPN noxxmouenuii (IPSEC, SSL, Anyconnect);
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Cnennduxkanns

> O6opyI0BaHHECO CJEAVIOINMH KOMILIEKTALMAMH:

FPR2110 Threat Defense Threat, Malware and URL 3Y Subs (L-FPR21107T-
TMC-3Y)

AC Power Cord (Europe), C13, CEE 7, 1.5M (CAB-ACE)

Threat Defense software v7.0.1 for FPR2100 (SF-F2K-TD 7.0.1 -K9)
Firepower 2000 Series SSD for FPR-2110/2120 (FPR2K-SSD100)
Firepower 2000 Series SSD Slot Carrier (FPR2K-SSD-BBLKD)

Soln supp 8x5xnbd 2110 NGFW Appliance, 1U (CON-SSSNT-FPR21F WN)

IMoanucka niisi cymecTByIomero odopynoBaHus
> FPR2110 Threat Defense Threat, Malware and URL 3Y Subs -1 mr.

(L-FPR2110T-TMC-3Y)
>




TpeGoBanus K ynakoBke ToBapa

VYakoBKa TOBAapOB NOJ/HKHA CIIOCOOCTBOBATH MPENOTBpPALIECHUS WX MOBPEXKIACHUSL
WK TI0pYy BO BpeMs IEPEBO3KH K KOHEYHOMY ITYHKTY Ha3HAUeHHA. YIIaKOBKa JOJIKHA
BBIEP)KMBATh, O€3 KaKuX-IM60 OrpaHHYEHUH, MHTEHCUBHYIO IIOJBEMHO-TPAHCIIOPTHYIO
00paboTKy M BO3JEHCTBUE 3KCTPEMANIbHBIX TEMIIEpaTyp, COIM M OCAAKOB BO BpeMs
[IEPEBO3KH, a TaKKe, OTKPHITOro xpanenus. IIpu onpenenenun rabaputoB yIakoBOK U UX
Beca HeoOX0UMO YUUTHIBATh OTHAIEHHOCTh KOHEUHOTO ITyHKTA JOCTABKH M OTCYTCTBHE
MOIIHEIX TPY30IOABREMHBIX CPEACTB BO BCEX IYHKTaX IIO IIyTH CIIENOBAHUS TOBApPOB.
YnakoBKa ¥ MapKUpOBKa AIUMKOB, a TakkKe JOKYMEHTAllUsd BHYTPH M BHE HX JOJDKHEI
CTpPOT0 COOTBETCTBOBATH TPEOOBAHWAM OTIPY3KH TPAHCIOPTHPOBKH, BpPEMEHHOTO
XpaHEHH TOBAPOB Ha TAMOXKEHHBIX ckilanax. [locTaBIIiK HeceT OTBETCTBEHHOCTh Mepe]
[Toxynarenem 3a JONOJHUATEIBHBIE 3aTPaThl 10 TPAHCIIOPTUPOBKE U XPAHCHUIO, KOTOPEIE
OBUIM BBI3BaHBl OTIPABKOM 110 HENPaBUIBHOMY aJIpeCy WIH HEYAOBIETBOPEHHOM
MapKUpPOBKOM.

TpeboBanud M0 KOMIIEKTALIHH H HOBH3HE TOBapa
[Iprobperaemoe obopyaoBaHHE JOMMKHO OBITH MOJHOCTHIO YKOMILICKTOBAHHEIM,
paboTociocoOHEIM, HOBEIM (paHee HE HCIIOJIB30BAHHBIM, HE OBIBIIEM B YIOTpeOICHHMH
WIIH SKCILUTYATUPYEMBIM).

TpeboBaHus Mo rapaHTHIHOMY H NMOCJIErapaHTHIHOMY 00C/IYKHBAHHIO
(cpok, MecTO)

I'apantuiineiii cpok Ha oOopynoBaHME OONKEH OBITH He MeHee 12 MecsIeB.
lapanTuifHag noxaepxkka o0opylnoBaHUS npousBoauTcs Ha Tepputopun  AKB
«¥YsnpoMcTpoiibank». ['apanTuriinas nmoaaepxka npruodperaeMoro 060py10BaHu JOKHA
OCYIISCTB/IATECA aBTOPU30BAHHBEIM CEPBHUCHBIM IIEHTPOM O€CIUIaTHO B TEUEHHE BCETO
rapaHTuiHoro cpoka. Cpox 3aMeHbl HEUCHpPaBHOTO OOOpPYIOBaHHSI C MOMEHTA
IOCTYIIJIEHUs: HH(OPMaI[iK O rapaHTHIHHOM citydae - He Gonee 30 KaneHIapHBIX AHEH.

Y4YaCTHHK KOHKypca JIOJDKEH IIPEIOCTABUTH  aBTOPM3AIMOHHOE IIHCHMO
NPOU3BOAUTENS Ha IPABOMOYHOCTh IIOCTAaBKH 3alpONIEHHON NPOXYyKIMH B paMKax
TEKyIlIero KOHKypca.

CrangapThl
ToBapsl 1m0  NPOM3BOJUTENBHOCTH M KAa4YeCTBY  JO/OKHBI  IONHOCTBIO
COOTBETCTBOBATh  MEXKIYHAapOIHEIM CTaHAapTaM, KOMIUIEKTHOCTH MPOAYKTOB U
NOKYMEHTAI[UU K HUM, JTOJDKHBI COOTBETCTBOBATh CTaH1apTaM, YKa3aHHEIM B TEXHHUECKUX
YCIIOBUSIX, @ B MX OTCYTCTBHHU - NMPU3HAHHOMY CTaHIApTy, IPUEMIIEMOMY JUIS CTPaHBI
TPOUCXOXKICHUA TOBapoB. ITomo0HbIe CTaHAAPTEI JOIDKHEI GBITH CAMBIMU HOBEHIIUMU U3
BBIITY CKAEMBIX COOTBETCTBYIOIIUMHU YUPEKICHUIMHU.

TpeboBaHHs K CPOKY H MeCTy MOCTABOK
Cpoxk mocrasku - He Gonee 120 KaJeHIAPHEIX JHEH ¢ JATHI MOANUCAHKMS KOHTPaKTa
Ha 1ocTaBKy. MecTo IOCTaBKH - [0 CKIaja 3aKka3uuka (BKIOYas BCE pacXo/sl, HAJOTH U
Ip.) IO aapecy r. TamikenT.



Tpe6oanus k meGoMOHTAKY

YerpoitcTBO  TOMKHO OBITh  HMHCTAIVIMPOBAaH, HACTPOCHBI U 3allylIEHBl B
SKCIIJIAaHTALIHIO.

ITocTaBIKK OCYLIECTRIISAET Me(hMOHTaX YCTPOMCTBO HA TEPPUTOPHH 3aKa3uKKa.

Iled-MoHTaXKHBIE PaboThl JOJLKHBEI OBITE TPOM3BEACHBI B COOTBETCTBHH C
TOJAHHBIM TEXHHYECKHMM TIPEUIOKEHUEM U OCYLIECTBICHEI "MOJ| KIIF0Y" ¢ MaKCUMAJIbHO
BO3MOKHBIM (DYHKLHOHAIOM 000py/10BaHUs U IIPOrPAMMHOT0 00€CIIeUeH . (B TOM 9HCIIE
C YCTAHOBKOM YKa3aHHBIX JIUIIEH3UH)

VeTpoicTBO I0KeH OBITH TOTOB K 9KCIUIAHTAaIlMH ITIOC/IE MPOBEACHMS Iued-
MOHTa)KHBIE, ITyCKO-HaJaJ049HEIX padoT.

Cpok BBITIONHEHHUs mIed-MOHT@KHEIX paboT M0 HHTETpalMd COIJIacyeTesd ¢
3aKa34uKoOM U HE JOKEH MNpeBsImaTs 15 maHel mocie noaydeHHs o0OpyJOBaHHS UL
[POBEIEHHS Te(-MOHTaKHBIX paboT.

CTOMMOCTB ITe(-MOHTaKHEIX pabOT M BCE PACcX0/(bl Y YaCTHHKA, CBA3AHHBIX C med-
MOHTQKHBEIMH paboTaMH, AOKEH BXOAWTH B OOIIYH0 CTOMMOCTH IPEUIaracMoro
YCTPOMCTBO.

KsanudukannoHHble TpeO0OBAHHS K MOCTABIIUKY
[lpn kBamMpUKAMOHHOM OTOOpE YYaCTHMKOB K y4YacTHIO B KOHKYpCe HE
JIOITYCKAIOTCS OpraHU3aLIN:

- Haxogmgmpecsa B EquHOM peecTpe He0OOPOCOBECTHBIX HCTIOMHUTEIIEH,

—  WMEIOIIME TPOCPOYCHHBIC 3a[J0/KEHHOCTH II0 YIUIaTe HAJIOr0B M IPYTHX
00s13aTeNBHBIX TTATEXKEHN;

- He MPEACTABWBINME B YCTAHOBJEHHBIH CPOK TAKET HEOOXOAUMBIX
JIOKYMEHTOB JiIs KBaTH(QUKAIMOHHOIO 0TO0pa;

~  HaxOJILIMECS Ha CTaJuK peOpraHUu3alliH, INKBUIALUYA WK OaHKPOTCTBA,

—  HaXOJSIIMECS B COCTOSHMH CyIeGHOT0 Wi apOUTpaskHOTO pa3OUpaTenbCTBa
¢ «3aKa3uuKoOM»;

- TIpeAoCTaBUBINNME KBaTH(HKALMOHHBIE TOKYMEHTEI, HE COOTBETCTBYIOIIHE
TpeGoBaHUIM KOHKYPCHOM JOKYMEHTAIMHU;

- He HaJIeKalle WCIONHUBIINE TPUHATEIE 00sA3aTelbcTBA [0 paHee
3aKJTIOUEHHBIM IOTOBOPAM C 3aKa3UMKOM,

- YYaCTHHKH, Y KOTOPBIX YUPEIUTEIH ABIAIOTCS OIHU U TC K€ IOPUAUIECKIE
U (pU3MYecKUe JIULIA;

— yypexJIeHHble MeHee 4eM 3a 12 MecdAleB 10 OOBSBICHHUS KOHKYPCHBIX
TOPIOB;

—  yYaCTHHMKH, COBEpIIAOIIE AHTHKOHKYPEHTHBIC ACHCTBHA UM B HAPYIIEHUE
3aKOHOJATEILCTBA UMEIOT KOHGIMKT UHTEPECOB, 4 TAKXKE MPH BBIABICHUH
ciydaeB aQQUIHPOBAHHOCTH;

- YYacTHMK KOHKypca [JODKEH IIPeNOCTaBUTh aBTOPU3AIMOHHOE IHChMO
IPOM3BOMUTENS Ha TIPABOMOYHOCTD [TOCTABKU 3alPOIIEHHON MPOTYKIMH B
paMKax TeKyIIero KOHKypca.

—  YYaCTHHMK JOJKEH UMETh OIIBITA IIOCTABKY aHATOTHYHOr0 060py0BaHMA Ha
Tepputopun PecryOnuku Y30eKucTaH.

JAupeKTop AenapTaMeHTa
0e30NacHOCTH H 3alIATHI HHGOpMaLHH C.Cepruesnko



