TexHuqeckoe 3agaHue Ha NOKYNKy a

EMEYOH

Haumerosanue ycnyrm

Moxynka AnTuaupycHoro nporpammyoro obecnedenusn Ha 200
nonb3oBaTenei Cpokom Ha 2 rog.

Llens npuoBpetenns ycnyru CnywebHan HeobxogumocTs

TpeGosanus k nocTaswmky | Hanmme MapTHepCKoro cepTudhukara, NpegocTasneHue

(ucnonnuTenio) aBTOPOTALMOHHOTO NUCLMa OT NPOMBOAMTENS HA UMS
FOCYOQAPCTBEHHBIN KOMUTET BETEPUHAPUM
PECNYBNWKW Y3BEKUCTAH NoATeEp#Aalowero dakT Toro, YTo
KOMNaHWsA ABNAETCA OPMLIMANbLHOM NpeCTaBUTeNeM npoaasaemoi
SHTUBWUPYCHOR NPOrpamMme.

TpebosaHusn k yenyre

Obumne rpebopanns

AHTHBApyCHas 3a1HTa (A3) JOIKHA NPEACTARIATE OGO
Mmacurrabupyemoe pewenue, obecneunsaomee ycToiiunsoe (yHKUHOHHpOBaHHE
B JIOKATBHOM ceTn paGounx cTauumii u cepsepos.

B pamkax seeif opranusanum nomKkHE! HCMIOTLIOBATHCA EXHHbIE
AHTHBHpYCHRKIE CcpencTea. OTNeNLHO CTOAHE NEPCoHATBHbIE KOMITBHITEPBI, TO
©CTH HE MONKMIOYEHHEE K eAMHON CHCTEMe BHTHBHPYCHOH 3aLLHTHY, B TOM
HHCNE HAXOAAIIHECH HA YIANEHHBIX TEPPHTOPHAX, NOMKHB! GBITh JAHIIE b
HHTErPHPOBANHBIM NPOrPAMMHBIM NPOIYKTOM, BKIIOHAIOLINM B cebs 3aluTy ot
BCEX THIIOB BPEJIOHOCHBIX NPOrpaMM (aHTHBHPYC),

IMporpammusiit urtepideiic Boex AHTHBUPYCHBIX CPEICTB, BKAKHAN
CPECTBA yNPABIEHHA, 0eH ObITh Ha pycckom assike. [l opraxusarusii
HMEIOIHX O(HCHI 33 IPAHMICH JOKHA HMETHCH BOIMOKHOCTS BbI0OPa A3BIKA
uHTEpdeiica KORCOMM YNPABCHHS UIA NOAKTIOYCHHS K cepeepy
AAMHHHCTPHPOBAHKA, Ge3 NepeyCTAaHOBKH KOHCONH H cepaepa s HT
NEepCoHANa poaHO# A3bIK KOTOPOTO OTIHYAETCS OT pycckoro,

Bee anTiBHpyCHbie cpeicTsa, BKTIOYAS cpecTsa YNpaBNeHHA, JOKHBE
06ianath KOHTeKCTHOI cipasounoii cHeTemoli Ha PYyCCKOM s3bIKe.
Texuuueckue napameTpsl NporpaMMHbIX CPeJCTB AHTHBHPYCHOM 3aLUHThi
AOJIAHBI COOTBETCTBOBATE HIIH NPEBOCXOIHTS CIIEAYIOUIHE YKA3AHHBIE
napameTpsbi:

Komnnexcras saupra pabounx cranumit sa OC Windows u macOS ¢
AOTIOTHHTEALHBIMI Py HKUHAMK afiepBona, aHTHCHAMA H KOHTPONS AoCTYna B
HHTEpHET.

AHTHBHDYCHEIE CPEAICTEA M CPEACTBA UCHTPAAHIOBAHHOID YipaBneHns
JOMKHBI BKIIOMATE:

* JIMUCH3HOHHBIE (afinel  xnouelt aim  nakeros AHTHBHPYCHOTO
nporpammuoro obecniedchna (AITO); npu MCNONB3OBAHMM CXEMBI C
HECKOMILKHMH  CEpBEpaMH  YAQICHHOr0  AIMHHHCTPHPOBAHHA
KIACTCPHAA TEXHONOMHA JUIA OPTAHH3ALMH CBA3N MEK/LY CEPBEPAME He
TpeGyeTes nononHHTensHMX nuueuil ua cagas MENKAY CepBCpaMin.

¢  NpOrpaMMHBLIE CPEACTBA AHTHBHPYCHO 3aumTs! pabounx cranumii, cepeepos
H MOBIIBHBIX YCTPOiCTB (cMapThonos, MIAHINETOB)

® AreHT AIMHHHCTPHPOBAHHA JUIA BBINO/HEHUS CBASH MEXIy CEpBEPOM
AIMHHHCTPHPOBAHUA H 33LMIIAEMbBIMHA YITAMH

* [pOrpaMMHbie  CcpejicTsa UCHTPATH30BAHHOIO  yrpaBjieHus,
MOHHTOpHHIA H obHOBIeHHA Ha OC Windows, Linux/BSD, Mac OS,
mobGHneHbie OC Android;

¢ TpOTPaMMHBIC CPECTBA LUEHTPANH3OBAHHOTO YIPARNCHHA AOMAHBI HMETH
WEB koucons s ynpasnenus u (hopMupopanna oTyeToB;

¢ UCHTPAIH3OBAHHOE YNPARNCHHE MOXET OCYIIECTRIATHECH ¢  JI0GOr0
ycrpoiictsa uepes Web - Gpaysep;

¢ TMPOTPaMMHBIC  CPEACTBA  LEHTPAIM3OBAHHOTO  YNPABNEHHA  MOIYT
ycranarnuarsca ka Windows u Linux miardopmi

* OOHORNAEMbIC AHTHBHDYCHBIE 623l JAHHLIX H  KOMIOHEHTSI Anpa
AHTHBHPY CHO CHCTEMBI,

* [lpokcw- cepsep -  KOMMOHEHT A obecrneveHHs  BBICOKOI
MACIITAbHPYEMOCTH PELIEHHA W YMEHBIICHHA HAIPY3KH HA UEHTPanbHbIH
CEpBEpP AMMHHHCTPHPOBAHHA

® HAIHYHE HHCTPYMEHTA 18  OOHAPYKEHHS HEH3IBECTHBIX KOMIBIOTEPOB,
ocyluecTRnAlomero asromatiyecknit nouck MK B nokansnoii cetn, Ges
HEODXOIHMOCTH OCYILECTRAATH HX PyHHOH MOHCK W nobasneHue;

® HATHYME PAVTHYHBIX RADHAHTOB YCTAHOBKH AreHTOB QAMMHHCTPHPOBAHHA
KIIHEHTCKO# 4ACTH GHTHBHPYCHOTO IPOrPAMMHOrO 0BECTICUEHHS TAKHE KaK:

YAANEHHO MK JOKAIBHO
- Push ycranosxka,
- Yeranoska 4epes e-mail,
- YcTaHoBKa ¢ NPHMEHEHHEM CHEMHOTO HOCHTENS , Hanpumep USB,
- JlokansHas ycTaHoBKa:
*  IKCIUTYaTAUHOHHYIO JOKYMEHTALMIO HA PYCCKOM A3bIKe.

*  Hanmume BRIIEIEHHOTO NPOrPAMMHOTO HHCTPYMEHTE LTS YNpaBneHus
MMUCHIMAMH. C €ro NOMOWIBIO MOKHO OTCACKHBATL JHUEHIHM,
AKTHBHPOBAHHBIC MOJIY.IH H CBA3AHHBIC C IHLCH3UAMH COOBITHA, TaKHe
Kak OKOHYaHHE CPOKA ACHCTBHA, HCTIONb3OBAHHE U ABTOPH3ALIMA.

¢ Hamume Boutencumoli  yrwimtel 18 cossaHMs  OKATLHOrO
XPAHHIHINA BUPYCHIX CHTHAaTyp, Ge3 MCNOABIOBaHHA ceppepa
UCHTPANH30BAHHOTO YIPABIEHHA.

s Hannume BO3MOMXKHOCTH OpraHu3ai1 npyxdakroproii
ayTeHTH(HKaH nosb3oBarenci KOHCONH cepsepa
LECHTPATH30BAHHOIO YIPABICHHS.




® CCpBHC  JIONONHHTENLHOTO  YpOBHA  §e30NAaCHOCTH  MPOAYKTOB
BRIFOMAIO LI BCTPOEHHY 10 NIECOMHHILY

TpeGosanus K nPOrpaMMHLIM cpeacTBam AHTHBHPYCHOH 3AIIHTEI
pabounx cranuuii noa ynpasaenuem OC cemeiicrsa Microsoft
Windows

ITporpammiisie cpencTsa aHTHBHPYCHO 3aUmHTHEl pabovunx cranumii non
ynpannenues cemeficsa OC Microsoft Windows aomkust ¢y nxumonnposars
Ha crenyrowmx sepeusx OC:

Microsoft Windows Vista;
Microsoft Windows Vista x64;
Microsoft Windows 7
Microsoft Windows 7 x64,
Microsoft Windows 8
Microsoft Windows 8.1
Microsoft Windows 10

[porpammbie cpencTBa aHTHBHPYCHOI 3aUIHTHI paboumx cTanumit non
ynpamienuesm cemeficrea OC Microsoft Windows nomkust obecneunsars
PeATH3ALHIO CNEAYIOUHX (Y HKIHOHATLHBIX BOIMOKHOCTEI:

*  nHTepdeic aHTMBHPYCHOrO NPOrpammHore obecneueHus AONHMEH
06ecne4nsaTs NOALEPHKY CEHCOPHBIX 3KDAHOB M IKDAHOB C BHICOKMM
paspeweHuem;

*  PE3N/EHTHBIA aHTMBMPYCHBIA MOHMTOPUH;
*  BO3MOXHOCTE NOMHOCTLIO CKPBITE MHTEPdEHAT aHTHBMPYCHOro MO

*  @HTMBMPYCHOE CKaHWMPOBaHWE NO KOMAMAE NONBLIOBATENA UK
MMHMCTPATOPa;

®  @HTMBMDYCHOE CKAHMPOBAHWE NO PACTUCIHMIO,

®  3HTHBMDYCHOE CKAHWPOBAHWE NPKM DMPEAENEHHLIX YCNOBMAX:

- nocne 06HOBAEHMH aHTMBMPYCHBIX B33 AaHHBIX;

- KAWLl pa3s NpM 3anycke KOMNbIOTepPa;

- KaWaple CYTKH NPW NEPBOM 3aNYCKe KOMNbIOTepa;

- Npu yenewHom MHTepHer unu VPN coegunenum;

- BXOf NONL30BaTeNs;

- Np# 0GHAPYKEHMM NOAOIPUTENLHOTN AKTUBHOCTH, B TOM YMCNE W

AKTUBHBLIM MOYNEM ¢33LUMTA B DEIKUME PEANbHOTO BPEMEHMY.

- COCTORHHE MPOCTOR, ABTOMATHYECKH CKAHMDYET IOKANBHBIE IHCKH,

CCITH KOMMBIOTED HAXOAMTCA B COCTOAHHH NPOCTORA, B OMHOM H3

CASAYIONMX TPEX PEAHMOB: JACTABKa, GIOKHPOBKA KOMITBIOTEPE, BHIXO]

NONBIOBATENS

¢ HanWuMe 3aA34m Ha BoiknoveHue MK No 33BeplIeHnIo CKAaHMPOBAHNA
*  @HTMBMPYCHOE CKAHWMPOBaHKME TPaduKa NO CAEAYIOWNM NPOTOKONAM:
FTP, HTTP u HTTPs, POP3 u POP3s, a TaK we IMAP u IMAPs Tpadmka.

Hanu4ue QONOAHUTEALHOO MOAYARA MO 3alMTE AOKYMeHTOB Microsoft
Office w ckaHnposanun npoxoaAwmx yepes Internet Explorer daiinos
33WMTa OT eILE HEUIBECTHBIX BPEAOHOCHBIX NPOrPamMM Ha OCHOBE
IBPUCTHYECKOTO aHaNuaa;

BO3MOMHOCTb AOBABAATL B UCKNIOYEHHA TONLHO ONpefeneHHbIe
YTPO3bl, B HE3GBMCUMOCTH OT MX MECTOHAaXOMASHUA Ha TK:
obHapyMeHUe CHPBITBIX NPOLECCos;

BO3MOMHOCTb YCTAHABNMBATEL TONLKO HEOGXOAMMbIE KOMNOHEHTBI
AHTMBUPYCHOH 33WMTHI (MOAYNIBHAA YCTaHOBKA);

BO3IMOMHOCTL OTKNIOYEHMA AHTUBUPYCHOM 3aLUMTLI NPK
HeobxogumocTu;

AHTMBMPYCHAA NPOBEPKA WM NeYeHUe GaNoB, yNaKkoBaHHbIX
nporpammamu Tuna PKLITE, LZEXE, DIET, EXEPACK v np.;
@HTUBMPYCHAA NPOBEPKa W neueHne $aiinos & apxusax dopmaTtos ARJ,
BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS,
TAR, TNEF, UUE, WISE, ZIP, ACE;

COAEPHATL HACTPAMBAEMY'IO CUCTEMY NPEAOTBPALLEHHA BTOPIMEHME
Host Intrusion Prevention System (HIPS) ana NpeaoTBpaleH1a
MONBLITOK BHEWWHETD BO3AEHCTBMA, MIMEHEHWA, 3 TaK e A
MOHWTOPUMHIa NPOUECCos, Gainos W KNKuei peecrpa;

BOIMOMHOCTb paboTel HIPS no pafly 3apaxee noaroToBneHHbix
PEMHUMOB GUNLTPALMK;

obecneunsarts 3aUMTY OT XaKEPCKMX aTaK, NYTEeM MCNONBL3OBAHMA
MEMCETEBOIO 3KPaHa C CHCTEMOW OBHapYMEeHUA W NpeaoTBpaLeHNs
sTopmeHni (IDS/HIPS) npu paboTe B BEMUCIMTENLHBIX CeTAX M0G0
THNa, BrNOYan BecnpoBogMbie;

nepcoHaneHeil daiiepson;

BO3IMOMHOCTL HACTPORKK HECKONBKUX Npoduneil daiiepeona, ¢
ABTOMATHHECKUM NEPEKNIOYEHHEM AaHHLIX Npoduneit, npu
BLINONHEHWHM ONPEAENEHHBIX YCAOBUIA;

YNpasneHue 8Cem CeTeBbiM TPadHUHOM KOMNLIOTEPa B 060MX
HENPasAEHWAK,

HW3KOYPOBHEBOE CKaHMpOBaHMe Tpaduka;

NoAAepMKa npoToKona IPv6;

MOJAEPXKKA BCTPOEHHOH NECOYHHLILI /L18 JAUIHTH OT YIPO3 HYJIEBOTO
JiHA,

Mony.ib cxanuposanus UEFI,

BBUIC/IEHHBIH MOJY/Tb 3AUIHTHL OT BUPYCOB WHpPaTOpos;

3aMnycK 33734 N0 PaCnHCaHMIo W/unW Cpasy nocne 3arpysku
ONEPAUMOHHON CHCTEMBI;

BOIMOKHOCTb Y NPABNEHHA JOCTYIOM K Be§-pecypeam, MyTem cosnanns
CIHCKa 3a010kHpOBAHKEIX THEO paspeieHHBIX Beb-caitros, a Takke
IyTeM 3anpeta pcex seG-calTon, KpoMe TeX, KOTOpbIE BHECEHBI B
CIIHCOK PaspeilieHHbIX,




AKTHBHbIH PEKHM QHIBTPALMK U8 NPUIOKEHHI, a TaK e
BOIMOMKHOCTE OTIITIONEHHR (PHALTPALIMN WIN NEPEBOM B NACCHBH I
PEHHM JUIA HCKTHOYEHHBIX NPHIOMKEHHTE

HACTPANBAEMBbIHi BEG-KOHTPOITL N0 KaTeropuam caiiTos, no3soamouHii
34/1aBaTh NPABIIA NPHMEHEHHR NMOIHTHKH HCNOABIOBAHNSA CETH
Hureprer va yposne nons3osareneii win Tpynn nons3osarenei,
Hanwune 8 Moyie BeG-KOHTPONR BOIMOKHOCTH KACTOMMH3ALHH
CTPaHHLB! NPEY MPEXKACHHA HIH OI0KHPOBAHNA

(unETPaLHK NS NOBEPEHHEIX NPHIIOKEHMIT,

CKAHHUPOBAHHE H3 KOHTEKCTHOTO MEHIO,

OTKIIOYEHHE QHIBTPALIHK /LIS 10BEPEHHBIX sef-anpecos;

OTKIIO4EHHE QUABTPauMK 1 aoBepeHHbIx [P anpecos,

BO3MOKHOCTS HCKIOWHTE W3 NIPOBEPKH [I0BEPEHHbIE NPOLIECCHI, XILlI
CyMMBbt, (hafiel B nankH.

HACTPOTika Heckonskux npodmnedi obnornenuii (Hanpumep, ans
MOOHIBHEIX MOB30BATENEH) ¢ BOSMOKHOCTHIO oDHORNEHHA M3 ceTH
Hureprer,

Hanuune arenra agmusmctpiposanns 2HTHBHPYCHOFO MPOTrPAMMHOID
obecnevenns (AI10) ana pabounx craumuii

HATH'HE IIAHHPOBLIHKA B KIHEHTE anTHBHPYCcHOro T10;

BOSMOKHOCT LEHTPATH30BAHKO MOCMOTPETS 06uyio HHpOpMAaLHo o
coctoatuu [1K, 06 ycranorneHHbIx TMPHICKEHHAX, cayxbax, ceTenbix
MOMKNOYSHHAX H T.J1. C BOIMOMKHOCTBIO OTC/ICHKHBAHMA HIMEHEHHH 1 HX
ABTOMATHYECKOrO CPABHEHHA C OMOILBI0 CHUMKOB 10 BPEMEHHOMY
HHTEPBANY, & TAK € BOIMOKHOCTH BHECEHHN H3MEHEHMI (ocTanoBka
MPOLECCOB W APaBEePOB, yAANCHHe H BOCCTAHORIEHNHE 3anuceii peectpa
H CHCTEMHBIX (pailfIoB) BOCC TAHARIHBAIOUTHX KOppekTHY10 paborty
CHCTEMBI,

AZIpO W BCE OCHOBHBIE MOJIYJIH NPOJYKTa He TPeGYIOT Nepesarpy3kn H
AKTHBHBI CPasy NOCNE YCTAHOBKH,

Hanuiue CneumuananpoBaHHoOR YTHAKTL ana c6opa daitnoe wypuHanos
O KOHQMIYPaLMK CUCTEMBI, YCTAHOBKE 1 GYHKUMOHMPOBaHMM
AHTMBHPYCHOTO NAKeTa A1A YCKOPEHUA pellieHna npobnem npw
BOIMOMHLIX NPOBABMEX C BHTHBMPYCHBIM NAKETOM

HATHYHE MOJIY I8 CKAHHPOBAHHA B COCTOAHHH NPOCTON, ABTOMATHYECKH
CKAHHPYET JOKANLHBIE IHCKH, €CIIH KOMMNBIOTED HAXOAHTCS B
COCTOAHHH IIPOCTOR, B O/IHOM H3 CIICAYIONIHX TPEX PEAHMOB: JACTABKA,
G0KHPOBKA KOMITBIOTEpA, BBIXOA NONBIOBATENS

BOIMOWHOCTL MOAKITIONEHHA YHE YCTAHORIEHHBIX TMLEH3MHil
AHTHBHPYCHOMH 3a1ATH paloumx cTanumil k cepsepy
LEHTPATHIOBAHHOTO YNIpaRieHns 6e3 HeoGXomMMoCTH yaaneHus
CYIUECTBYIOIIEN0 NAKETA AHTHBHPYCHOI JAIIATHI, MYTEM YCTAHOBKH
arcHTa aaMHHHCTPHPOBAHHSA

3anyck 0BHOBNEHUA AHTMBMPYCHBIX 633 AaHHBIX NoChe YCTaHOBKM
MOAEeMHOro coeaMHEHHA unmn VPN;

BO3MOMHOCTL CO3AIHNA 334a4M 33NYCKA NPHAOKEHWA CTOPOHHETD
MPOM3BOAMTENR B NNIAHUPOBLLMKE BHTMBADYCA NPYU ONPEAEAEHHBIX
YCNOBUAX MU N0 BDEMEHHOMY WHTEpBany;

3aUMTd Ha NETY OT BPEAOHOCHBIX CUEHAPUES, 3arpy ix ¢ Web-
CTpaHmy,

BnoKMpoBaHMe HEMENATENLHBIX M PEKAGMHBIX coobueHmin
camooby4aemslii aHTHCTIam;

33WMTa NOYTOBLIX KAMeHTos: Microsoft Outlook, Outlook
Express,Windows Mail, Windows Live Mail;

YepHbie u Genbie CUCKM aHTUCNAMA, CIMCKUM MOKIOUeHME

YCHOpEHME NPOUECCa CKaHMPOBAHWA 33 CHeT NponycKa obbekTos,
COCTOAHME KOTOPLIX CO BPEMEHW NPOLWNON NPOBEPKM HE HIMEHMNOCH;
HaNM4Me GYHKUMOHANBHOCTH MCNONBI0BAHKA OBLIEro NOKANBHOMO
H3Wa ANA NOBLILEHMA CKOPOCTH CKAHUPOBAHWA B
BUPTYaNM3MPOBAHHBIX Cpepax;

331UMTa OT GUWMHIA! IALMIAET OT NONBITOK NONYYHUTL naponu v
ApYryio KOHbUABHUMANBHYIO MHBOPMaLMIO, 3anpewan [ocTyn K
BPEAOHOCHbIM BEG-CaiiTam, KOTOPBIE NPUHMMAIOT BUA HOPMaNbHBIX
seb-caitos;

33WnTa OT IKCNNOATOB: BAOKMPOBILMK IKCNAOIHTOR HOHTpOAKMpYeT
NOBEAEHME NPOLLCCOB W BLIABMACT MOA03PUTEALHYIO AKTMBHOCTS,
KOTOPaA ABNACTCA THNMYHOW ANA UENEBLIX aTak M PAHEE HEUIBECTHBIX
IKCMIOHTOB — YTPO3 HYNEBOTO AHA

HBNM4ME MOLYNA CKAHMPOBAHMA NAMATH, KOTOPBIR OTCNeMMBaET
noBeAeHMe NPOLCCOB M CKAHMPYET 3N0BPEAHBIE NPOLECCHI, KOraa OHM
CHUMAIOT MACKUPOBKY B NaMATH;

3aumTa o1 6oTHeTOB: NOMOraeT oGHapyHBaTL BPEODHOCHbIE
NPOrpammbl, aHANHIUPYA MX CXEMbl OBMEHA A3HHBIMK W NIPOTOKONbI
PErynMpoBKa pacnpefeneHua pecypcos paboyeii craHymn mexay
BHTUBMPYCOM M ADYTHMMU NPHAOIKEHMAMM B 33BUCHUMOCTH OT
NPUOPUTETHOCTH 33/434: BOIMOMKHOCTL NPOAOAMATL AHTUBHPYCHOE
CKaHupoBaHWe 8 GOHOBOM pexume;

HACTPOWKa IMMMTOB CKAHMPOBAHMA NO NAPAMETPAM — rnyGuHa

B HOCTH (af 8), pasmepa 06beKTa M BpeMeHM CaHMPOBaHUA
obbekTa;

HAUTHYIHE MOJIYJIA, NO3BONRIOLIETO IIPOBOINTE ABTOMATHIECKOE
CKRHHPOBAHHE CONEPIKAHHA NOAKIFOYAEMBIX BHEIIHHX YCTPOHCT
XPAHCHHA NAHHBIX, & TAK JKe NPHMEHATH PACIIHPEHHBIN AHATH3 18
sanycka (paiinos ¢ Takux ycrpoiicTs;

HATHHHE MOZYJIA, TIO3BONIAIOLIErO HACTPOWTE OTPAHHYEHHE NOCTY A
(keT nocTy na, ToNBKO WTEHMe, NOAHK nOCTY, npeaynpexnenne) s
KKIOTO NONLIOBATENA WIH JUIA TPYNNbI NONB30BATENCH KAK 1O THTY
yerpoiictsa ( CD/DVD/Blu-Ray, USB xpaunnuma nanneix, USB
MPHHTEPRI, yeTpoiicTea obpaboTkn H3obpakenuii, VYerpoiicTea
FireWire, kapn punepon, monemos, LPT\COM noprel, Bluetooth
YCTPOHCTBA) TaK H 110 3a5aHHBIM aTPHGY TaM (TPOHIBOAHTEND, MOTED,
CepHiiHbIi HOMEp) 3a1aBATH OHO NPABHIO HA HECKOMBKO YCTpoiicTB |
unTerpauus ¢ MS NAP u CISCO NAC;

BO3MOKHOCTL (JOPMHPOBAHNA ABAPHITHBIX JAMIIOB MAMATH, Ha coyqai
cOon npunokenus

BO3MOKHOCTD OTKATA O0HORTEHHIT BHDYCHBIX 6a3 Ha npebULy e
BEPCHH H MPHOCTAHOBKA HX OOHOBNEHHA C NOCAENYIOIIM




ABTOMATHYECKHM BKJ ob 15 Yepes yKazaHH kil
NPOMERY TOK BPEMEHH;

*  HATHYHE (Y HKIHOHANEHOCTH BO3OBHORIATS npepsaHHbie 3arpyskn 6a3
JAAHHBIX CHTHATYP BHPYCOB W MOJIY.JIH NPOAYKTOR npH 06HOBNEHNH,

® MHTETpaums c ueHTpom GesonacHoctu Windows;

®  WHTRTPAUMA ¢ LueHTpom obHoBneHua Windows , gaa YCTaHOBKM NaTvei
33KPLIBAIOWMX OBHapY™MeHHbIe YA3BUMOCTH, C BbIGOPOM HEOBXOAMMBbIX
06HoBAEHMIl OT «HeOBA3aTENLHBIXY 06HOBACHMT A0 SKDUTHUBCKUXS:

®  HaCTpoiika NPOBEPKK MCNOAHAEMBIX Balinos 1 3arpysoqHbix obnacrei
KOMNLIOTEPA B KAYECTBE OTARNLHOM 3apaum;

®  TEXHOMOTWM CAMO3RWWMTBI NPUIOKEHUS, 33LLUMTHI OT YAaneHHoro
HECaHKUMOHMPOBAHHOTO YNPaBIeHUA CEPBUCOM NPUNOKEHUA, @ TaKKe
33WHTLI AOCTYNAE K NAPAMETPAM NPUAOMEHMUA C NOMOLWLLI0 Napons,
NO3BONARKDWMX MIBEMATE OTHNIOYBHUA 33WMTLI CO CTOPOHBLI
BPEAOHOCHBIX NPOrPaMM, 3N0YMBILLIEHHUKOB HAK
HEKBaNMGULMPOBaHHBIX NONb30BaTENeH;

* NPOBEPKA HANKMYMA AKTYaNbHLIX OGHOBNEHWI CHCTEeMBbI;

*  HANMHME HACTPAWBAEMOM YHKLMM ABTOMATHYECKOTO CKpLITUA
YBeAOMAEHH Npu paboTe aHTuBMpyCa ANA NpUNoMeHuis, pabotaowmx
8 NDNHOIKPAHHOM pexme, T.e. Npu paboTe NPUACHEHNHA B
MONHOIKPAHHOM PEMHUME Ha IKPAH HE BLIBOAATCA MHPOPMALMOHHBIE
YBeAOMAEHHA O paboTe aHTHBMPYCHOrD NPorpaMMHOro obecneyenus;

® ' HaAMYWe MHOMECTBA nyTei yeegomnenun AAMWUHHCTPATOPOB O BaMHBIX
COBBITMAX, NPOMCXOAAWMX Ha paBoumx CTaHumMAx (nouTosoe
coobuenme, BCN/IbIB3IOWLEE OKHO, 3aNKCh B MypHan cobbiTHiA);

*  OOHOBAEHHE NPOrPAMMHBIX CPECTS K AHTHBHPYCHBIX 6a3 M3 pasueIX
HCTOUHHKOB, KAK 10 KAHANAM CBA3H, TAK H Ha OTHYHIAEMBIX HOCHTENAX
HHopMaLym;

®  SKCOPT /IOFOB M OTYETOB B HOpMaThi XML, TXT, DAT, DMP;

*  Hanwuue obnauHoil TexHONOMHI JSTEKTHPOBAHHA HEHIBECTHBIX YIPo3,
KOHTPOJIb NPHAIOKEHHH HA OCHOBE PENYTALHOHHOID CEPBHCA;

®  HATHYHE CHCTEMBbI NepeaatdH 06pasuos BPpeIoHOCHOro KOf1a BHPYCHBIM
IKCNEPTAM ABTOMATHYECKH HIH BDYUHYIO;

®  BOIMOKHOCTh CO3NAHUA JMCKOB ABAPHITHORO BOCCTAHOBIEHHA,

*  JKOHOMHA MEKTPOIHEPIHH B PERHME ABTOHOMHOTO MHTAHNS,

®  CHCTEMHbIE TDeGOBAHHA HE JIOMKHBI NPeBbILATS: 300ME RAM, HDD
116, Processor Intel win AMD, onHoaneprsii, x86 win x64 11T

®  pasMep IHCTPHGYTHBA ARHTHBHPYCHOTO NAKETA He NOKEH MpEBbILATE —
165 M6.

Tpebosanus k nporpammusim CPEACTBAM AHTHBHPYCHOI 32NTHI
cepsepos noa ynpasaennem OC cemeiicrsa Microsoft Windows

Tporpamuisbie cpencTsa aHTHBMPYCHOI 3ammHTE! CHCTEM CEpBEPOB 101
ynpaenesuem cemefictsa OC Microsoft Windows nomssst dyHkuHOHHpPOBATE
Ha cnenyloumx sepensx OC:

¢ Microsoft Windows Server 2008 (x86 1 x64)
* Microsoft Windows Server 2008 R2

.
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Microsoft Windows Server 2012
Microsoft Windows Server 2012 R2
Microsoft Windows Server 2016
Microsoft Windows Server 2019
Microsoft Windows Server 2008 x64 R2 SP1 / x64 R2 CORE
Microsoft Windows Server 2008 x86 SP2 / x64 SP2 CORE
Microsoft Windows Server 2012 x64 / x64 CORE
Microsoft Windows Server 2012 x64 R2 / x64 R2 CORE
Microsoft Windows Hyper-V Server 2008 R2
Microsoft Windows Hyper-V Server 2012
Microsoft Windows Hyper-V Server 2012 R2

epepbi Storage, Small Business u MultiPoint:
Microsoft Windows Storage Server 2008 R2 Essentials ¢ NaKeTOM
o0HOBNCHHS |
Microsoft Windows Storage Server 2012
Microsoft Windows Storage Server 2012 R2
Microsoft Windows Small Business Server 2008 (x64)
Microsoft Windows Small Business Server 2011 (x64)
Microsoft Windows Server 2012 Essentials
Microsoft Windows Server 2012 R2 Essentials
Microsoft Windows MultiPoint Server 2010
Microsoft Windows MultiPoint Server 2011
Microsoft Windows MultiPoint Server 2012

Mporpammibie cpeacrea anTuBMpycHol 33WMTLI alnoBLIX Cepsepos

NoA ynpasnenvem cemeiictea OC Microsoft Windows gomHb
obecneynsars peanusaumio CeayowMx GyHKUNOHANLHBIX BOIMOMHOCTEIH:

MHTEPPEC aHTUBMPYCHOTD NPOrPaMMHOTO obecnieyeHna AonmeH
obecneuusats NOAREPIKKY CEHCOPHBIX IKPAHOB M IKPAHOB C BLICOKMM
paspewenuem;

PE3MACHTHBIA AHTUBMPYCHBIN MOHWTOPHHT;

AHTUBMPYCHOE CKAHMPOBaHME NO KOMaHAE NONLIOBATENA MK
2AMUHKCTPATOPa;

AHTMBUPYCHOE CHAHMPOBAHWE NO PACTMCAHMIO;

SHTUBHPYCHOE CKAHMPOBAHKE NPW ONPEALNEHHBIX YCAOBMAX:

- nocne o6HosAeHKiH aHTUBMPYCHBIX Baa AaHHBLIG

- KaWAbIA pas npu 3anycke KOMNbioTepa;

- KaM/Able CYTKW NpU NEPBOM 3anycKe KOMNLIoTepa;

- Npw ycnewxom HutepHeT uam VPN CcoeauHeHuu;

- BXOQ NONb30BATENS;

- npu oBHapywmeHun NOAO3PUTENLHON AKTUBHOCTH, B TOM YHCAE 1
AKTMBHLIM MOAYNIEM «33UIMTA B PEKUME PEANLHOTO BPEMEHM Y.
aHTMBUPYCHOE CKaHMpoBaHWe Tpaduka no creayow npoTC

FTP, HTTP n HTTPs, a Tak e POP3 u POP3s Tpadmka
AHTHBMPYCHOR CKaHupoBaHWe Hyper-V Ha Hanudue BUPYCOB Ha
6esarenTHol ocHoBe




33LMTA OT eUe HEWIBECTHBIX BPEA0HOCHBIX MPOTrPaMM Ha OCHoBe
IBPUCTUYECKOTD aHaNM3a;

COABPIKATL HACTPAMBAEMYIO CUCTEMY NPEAOTBPALLEHNA BTOPMEHNH
Host Intrusion Prevention System (HIPS) gna npegoTepaweHus
NONbITOK BHELWHEro BO3AEHCTBMA, MIMEHEHWA, @ TAK e ANA
MOHMTOPUHIa NPOUECcos, Gailnos 1 Ka4Yel peectpa;

BOIMOMHOCTE paboTel HIPS no pagy 3apaHee noAroToBAEHHbIX
pemumos GunbTpaumm

BO3MOMHOCTE A063BNATE B MCKNKOMEHWA TONLKO ONPeaeneHHbIe
Yrpo3bl, B HEIABMCMMOCTH OT MX MECTOHAXOMAEHUA Ha MK:
BO3IMOMHOCTE MCKAKOYMTE ONPEAeNeHHbIE NPOLECCHI NPUAOHEHWNA, X3LW
CYMMbI M3 CKAHMPOBAHMA HA3 HAaNIMYME BMPYCOB;

ofHapymenue pyTRUTOB (CKPLITLIX GaHN0B/CHCTEMHBIX aHOMaNNK);
AHTMBMPYCHAA NPOBEPKA M NeYeHue GailNos, yNakoBaHHLIX
nporpammamu Tuna PKLITE, LZEXE, DIET, EXEPACK w np.;
AHTUBMPYCHAA NPOBEPKA M NeyeHune (ainos B apxmueax popmaTtos ARJ,
BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME, NSIS, RAR, 515,
TAR, TNEF, UUE, WISE, ZIP, ACE;

33NYCK 3334 NO PACNMCAHMIO MWK CPa3y NOCNe 3arpy3ku
ONepauMoHHOR CHCTEMBI;

BOIMOMHOCTE CO3/3HMA 33A34M 3aNYCKA NPHADKEHMA CTOPOHHErD
NPOM3BOAMTENA B NNGHUPOBLLMKE aHTHBUPYCE;

3aWMTa Ha NeTy OT BPeJOHOCHBIX CLEEHaPUEeB, 3arpymaemsix ¢ Web-

cTpanmL;
BO3MOMHOCTb HACTPOHKW NaPaMeTPOB AHTMBMPYCHOTO NaKeTa u3
wHTEphEeRCa KOMaHOHOW CTPOKM

dyHKUMA asTOMaTHYECKOTO DBHapy W UCKAK haiinos Ha

cepsepe, MMEeIoWMX KPUTHYECKOe 3HayeHue ana GecnepeboiHoin
paGortbi;

BO3MOMHOCTL 331aTh KONMYECTBO MOAYNEH CHIHMPOBAHKMA ANR
YBENUYEHHA CKOPOCTU CHAHUPOBAHURA;

BOIMOMHOCTb YNPARICHHA NOCTYNOM K BeG-pecypeaM, MyTeM CO3aHHR
cnucka 3abnokHpoBaHHBIX TG0 paspeinennbix Bel-caiiTos, a Takke
nmyTeM 3anpera seex pef-caifTos, Kpome TeX, KOTOphIE BHECEHEI B
CITHCOK PaspelleHHBIX,

aKTHBHBI peskuM QUALTPaLIK LIS NPLIOKEHHT, 2 TaK Kxe
BOIMOAHOCTH OTKIFOYCHHA (HIBTPALIMKE HIH NEPEBO B NACCHBHb
PEKHM JUIH HCKNIOUEHHBIX NPHAOKEHHH,

CKAHHPOBAHHE H3 KOHTEKCTHOTO MEHH,

OTKA0YeHHe PHUIBTPALMK JUIR IOBEPEHHBIX Bef-anpecos;
MHOTONOTOYHOE CKAHHPOBAHKE;

HACTpOiiKa Heckonbkux npodmneii obHorneHNil (Hanpumep s
MOOHABHBIX NOB30BaTENeH) ¢ BO3MOKHOCTHIO 00HORICHHS H3
HHTEpHETA.

HATHYHE IAHKPOBIUIHKA B AHTHBHPYCHOM MAKeTe .

HATHYHE AreHTa AIMHHHCTPHPOBAHHA AHTHBHPYCHOTO NMPOrPaMMHOTO
obecneuenns (AITO) ana daiinossix cepsepos

BOIMOMCHOCTS LEHTPANHIOBAHHO NOCMOTPETE 00110 HHPOPMALHIO O
coctosnny 1K, o6 ycTaHORTEHHBIX NMPHIOKEHAAX, CTyk0ax, ceTesbix
MOAKIIOYEHHAX H T C BOIMOMNHOCTBIO OTCACKHBAHUA HIMEHEHMI M HX
ABTOMATHYECKOrD CPABHEHHA ¢ NOMOLLBIO CHUMKOB 110 BPEMEHHOMY
HHTEpPBAJY, @ TAK Ke BO3MOKHOCTH BHECEHHA HIMEHEHHN (OCTAHOBKA
TIPOLECCOB W ApaiiBepos, YAANEHHE U BOCCTAHORNEHHE 3anHceil peecTpa
H CHCTEMHBIX (aiinos) BOCCTAHARTHBAIOMIMX KOPPEKTHYIO paboty
CHCTEMBL,

AIPO W BCE OCHOBHBIE MOJIY/IH NPOAYKTA He TpeOyIoT nepesarpyku n
AKTHBHBI CPa3y MoCie YCTAHOBKH,

BOZMOMKHOCTE NOMKTIOUEHHS YIKE YCTAHOBNCHHBIX IHLEH3HIT
AHTHBHPYCHOH 3a1iHTH pabouuX CTAHUMI K cepBepy
UEHTPATHIOBAHHOTO YNparieHus 6e3 HeoGXonHMOCTH Yaane Hls
CYILIECTBY KLIEND NAKETA AHTHBHPYCHOI 3ANINTEI, MyTEM YCTAHOBKH
areHTa AAIMHHUCTPHPOBAHUA |

HanH4He 061a4Holl TEXHONOMMK AETEKTHPOBAHUA HEH3IBECTHBIX YTPO3,
KOHTPOJIb NPIUIOKEHHIT HA OCHOBE PENYTAIHOHHOTO CepBHCa;

3anyck obHoBNEHWA aHTHBMPYCHBIX 633 NOCNE YCTAaHOBKM MOAEMHOro
coeanHenus unu VPN;

YCKOPEHKE NPOLECCa CHAHMPOBAHKUA 33 C4eT Nponycka ofbexTos,
COCTOAHME HOTOPLIX CO BPEMEHW MPOLWNOH NPOBEPHM HE HIMEHMNOCH;
HANMYME CNELMANK3MPOBAHHOK YTUAKTEI AnA cBopa daiinos mypHanos
0 KOHUIYPaLMK CHCTEMBI, YCTAHOBKE M QYHKUMOHMPOBaHWK
2HTMBMPYCHOTD NAKeTa 417 YCKOPEHUA pelieHua npofinem npu
BO3IMOMHBIX NPOGAEMAaX C AHTUBMPYCHLIM NAKETOM

Hannumue GYHKLMOHANBHOCTH MCNONL30BaHKA 0BLLETD NIOKANBHOTO
K313 ANA NOBLILEHWUA CKOPOCTH CKAHWUPOBAHWA B
BUPTYaNHINPOBAHHLIX Cpegax;

33UMTA OT DUIIMHIA: 3ALUMWAET OT NOMLITOK NOAYYUTL NAPOAK WU
APYTYI0 KOHGUABHUWENBHYIO MHDOPMaLMIO, 3aNPeLlan AOCTYN K
BpefoHOCHbIM Beb-caiTam, HOTOPbIE NPHHUMAIOT BUE HOPMANbHBIX
seb-caiiTos;

3aWmMTa OT IKCNAOHTOB: BAOKMPOBILMK IKCNIOHTOB KOHTPONMPYET
NOBEAEHHE NPOLIECCOB M BLIABNAET NOAOIPHTENLHYIO AKTUBHOCTS,
HOTOPaA ABNACTCA TUNMMHON ANA LIENEBLIX ATAK U DAHEE HEMIBECTHBIX
IKCNNOWHTOR — YrPO3 HYNEBOrD AHA

NOAAEPHAKA BCTPOSHHOMN NECOMHNLIB! [UIA 3aIHTHI OT YTPO3 HYIEBOr0
JHA,

momynsb ckanuposanmns UEFT,

BBUIENEHHBI MOZLY.Ib 32LMTHI OT BHPYCOB WHPATOPOR;

MO[IY/Ib 3AUHTEI OT CETEBBIX ATAK;

MOy b 33UIHTHI 0T GOTHETOR;

HANM4YUEe MOAYNA CHAHMPOBAHWA NAMATH, KOTOPLIA OTCAEMMBaET
NOBEAEHUE NPOLECCOS W CKAHMPYET 3N0BPeaHbIe NPOLUECCHl, KOraa OHW
CHUMEIOT MACKUPOBKY B NAMATH;

PerynnMpoBKa pacnpeeneHun pecypros CEpBepa MEmay aHTUBHUPYCOM
M APYTUMM NPUAOHEHWUAMM B 33BMCHMMOCTH OT NPUOPHUTETHOCTI 3aau:




BO3MOKHOCTb MPOAO/IKATL 3HTWBUPYCHOR CKAHUPOBaHKE B GOHOBOM
pemume;

*  HaCTPOWKA NMMMUTOB CKAHWPOBAHKMA NO NapameTpam — rnyGuHa

BNOMEHHOCTH (apxuBoB), pasmMepa o6bekTa u BpemMeHM CHaHMPOBaHUA
obbexra;

*  GNOKMPOBKA CMEHHbIX HOCUTENEH MHbOPMaumK u ycTpoiicTs (USB);

HATHYHE MOIYAIA, NO3BOMAIOILErO HACTPOHTH OTPAHMYEHHA IOCTYTIA
(HET AOCTYNA/TONIBKO YTeHHE/ OMHBII JOCTYIVIPEay NpekIeHHe) Ans
KaKJ0TO NOL30BATENA HITH JUIA FPYNNGI NONb30BaTeNeH Kak no THmy
yerpoiictea ( CD/DVD/Blu-Ray, USB xpanunnma nanueix, USB
npuHTepsl, yerpoiictea obpaborku uiobpaxenuii, Yerpoiicrea
FireWire, kapn punepos, monemos, LPT\COM noprsi, Bluetooth
YCTpOiiCTBa) TaK W MO 3aaHHbIM aTpubyTaM
(nponssoauTens/MoNENs/cepHiiHbIT HOMEp) 3a1aBaTh OHO NPABKI0 HA
HECKONIBKO YCTPOICTB |

*  uHTerpaumA ¢ ueHTpom GesonacHocT Windows;
*  WHTerpauma c ueHTpom obHosneHua Windows, Ans YCTaHOBKM natyeit

3aKpPbIBaIOWMX OGHapYMEHHbIe YA3BMMOCTH, C BoiBopom HeoBXxoaumbIx
ofHoBNeHMid OT «HeoBA3aTeNbHbIX® OBHOBNEHMIA A0 «KPUTHUECKWUXY;

* nogaepwka Windows Management Instrumentation
*  HacTpoiKa NpoBepKM MCNONHABMBIX Gaitnos u 3arpy3ouHbix obnacrei

KOMNBIOTEPa B KAYECTBE OTAENLHOM 3a8aum;

*  MNOAOEPHKE KNACTEPHbLIX CHCTEM C BOIMOMHOCTBIO aBTOMaTHYECKOTO

obveauHeHua aHTMBMpPyCHOTO MO (aBTOMaTHHECKAR CHHXPOHM3ALMA
KoHpurypaumm MO Ha knacTepax)

*  TEXHONOTHMH CAMO3ALWMTHI NPUACHKHEHHA, 33LUUTHI OT YA3aNEeHHOMD

HECZHKLMOHMPOBAHHOTO YNPABNEHWA CEPBUCOM NPUACHEHMA, 3 TAKKE
33WMTHI AOCTYNA K NapameTpam NPUAOKEHUA C NOMOLWLKD NAPONA,
NO3BONAKOWMY MIBEMATE OTRAKOYEHMA 33LMTH CO CTOPOHL
BPEAOHOCHLIX MPOrPaMM, 3N0YMbILLAEHHUKOB UK
HEKBANMPUUMPOBAHHLIX NONbL30BaTENEH;

®  NpoBEpPKa HANWYMA aKTYaNbHLIX 0GHOBAEHMIA ONepaUMOHHON CHCTEMBI;
* nonHouexwan paborta Gea rpadmueckoro uutepdeiica,

AAMWHMCTPMPOBAHWE W KOHGUIYPUpPOBaHKe AMO Yepes KoMaHAHYIo
CTPOKY;

*  BO3MOMHOCTL 3BTOMaTHM3aLMK paboTel 33 CYET BLINONHEHWA

CUEHAPWes, NO3BONAIOLMX KOHPUIYPUPOBaTL ATNO M BBINOAHATE
Kakue-nubo geicreus;

*  3BTOMATHYECKOE CKPbITHE YBEAOMNEHUI NPk paboTe aHTMBMPYCa B

NONHOIKPAHHOM pPEMUME;

*  HanWume Imﬁ_ﬁbsgm;ﬁm hYHKUMM 3BTOMATHYECKOTO CKPbITHA

yBegomMneHuii npu paboTe aHTHBHUPYCa ANA NPUNOMEHUH, paBoTaloLMX
B NONHOIKPAHHOM PEXMUME;

*  HanNMMMe MHOMECTBA MyTel YyBEAOMNEHHA aAMHHUCTPATOPOB O BaXKHBIX

CoBLITHAX, NPOMCXOAALLMX Ha CepBepax (noyTosoe coobieHue,
BCNANbLIBAIOILEE OKHO, 33NKCh B WypHan cobuiTrit);

*  OGHORIEHHE NPOTPAMMHBIX CPE/ICTE M AHTHBHPYCHBIX 533 M3 PaIHBIX

HCTOMHHKOB, KAK 110 KAHAIAM CBA3H, TAK H HA OTHYXKIEMBIX HOCHTENNX
HHBOpMaLH,

®  HAIM4ME CHCTEMBI Nepe/iati 06PasIon BPEIOHOCHOTO KOIA BHPYCHBIM

IKCMEPTaM ABTOMAETHYECKH HIIH BPYHHYIO,
BO3MOMKHOCTB CO3NAHHA IHCKOB aBAPHITHOTO BOCCTAHORNEHHS,

pasmep AuCTpUbYTHBa AaHTHBHPYCHOTO NAKETA He I0KEH NPEBLILATE —
127 M6.

TpeboBanus K CpeACTBAM AHTHBHPYCHOMH 3AMMUTE MOGHIBHEIX

yeTpoiiers

IporpamMmHsie CpeaCcTBa U1 AHTHBHPYCHOIT 3AIUTE! CMAPT(OHOB H

TIAHIIETOB JOMAKHE! av.zgoxx.ﬂog noa YnpasieHHEM MODHIBHBIX

ocC:

Android 5 (Lollipop) u Bbime

MporpamMmHble CPeACTsa aHTUBUPYCHOM 33LUMTEI CMAPTGHOHOB AONMHbI

obecneynsaTs CAEAYIOWYIO GYHKUMOHANBHOCTL:

BO3IMOKHOCTS NpoBeieHKs ayaura GejonacHocTn yerpolictsa ¢
rexepausei oTyera,

*  mocTosHHan saumTy (Bainosoil cHCTEMBI cMapT(OHA, IIaHIIeTA,
*  npoBepka BeeX NpHoKeHHiL, (ailIos, NANOK M KAPTH NAMATH B PEKHME

PealbHOTO BpeMeHH,
nposepka 00bexToB (haiknosoii cHCTEMBI, HAXOAMXNCA HA cMapThone
HIH Ha NOJKTIOHEHHBIX KAPTAX PaCIMPEHHA NAMATH, N0 TpeGOBAHHIO

NOB30BATENA M M0 PACTHCAHHIO,

*  HAAEKHOE HIONHPOBAHHE 3APAKEHHBIX OGBEKTOB B KAPAHTHHHOM

XPaHHIHILE,
OOHORNEHHE AHTHBHPYCHBIX a3, HCMONB3YeMbIX MPH NOHCKE
BPEAOHOCHBIX MPOrPaMM M Y 1aneHHH ONAcHbIX 00bEKTOB;
Onoknposanie HexenatenbHsix SMS u MMS coobuernii;

KOHTPO/b NPHI0KEHHH 1A OTCNERKHBAHNA YCTAHORNEHHBIX
npuAoKeHui, G10KHPOBATS OCTYN K ONPeeNeHHBIM NPHIOKEHHAM
CHHXATH CTENEHB PHCKA, NPEUIAras NONb30BATENAM YIANATE
HEKOTOPbIE NPOrpaMMil

3AAHHE MHHHMAJIBHBIX YPOBHEH 0e30NacHOCTH H CI0KHOCTE KOJI0B
pasinoKHPOBKH IKpaHa;

*  VEKasaHHe MAKCHMATBHOMO KOMHYECTRA HeYIAYHLIX NONBITOK

pasGroKHpOBKH;

YKa3aHHE MAKCHMANBHOTO CPOKA NEHCTBHA JUIA KOAa pasbnokuponku
JKpaHa;

*  pacTpoiixa TaiiMepa GNOKHPOBKH 3Kkpana;
®  OrPaHHYHTE HCTIONE30BAHHE KAMEPLL.
¢ 3QUIATA OT (PHIUNKIA: 3ALIMTA NONBIOBATENEH OT NONBITOK NOAYYHTE

NaposH, DAHKOBCKHE NAHHBIE H MPOUYH KOH(HICHIHATLHYIO
HHBOPMALIMIO He3aKOHHBIMY Beb-calitamu, BoitaroLmMMK cebn 3a
3AKOHHbIE

®  LEHTP YBEIOMACHHI: NPENOCTARNAET CBENCHHA O PasHBIX COBBITHAX, O

NPHYHHAX HX HECOOTBETCTBHA KOPNOPATHBHBIM MONHTHKAM H O TOM Kak
ITY HECOBMECTHMOCTE YCTPAHHTE




®  3AUIMTA OT KpakH M yTepu cMaptThona OBEcneuTs BOIMONHOCTE

ynanenHoii 610KHpoBKH MOGHALHOTO YCTpOiCTEE;

*  BOIMOWHOCTE JMCTAHLMOHHO YAANHTE HHPOPMAIWIO co cMapThona;
®  BOIMOMCHOCTH ONpenenuTs aosepennyio SIM-kapry,
*  ABTOMATHHYECKAR CKPHITAN OTNPABKA YBENOMIEHHS nocpencrsom SMS-

coofimenns, ¢ npeaynpeskaennes 06 HCMOALIOBAHHK He JOBEPEHHOI
SIM-kapre. Taxk e coo0lueHHe NOMKHO BKIIOYATH HHOOPMALHIO,
HEOOXOAUMYIO 1A HASHTHHUKALMA VIOYMBILLICHHHKA: Teledoutbiii
HOMED TeRyien SIM-kapis, nomep IMSI u nomep IMEI renedona.

*  pacmmpenHsii cOpOC 10 3ABOACKHX YCTAHOBOK: BCE IOCTYMHBIE Ha

yetpoiicTee nanHble OyayT yaanes! (3aronoskn daiinos Gyayt
yHuyToReHsr). Kpome Toro, Ha tenedone 6yayT BoccTaHORNEHE!
3ABOJICKHE HACTPOHKH MO YMOMYAHHIO

*  BOSMOKHOCTb BKIIOUHTH cHpeny:[Torepannoe ycrpoiicteo Gaokupyerca

H HAYMHAET H3IABATH OYEHb IPOMKHIA 3BYK, 23K ECIIH IBYK HA
ycTpoiicTse oTKIIO4EH

* HanWyne BCTPOEHHOIO areHTa aIMHHHCTPHPOBAHHS AHTHBHPY CHOMO

nporpaMmHoro obecneuenns (AIT0)

¢ Cucremunie TpeGopanna: Onepaunonnas cucrema: Android 5

(Lollipop) u 6onee nozanue sepcun. Paspemenne ceHCOPHOTO
sxpana: 480 x 800 nxc. [Npoueccop: ARM c HaGopom
uHeTpykunit ARMv7 win x86 Intel Atom. CeoBoasoe mecto ans
Xpauneuns nanubix:20MB.

Tpebosanus k cHCTeMe yNpaBieHH ANTHBHPYCHOI 3aMTOl

Tporpammusie CpeacTBa YIPABASHNA JUIA BCEX JAUMINAEMBIX PECYpPCoB

AOmKHbl 0becneunBaTh peANH3ALNIO CAenyIoNX dyHKIHOBATBHEIX
BOIMOMKHOCTEIE:

*  MacwTabupyemoe peleHne: MaciTabHpoBaHHe NPOM3BOIMTCA 38 CHET

HCTIONB3IOBAHHA POKCH CEPBEPOB

*  uHTEpdEiC BHTMBMPYCHOTD NPorpaMmHoro obecnedyeHna gomuen

obecneumBars NOAAEPHKY CEHCOPHBIX 3KPAHOB M 3KPAHOB C BLICOKMM
paspelueHnem;

e [Ipokcu- cepeep - KOMIOHEHT 1A  obecrneueHHAa BBICOKOH

MacurraGHpyeMoCTH pellieHHA H YMeHbILICHHS HArPY3KH HA LeHTPATbHEL
CEPBEP ANMHHHCTPHPOBAHHS

®  HAIHYHE MHCTPYMEHTA A OOGHAPYXeHHA HEH3BECTHBIX KOMIIBIOTEPOB,

ocyluecTRmommil apromariueckuii nouck MK s noxansnodt cetn, 6e3
HEeOBXOMHMOCTH OCYLIECTRINTE HX PY4HOH nouck K nobasnenue;

*  LEHTPATHIOBAHHAR YCTAHOBKA/OGHOBNCHHE/Y JaleHHe NPOTPAMMHBIX

CPEACTB AHTHBHPYCHOI 3ALIMTHI, HACTPORKH, AIMHHHCTPHPOBAHMA,

®  UeHTpanH3OBaHHLIH cOOp MHGOPMALIMK M COITAHNE OTYETOR O

COCTOSHHH AHTHBHPYCHO# 3aILNTHI,

*  JALIHLIGHHOE COSAHHEHHE MEKITY CEPBEPOM H KIHEHTOM,
®  NpPOrpAMMHLIE CPENCTBA UEHTPATHIOBAHHOIO YNPABICHHA AOMKHBI

umers WEB koncons ana ynpasnenus u (JOpMHPOBAHNA OTYETOB,

®  UCHTPAIH3OBAHHOC YNPARICHHE MOMET OCYINECTRIATECA ¢ Joboro

ycrpolicraa uepes Web - Gpaysep;

*  CO3JaHME OTYETOB B HArJIAAHOM rpadiMuecKoOM BHIE,
*  3KCNOpT JN0ros M otyetoB B popmaret HTML, TXT, CSV, PDF;
*  HanuyHe MoaynA nojiepxkkn SIEM;

*  OpeABAPHMTENLHAN HACTPOIHKA NONHTHK JUIA TPYNN WM KIHEHTOB

(npodmnm obHORNEHH, 3anpelleH EbIe CAifTHI, pacnHcaHie
IIAHHPOBLIHKA W T.1L);

*  BOIMOMHOCTE OTNIPABKH coobwienni, Kak Ha MOGHABHEIE yCTpoficTBa,

TaK H HA NEPCOHANBHBIE KOMNBIOTEPSI,

*  BOIMOKHOCTS YAAIEHHOTO CO3MAHHA XKy pPHANA ayIHTa Oe30MacHOCTH ¢

MobHIBHOTO yeTpolicTea

®  BOIMOXHOCTH YCTAHOBKH MOJIb30BATENBCKHX _._“_u:hD*n:sﬂh
* HanH4YHe PAITHYHBIX BAPHAHTOB YCTaHOBEH AreHToB

AIMHHHCTPHPOBAHHA KAHEHTCKOH MACTH AHTHBHPYCHOTO MPOTrPAMMHOIO
obecreyeHns TakHe KaK:

YAANEHHO HIH JIOKATBHO :

- Push ycranoska,

- Yeranoska gepes e-mail,

- YeraHoBka C NPUMEHEHHEM CBEMHOIO HOCHTENS , HANpHMeEp
USB,

- JlokaneHas ycraHoBKa;

*  HANHYHE BOIMOMHOCTH ABTOMATHYECKH gxﬂﬂd« 000.—.8.—63—0_._._.—.—#

YCTAHOBOYHBIH NAKET areHTa JUIA ONEePaliHOHHBIX CHCTEM HIIH B PY4YHOM
pexnMe.

*  HACTPOiika NoNHTHK Ge30MacHOCTH [UIA KIHEHTOB,
*  BO3MONKHOCT USHTPATHIOBAHHO MOCMOTPETS ofuyio HHDOpMaLHIO O

cocroanun [1K, 06 ycranoRneHHBIX NpuiowkeHuax, cayxbax, ceresbix
MOAKIIOYEHHAX H T.1. C BOIMOKHOCTBIO OTC/ICKHBAHHA HIMEHEHHIH M MX
ABTOMATHYECKOIO CPABHEHHA € TOMOLLLIO CHHMKOB 110 BPEMEHHOMY
MHTEPBANY, 8 TAK K€ BOZMOMHOCTH BHECEHHA M3MEHEHMI (0cTaHoBKa
NpoLeccos i ApafiBepos, yAANEHHE H BOCCTAHORIEHHE 3anuceii peecTpa
H CHCTEMHBIX (aiinon) BOCCTAHABIHBAIOWIMX KOPPEKTHYO paGoty
CHCTEMB,

®  BOIMOMKHOCTE YAAICHHOTO 3aMyCKa ONpeacneHHoro CUeHapHa Ha

KOHEUHBIX KIHENTAX, NPEAHAIHAYSHHOTO NS Y IRTEHHA/ HIMCHCHHUA
KPHTHYECKHX O0BEKTOB CHCTEMEL

* oTcyTcTBHe HeobxoaumocTH nepesarpysku [TK nocne yeranosku

CHCTEMBI YTPARICHHA AHTHBHPYCHOI JAIINTHI,

*  ABTOMATH3HPOBAHHOE OGHORNEHHE NPOTPAMMHBIX CPEACTB

AHTHBHPYCHOIl 3AUIHTE! H AHTHBHPYCHBIX Ga3;

*  BOIMOMHOCTE NPOH3BECTH OLICTPLIH OTKAT OGHORNEHHIH CHIHATY PHBIX

6a3 1ns OTAEABHBIX KOMIBIOTEPOB HITH FPYIIN;

* jocraska ofHOBRNEHMH Ha paboune MecTa monb3osaTened cpasy nocie

HX MONYHEHHS;

®  LEHTPAIHIOBAHHBIH KAPAHTHH,
*  BO3MOMKHOCTH CO3JIAHHA IPYMN YIIPARIAEMBIX KOMIBIOTEPOR KAk

BDYUHYIO, TAK # ABTOMATHYECKH HA OCHOBE CTPYKTYPBI Active
Directory;

*  BOGMOMHOCTE CHHXPOHH3ALIHH C Active ggs K&K [0 pacnHcaHHio,

TAK M BPYYHYHO,

*  ABTOMATHHECKHH NOHCK HE3AWMILEHHBIX pabounx cTaHiuii ¢ yueTom

TONOAOIHH CETH;

*  AYIWT H3IMeHEHHH B HACTPOHKAX CEPBEPA MO YYETHLIM 3AMHCHM;
*  MOCTPOEHHE MHOTOYPOBHEBOM CHCTEMBI YIIPABRIEHHA C BOIMOKHOCTBIO

HAcTpoikK ponel AIMHHHCTPATOPOB H ONEPATOPOB, @ TaKke (hopm
NPENOCTARNREMON OTHETHOCTH HA KaXJIOM YPOBHE,




*  OOHOBIEHHE NPOrPAMMHLIX CPE/ICTB M AHTHBHPYCHBIX §a3 H3 pasHbix

HCTOYHHKOB, K3K M0 KAHANAM CBA3H, TAK H HA HOCHTENAX ::gﬂéip

*  MEXAHH3IM ONOBEIIEHHS O COOBITHAX B paboTe YCTAHORICHHBIX

NPHIOKEHHH AHTHBHPY CHOM 3ALHTEI H BO3MOXKHOCTH HACTPOIiKH
PacChUIKH MOYTOBLIX YBEAOMICHHI O HUX;

®  HAIHYHE CHCTEMBI MepeaayH &EFOD BPEIOHOCHOTO KO/IA BHPYCHBIM

IKCMEPTaM ABTOMATHYECKH HIlH BPYUHYIO;

¢ BO3MOKHOCTD COIAAHHA JNHHAMMYECKHX rpynn, B KOTOphie

JHHAMHYECKH OYIVT BRIIOUYATHCH KNTHEHTCKHE CTARIME npu
COOTBETCTBHH YCIOBHAM JAHHBIX Py,
paboTa co CTATHYCCKMMH H THHAMHYECKHMH TPYIITaMH

*  PRITHYHbIC BAPHAHTA YBEAOMICHNH aIMHHKCTpaTopa ceTH ( no e-

mail,ucnons3osanne SNMP-nosyuikn);

*  BO3MOKHOCTE COINAHMA PEIEPBHLIX KOTIHIT CONEPHUMOro Gassl NaHHbIX

H HACTpOeK cepeepa,

BOIMOMHOCTE NOAKTHOUEHHA K KOHCOMH CEpBEpa YAATEHHOTO
AIMHHHCTPHPOBAHHA C HCTIONBIOBAHHEM JIOMEHHBIX HMEHH
MOMLIOBATENA H NAPONA,

*  aIMHHHCTPHpOBaHHe cepsepoB u pabounx cranumii Windows,

Linux\BSD, a Tax #e pewenuii 18 3a1ntsl mobusrbix OC (Android);

*  Hanuawe QyHKIMH npobymaenns no okansHoil cetn Wake on LAN
*  BO3MOKHOCTH ABTOMATHHECKOTO ONPENENEHHA «KIOHHPOBAHHBIX

MAUIHH C MOMOILBIO CIOKHOH TOrHKH ODHAPYKEHHA OTMIEYATKOR
obopynosanms.

®  HATHYHE NPOTOKONA [UIA PEIUIHKALMH, ¢ Henonb3osanuem «PNS» (Push

Notification Service) u noaep#xoii MHOrOAPECHBIX BLI3OBOB 1N
WOL.
(yHKIMOHAT 1S HHBEHTAPH3AIIK 06Oy I0BAHNA.

¢ Hannane GyHkiEK GRICTPOTO OTKIIOYEHNS WIH BKIIOUEHHA

YBeOMIEHHIT Ha BHIOPAHHBIX KOMIBIOTEPAX /UTA NPEPEIBAHMA WITH
BO300HORTEHHA 0OMEHA NAHHBIMK C CEPBEPOM AIMHHHCTPHPOBAHHA
noanepxka 6as nannsix MS SQL, MySQL;

® [pOTPAMMHBIE CPEACTBA UCHTPANH3OBAHHOTO YNPAREHHA MOTYT

yeranarmusareca Ha Windows u Linux mnardopmsi
NPOrpaMMHBIE CPEICTBA JOMKHEL MNOAACPAKMBATE  YCTAHOBKY Ha
oTkasoycroivuebie knactepsl Windows u Linux nnardopm

®  CepBep yAANCHHOTO AJIMHHHCTPHPOBAHHA MOXKET ObITh YCTaHORIEH H

JQIKEH NOANEPIKHBATE ONEPALIHOHHBIE CHCTEMBL
Windows Server:

Windows Server 2003 x86 SP2 /x64 SP2

Windows Server 2003 x86 R2 SP2 /x64 R2 SP2
Windows Server 2008 x64 R2 SP1 / x64 R2 CORE
Windows Server 2008 x86 SP2 / x64 SP2
Windows Server 2012 x64 / x64 CORE

Windows Server 2012 x64 R2 / x64 R2 CORE
Windows Server 2016 x64

Windows Server 2019 x64

Microsoft SBS 2003 x86 SP2 / x86 R2

Microsoft SBS 2008 x64 SP2

Microsoft SBS 2011 x64 Standard / x64 Essential
Lin
Ubuntu 12.04 LTS x86 Desktop / Server
Ubuntu 12.04 LTS x64 Desktop / Server
Ubuntul4.04. LTS x86 Desktop / Server
Ubuntu 14.04 LTS x64 Desktop / Server
RHEL Server 6 x86 / x64

coooofooooooooooo

RHEL Server 7 x86 / x64

CentOS 6 x86 / x64

CentOS 7 x86 / x64

SLED 11 x86 / x64

SLES 11 x86 /x64

OpenSUSE 13 x86 / x64

Debian 7 x86 / x64

Fedora 19 x86 / x64

TIporpammuie CPEACTES UEHTPARKIOBARHOND YIPABICHHAA,
MOHHTOPHHIA H OOHOBNEHHSA NOMKHBL (HYHKIHOHHPOBATS HA
BHPTYATBEHBIX MIAaT(OPMaXx ceayouMX BepeHii:

VMware vSphere/ESXi (mepcuu 5.0 u nosee)

CO000OO0CODO0OO

()
o VMware Workstation (sepcun 9 i Hobee)

o VMware Player (Bepcun 7 u HoBee)

o Microsoft Hyper-V (Server 2012 n 2012 R2)
o Oracle VirtualBox (sepciu 4.3.24 u nosee)

Hanuaue BIIEICHHOTO NPOPAMMHOTO HHCTPYMEHTA /UIA YIPaBICHHS
JnteH3uamME. C ero noMomsio MOKHO OTCEKHBATH JHICH3HH,
AKTHBHPOBAHHbIE MOJIYJIH H CBA3BAHHBIE C THUEH3HAMH COOLITHA, TAKHE
KaK OKOH4aHHE CPOKa ACHCTBHA, HCTIONB30BaHHE M aBTopu3aima. Pabora
C MHCTPYMEHTOM NOJI PA3HEIMA POJIAMH KAK Biafenel] THUCH3UH HIH KaK
AIMHHHCTpaTOp Ge30NacHOCTH.

BO3MOKHOCTS BBINOTHATS ClleayiowWMe neicTaus:

MPOCMATPHBATE COCTOSHHE JTHLIEH3HIE B PEANbHOM BPEMEHH;
OTC/EKHBATE OTACNBHEIC YCTPOMCTBA (M IPH ITOM HX
OTKJTHYATE);

HACTPAHBATEL YBCAOMIICHHA, CBA3SAHHBIC C COOBITHAMH JIHLICH3HN,
XPaHHTb JIMUCH3HH OHOBPEMEHHO B CTApoi M HOBOIH thopmax »
CMEIIAHHBIX Cpefax;

OOMEHHBATE KIIOYH JHUEH3HH HA COOBMIEHHS MEKTPOHHOIH
MIOYTH H NMAPOJIH, C MOMOLIBIO KOTOPhIX TAKKE MOMKHO
AKTHBHPOBATH MPOrPAMMABI;

HA3HAYATh HECKOIBKO THUCH3HI HA OJIHY YHETHYH) 3a1HCh;
Paspeiuars APyrHM JIHLAM HCNOAB30BATE THLEHIHH
(AaKTHBHPOBATE HX);

HACTPAHBATH YBEROMIEHHS JUIA Gonee ynoGHOro OTCIeHEaHNS
COCTOAHHA JIHLECH3HH;

Hanu4He QYHKUHH CHHXPOHH3ALIHH C CCPBEPOM
UEHTPAIH30BAHHOTO YTIPABIEHH.

HATHYHE BBLICNCHHON YTHIMTEI UIA MHIPHpPOBaHHA ¢ Gonee
PAHHHX BEPCHil AHTHBHPYCHOTO NPOrpaMMHOTo obecneyeHHs ¢
COXPAHEHHEM HACTPOCK NONHTHK W HHpOPMaLHOHHOl Gasw
AYPHANOB COOBITHIA.




¢ HATHYHE BBUICNCHHOA YTHAMTHL IS CO3MAHHA JOKATLHOTO
XPaHWIHIIA BHPYCHBIX CHrHaTyp, Ge3 MCTons30BaHus ceppepa
UEHTPATH30BAHHOIO YIIPABICHHA,

¢ HAMHYHE BOIMOKHOCTH OpraHu3auy apyxdaxropHoii
AyTeHTH(HKALMH NONL3OBATENEH KOHCONH Cepaepa
UEHTPATH30BAHHOTO ynpasienua. [omepsika asyxpaxropHoii
ayteHtudukaiuu s 10 nomsaoparenelt xoucon cepeepa
UEHTPATH3IOBAHHOTO ynipasicHua. ITpu wenonssosanun naHHol
(pyHKIHOHATEHOCTH 10/DKHO GhITH HCTIONB30BAHO PelCHHE
ABYX(AKTOpHO#H ay TeHTH(HKALMH TOrO 3Ke NPOH3BOLHTENS, 4TO H
CaM MAkeT aHTHBHPYCHOTO NPOrpaMMHOTo obecnedeHus,

*  HAIHYHE BOIMOKHOCTH ICAKTHBALIMH JHUCH3HI Ha y3nax yepe3
CO3/1aHHE 3a1aHNIT HA CEPBEpPE YNPaBIeHH.,

Cepsuc ponosunreasnoro yposns Gezonacuocrn NPOAYKTOB JUIA 3alHTHI
pabounx craumi, GaiiloBBIX H MOYTOBBIX CEPBEPOB C MOMOLIBIO BCTPOEHHOH
MECOUHHLL HA OCHOBE TEXHONOTHil MALIMHHOrO OByYeHMA 18 O6HApYKEHHS

HOBBIX, PAHEE HEH3BECTHEIX YIPO3.
B cepeuce nomkua GbiTs peann3osana ceayiomas Gy HKUHOHANBHOCTS:

¢ JleTeKTHPOBAHKE HA OCHOBE AHATH3A MOBEACHNAS
*  Mamnusoe ofyuenne

*  OBHapyxeHHe yrpo3 HyJEBOro AHA

* Berpoenuas necounnna

Cepaic Ha OCHOBE TEXHONOrHIT MAIMHHOTO 06y YeHHs 18 ofHapyskeHus
HOBBIX, paHee HEH3BECTHBIX YTPO3 MOCTARNACTCA B COCTABE PELIEHHA MO
AHTHBHPY CHOI 3aukTe pabounx cranumil, Gailiorsix ceprepos TokaTBHOM ceTi
JAKAITHKA.

e  Hanwune TIOLIEPIKKH AHTHBHPYCHBIMH POy KTaMH
AOTOMHHTENbHOH DYHKUMOHANLHOCTH, AKTHBHPYEMOH OTACTEHOH
nuuensuel. CepBHC npesHasHAYeH I8 MPOAYKTOBR TOrO kKe
MPOH3BOANTE/IA AHTHBHPYCHOTO obecneyeHns, YT0 M CaM CEpBHC.
CepeHc fO/mKeH AKTHBHPOBATECA M YNPABIATHCA M3 ueHTpa
obecneucHins 6e30MACHOCTH CHCTEMBL.

* Cepsuc jomkest noasepxupars palory ¢ AHTHBHPYCHBIMH
PEHICHHAMH 110 3amuTe pabouux cranumi, GailnoBsIX cepsepos n
TIOYTOBKIX CEPBEPOB.

¢ Jlaa paGortel ¢ cepBHCOM HEOGXOAMM TONBKO NOCTYN B CeTh
HHTCPHET, HHKAKHX AMNMapaTHeIX CPEJACTB B CETH 3aKa3uMka He
Tpebyerca.

Cepsuc nomien obecneunars:

* MHoroyposuesylo 3alMTY - MMETh HE MeHee 3 mogenei
MaHHHOro o0yyexus. Cuctema Brinoanser paGoty ¢ o6pasuamu
B BUPTY&IBLHOH cpesc wan B necounuue. Cuerema Monennpyer
NOBEACHHE  monb3oBaTeneil, 4roOet oOmanyTs  obpasus
BPEJOHOCHBIX MPOTPAMM H HCTIONBIYET MOJIENH HEHPOHHBIX CeTeil
Deep Leamning 1% cpaBHeHHs noBeaeHns 06pasIOB ¢ NOBEACHHEM
BCEX H3BECTHLIX 06Pa3LOB BPEAOHOCHEIX NPOrPaMM.

*  Heramsupiii 0630p - Kasasiit nsysaemerii oGpasen otobpanaercs s
KOHCOAM LeHTPA 0€30MacHOCTH, FAE HAMANHO W yao6HO
NPEACTABACHA ICTANbHAA HH(OPMALMA O €r0 XapPaKTEPHCTHKAX W
MPOHCXOAAEHIH.

* Boicokyl0 CcKOpOCT: amanM3a — NPENOCTABAATH anank3 90%
HEH3BECTHBIX 00PA3LOB B TEUCHHE 5 MHHYT

* MOoGHABHOCTS — HANHuME BOIMOKHOCTH aWanusa daiiiop BHe
3aBHCHMOCTH  OT  MECTOHAXOWEHWS  nonkiomarenefi s
KOPHOPaTHBHOMH CETH WIIH 32 €€ MpeJeIam .

* HamMuMe BOIMOKHOCTH OTTIPABKH  MOJIO3PHTENBHBIX taiinos
BPYUHYIO MM @BTOMATHYECKM Ha OCHOBE KOH(HIrypaimu
MOJHTHKH.

e BosmosHocTh oTnpaBki  (aiiNioB BpPYuHYIO M3 BeG-KOHCONH
Lentpa oGecmeuerns Ge30MACHOCTH WAH € KIMEHTCKHX
KOMTILIOTEPOB ¢ aKTHBHPOBAHHBIM CEPBHCOM.

* B03MOXKHOCTE ynpaenaTs AeficTBHAMH cepBuca yepes AP| Hentpa
obecnedenns Ge3onacHocTH

¢ Hamnume osmoxHocTH OTnipasku Gonbmmx daiiios o6bemom 110
64 M6

e Topnepkusacmbie THNB! (aliloB LIS OTIIPABKH Ha NpoBepKy:

Hoxymentsi (.docx, xslx, .rtf u ap.)

Hcenonnsemuie daitnst ((aitnm .exe, .dll, .SYS H Ap.)

JAR, LNK, REG, MSI, SWF u ap

Cuenapuu (.bat, .cmd, js, .vbs, .ps u ap.)

Ole2 - npu HCNONB30BAHKHA € MPOJYKTAMH 110 JAIIHTE NOYTOBLIX

cepBepos

_hta

e Hanmue QyHKUHOHANLHOCTH NpPENOCTABACHMA OTYeTA O
MOBEACHHN NpoBepenHoro o0pasiia, B KoTopom GyAeT npuBeneHO

L I I I 1

KPaTKOC ONHCAHKE NOBCicHHA HabnioaaeMoro obpasia.
B Oruere o daiine nomkna coneparsea cnemyiomasn HHopmalua:
e Hwma komnsioTepa, ornpasusmero daiin
* yka3anue [lonb3oparens w©a  HMCXOAHOM KOMIBIOTEpE,
ornpasuemero (aiin. B HEKOTOPBIX Cyyasx 310 MOKeT ObiTh
CHCTEMHBIH NoMb30BATE B
* [Ipuusna oTnpaskH (ABTOMATHYECKH, BPYHYIO).
* ykasaHa Yacrs obnaka, nonyuusman daiin
* Xew SHAI ornpasnensoro daiina.
¢ Hma daiina u ero nonuwmi nyms B daitniopoli cucteme
oTnpasHTeneii.
e Pasmep daiina.
e Kareropus daiina (Tun daiina).
* Hamnuue B oTuere napamerpos: Coctosnne u Craryce:

¢ Cocrosnune o3nayact Tekymee coctosume daiina B npouecce
BBINIOTHEHHA aHANH3a
e Cratyc o3HauaeT pesyNLTAT AHATHIA NOBCACHHA MM
OTCYTCTBHE pe3y/IbTaTa
* Hammune kateropum cratyca, NPHCBOGHHOIO TIPOBEPEHHBIM
obpasuam, KoTopoe oToGp@KAeTCH B KOHCONM LEHTpa yhpaBacHHs
HIIH B oT4eTe no obGpasiy:




e He 3apaweno - Moayam oGHapyKeHHa HE WACHTHOHLMPYIOT
obpasell kak BpeAOHOCHBIH.

o [lopospureannwiii - Moayas oOHapyKeHHs —onpeaenu
nopeaeHne (aitia Kak NOJO3PHTENEHOE, HO HE BPEIOHOCHOE.

e Bpenonocnsiii - [Tosenenue daiina cuuTaeTcs BPEIOHOCHBIM.

e Hanuume (yHKUHOHAIBHOCTH PACNPOCTPAHEHHA PE3YNLTATOB O
nposepeHHsiX (aiinax  BO BCe NPOAYKTH A obecrnedcHus
Ge30macHOCTH B KOMITAHHM TONIL3OBaTENA B TeueHue He Gonee
2 MHHYT

e Hanuuue (yHKUHOHANBEHOCTH MPENOCTABIEHHA CIHCKA O BCEX
nepeaaHusix  Gaiinax 8 koHcons Llewtpa  obecneucHus
GesonacnocT.  MOXKHO NPOCMOTPETH CHNHCOK OTMPABICHHBIX
(haiinos B BLIENCHHOM pa3jie/ie KOHCOMH,

* BosmowHocts HacTpolikn oTnpasku o6pa3uos B koxconwu Lientpa
obecneuenns Ge30NacHOCTH

* BosmokHocTe HacTpoiikM  McKmoOdeHuit juim obpasuos W
HACTPOHKH NONHTHK JUIA MPOAYKTOB obecnedenns Ge30MacHOCTH B
xoHconH Llentpa obecneyenna 6e30nacHOCTH.

TpeGopanus Kk 0OHOBJICHHIO AHTHBHPYCHLIX (a3

ObHoRNAEMbIe AHTHBHPYCHBIE Gaisl NaHHBIX 10MKHE obecnieynBaTh
PEANHIALUMIO CNEAYIOMHX Y HKUHOHANEHEIX BO3MOKHOCTEH:

®  peanu3oBaHa BOIMOMHOCTL CO3AaHUA 3epKana oGHOBNEHMI AR
IKOHOMMKK TPaduKa, :

*  3epKano oGHOBAEHMIA MOXMHO CO3AaTe HA mobom MK ceTu He 3aBuCHMO
OT MCNONB3YEMON ONepPaLMOHHON cucTembl Windows/Linux , 8 Tom
YUCNE M Ha KOHeYHOM paBioyeid CTaHLMM NPU NOMOLM AV-KNKEHTa C
0BAIATENLHBIM HANMYMEM KK MUHMMYM [BYX NYyTER pasfavum
obHoBaeHKi {HTTP 1 SMB), AR aKTHBaLMM 38PKaNa HE JONMHA
TpeboBaThCA YCTAHOBKA AONONHWTENLHBIX MOAYNEH, KAK Ha cepBep, Tax
1 Ha pabouyio craHuMIo;

* TN OBHC #: 06 B/l curHaTyp Bupycos, NPOrpaMmMHbIX
KOMNOHEHTOB, 06HOBNEHWE AAPA;

*  nNakeTs 0GHOBABHMA 3EPKANA MOMHO 3arpyaTth AByMA cnocobamu: no
npoTtokony HTTP (pekomeHayeTca) u ¢ nomousio obwero cetesoro
Aucka (SMB);

*  ODHOBAEGHWA MOMHO PACNPOCTPAHATL HA INEKTPOHHLIX HOCUTENAX
uHdopmaumn (FOD\CD\DVD\ USB-drive);

®  OCYLWECTBNAGTCA NPOBEPKa LENOCTHOCTH M NOAAMHHOCTH 0BHOBNEHMA
CPEACTBAMM INEKTPOHHON LMPPOBON NOANKMCH.

Tpefoanus K IKCITYaTANHOHHOI 10KYMEHTAIIHH

DKCIUYATALHOHHAR JOKYMEHTALMA JUIA BCEX MPOrPAMMHBIX IPOIYKTOB
aHTHBHDYCHO# 3ALIMTEL, BIIIOYAN CPE/ICTBA YIPABIEHNA, O/DKHA BITIOYATh
JOKYMEHTBI HA PYCCKOM #3BIKE, B TOM HHCIE:

*  DYKOBOJCTBO MONL30BATENS (AIMHHHCTPATOPA);

*  PYKOBOIACTBO AIMHHHCTPATOpa cpectTs YAANEHHOTO
AIMHHHCTPHPOBAHMA.

JlokymeHTalns, NOCTARNAEMAn C AHTHBHPYCHBIMH CPEACTBAMH, OJDKHA
NETANBHO ONMHCHIBATE NPOLECC YCTAHOBKH, HACTPONKH W IKCIUTY ATALHH
COOTBETCTBYIOIIETO CPEACTBA AHTHRHPYCHOM JAIUTHL

TpeGopanun k TexunIeckoii nogIepxEKe

Texuuyeckas NOANEPIKKA AHTHBHPYCHOTO NPOrpaMMHOT0 obecrieyeHns
TOMAKHA:
* TPENOCTABNATBECA HA  PYCCKOM  A3blk€  CepTHOHUHPOBAHHBIMH
CMEUHATHCTAMH TPOU3BOJIHTENS CPEACTE AHTHBHPYCHOH 3aUIMTEI HA
BCEH TeppuTOpHH crenylomMx cTpan:  Poccwiickas ®enepaums,
Pecny6nuka  Kasaxcras, PecnyGnuka Benapycs, Kuprusckas
Pecnybnuka, PecniyGamka Mongosa, PecnyGnuka TamkukucTaH,
Pecnybnuka Y3bekucran, KpyraocyTouHo Ge3 NpasiHHKOB H BBIXOAHBIX
(24x7) no anexTpoHHO# noure 1 yepes MurepHer, a Takue no renedouy,
*  Web-caift npoussomutens A3 nonseH ObiTb HA PYCCKOM S3biKE, HMETh
CrneuHaneHeiil  pasnen, NOCBAWEHHBIA TexHWueckoH noanepkke,
nonomHAEMY0 6a3y 3HaHwi B pyCCcKOA3BMHBI GopyM.

Cpok okasaHua ycnyru

B Teuenue 731 gHei




