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TpeBoBaHus K NOCTaBLUMKY
(ncnonHuTenio)

Hanuuve napTHepckoro ceptudmkaTa, noTBepxKaaloLero akTt Toro, Yto
KOMMaHua ABnaeTca ouumanbHOM npeacTaBuTenem npojasaemon
aHTUBUPYCHOW NPOrpammei.

TpeboBaHus K ycrnyre

O6mue TpeGoBanus

AmnrtusupycHas 3anmra (A3) TOHKHA TPEICTABIATE COO0M
MacmTabupyeMoe perieHre, 00eCTIeYnBaOIEe YCTONYMBOE ()Y HKIIHOHUPOBAHME
B JIOKaJIbHOM ceTy pabouurx CTaHLHM U CEPBEPOB.

B pamkax BCOH OpTraHMU3aLyHU JOJKHBI MCTIOIH30BATHCS €IUHbIE
aHTUBMPYCHBIE cpencTBa. OTAENBHO CTOSALIME TIEPCOHATBHBIE KOMITBIOTEPEI, TO
€CTh He MOJKIIOYEHHBIC K €IMHOM CUCTEME aHTUBUPYCHOM 3alIHUTHI, B TOM
YHMCIIC HAXOOALIMECA HA YIANIEHHBIX TEPPUTOPHUSIX, HODKHBL OBIThH 3aIIMIICHbBI
HHTETPUPOBAHHBIM IPOTPAMMHBIM TIPOAYKTOM, BKIIOUAIOIIMM B Ce0s 3aIUTy OT
BCEX TUIIOB BPEIOHOCHBIX IIPOrpamMm (aHTHBUPYC).

[MporpammusIii uHTEP(EIC BCEX aHTUBHUPYCHBIX CPEICTB, BKIIOUAL
CpeICTBa YIPABICHMUA, JOJKEH OBITh HAa PYCCKOM s3bike. [l opraHu3aii
UMEIOTITUX O(WICKT 22 TNAHUTIEN TOKHA WMETHCS ROZMOMHOCTh BEIOODA ARBIKA
urTepdeiica KOHCONM YIPABICHHS [T TIONKIIOUESHUS K cepBepy
aIMMHHUCTPUPOBaHUs, O€3 IepeyCTaHOBKM KOHCOJH U cepsepa st UT
TIEPCOHAJIA POTHOM SA3BIK KOTOPOTO OTIMYAETCS OT PYCCKOTO.

Bce anTMBUpYCHBIE CPENCTBA, BKITIOYAS CPEACTBA YIIPABIICHS, TOIDKHBI
ofmamare xourercriol cripapouoi crcTeMON Ha PYCCKOM F2nIKe,

TexHuyeckue mapameTpsl NPOrPAMMHBIX CPEJICTB AHTUBHUPY CHOM 3aII[UTHI
JIOJDKHBI COOTBETCTBOBATH MJIM MPEBOCXOIUTH CIEAYIOIUE YKA3aHHbBIS
IapamMeTpsl:

e i i B e o T Tl S v
['\ﬂ[ﬂbl’l}}y VIDIV VPV LIDAG KL V}JUA\/ iba LI‘\«HLPCUIYLOUDGH.HUI U yLpabiviiviz

JOJIKHBI BKIIFOYATh!

® JIMICH3UOHHBIE (hallIbl KIFOYEH JUIsi TIAKETOB aHTHUBUPYCHOIO
nporpammuoro obecneuenus (AI1O); mpu UCIOIB30BAHUH CXEMBI C
HECKOJIbKMMM  CEPBEPAMM  YJAJICHHOrO  aJIMUHUCTPUPOBAHUS




KJIACTEpHAasi TEXHOJIOT WS I OPraHU3aLuU CBA3U MEXy CEpBEpaMU He
TpeOyeTcs JOMOIHUTENbHBIX JIMLEH3UH Ha CBSA3b MEXy CEpPBEPAMHU.

IpOrpaMMHBIE CPEACTBA AHTUBUPYCHO# 3aIlIUThI pa00YUX CTAHIMI, CEPBEPOB
¥ MOOWJIBHBIX YCTPOKMCTB (cMapT(HOHOB, MJIAHIICTOB)

areHT aJMHHUCTPUPOBAHMS JJIsi BBIOJHCHUS CBS3M MEXKIYy CEpBEpOM
aJIMUHUCTPUPOBAHUS U 3aLMIIACMBbIMH y3JIaMH

MPOTPAMMHBIE CpeacTBa LEHTPAITM30BAHHOTO yIpaBJIEHUS,
mourutopunra u obHosnenus Ha OC Windows, Linux/BSD, Mac OS,
mooupHeie OC Android,;

ImporpaMMHBbI€ CPEACTBA LEHTPAJIM30BAHHOI'O YIIPABJIICHUA OOJUKHBI MMCTh
WEB xoHcoib ist ynpaBieHus: 1 GOPMHUPOBAHUS OTUETOB;
[EHTPaJN30BaHHOE YIpaBIEHHE MOXKET OCYHIECTBISITECS C  JIFOOOTO
yerpoiictea uepes Web - 6paysep;
IIporpaMMHBIC cpeacrtBa HEHTPAJIM30BaAHHOT'O YIIpaBJICHUA MOryT
ycranaBiuBatbest Ha Windows u Linux ruatdopmbl
OOHOBJIIEMBIE AHTUBUPYCHBIC 63351 JaHHBIX W KOMIIOHCHTBI dApa
AHTUBUPYCHON CUCTEMBI;
IIpokcu- cepsep - KOMIIOHEHT JUIs o0ecriedueHns] BBICOKOM
MacCIITa0MPyeEMOCTH pelIeHUs] W yMEHBIIEHUs Harpy3Kd Ha LEHTPaJIbHBIHI
CepBEp aIMUHUCTPUPOBAHUSA
HaJIM4YUC HWHCTPYMEHTaA JId OGHapy)KeHI/ISI HEU3BCCTHBIX KOMIIBIOTEPOB,
OCYIIIECTBIISIIONIET0 aBToMaTudeckuit mouck IIK B jokampHOU cetn, 6e3
HEOOXOMMOCTH OCYIIECTBIISTh UX PYYHOH ITONUCK U T00aBIICHHUE;
HaJIM4Yhe Pa3INYHBIX BapPUAHTOB YCTAHOBKU arceHTOB aJIMHHHCTPUPOBAHHS
KJIMEHTCKOH YacTH aHTUBHPYCHOT'O IIPOrPAMMHOT0 00€CTIeUeHHs TaKHE KaK:
YAQIEHHO WJIU JIOKAJIBHO :
- Push ycranoBka,
- YcranoBka uepes e-mail,
- YcraHOBKa ¢ IPUMEHEHUEM ChbeMHOTro HocuTens , Harpumep USB,
- JlokanpHas yCTaHOBKA;

OKCILTYaTallTUOHHYIO JOKYMCHTAIUIO HA PYCCKOM A3BIKE.

Hamnune BBIJICJIICHHOI'O ITPOrpaMMHOI'0 HHCTPYMCHTA JIA YIIPABJICHUA
JIMIICH3UsIMU. C ero IOMOIIBKO MOXHO OTCICKHBaATh JIMIICH3HUU,
AKTUBUPOBAHHBIC MOAYJIA U CBA3AHHBIC C IMLICH3UAMU CO6BITI/IH, TaKueC
KaK OKOHYaHHEC CpOKa HeﬁCTBHH, HCIIOJIb30BAHUEC U aBTOPU3allUs.

Hanuume BbIgeIeHHOM YTUIIUTBL UId  CO3JaHUSA  JIOKAJIBHOI'O
XpaHWJIMla BHUPYCHBIX CHUI'HATYD, 0e3 HCIOJIL30BaHUS CCpBCpa
HCHTPAJIN30BAHHOTO YIIPABJICHUS.

Hannuue BO3MOXHOCTHU OopraHu3alnuunu HBYXq)aKTOpHOﬁ
aYTeHTI/I(I)I/IKaI_II/II/I MOoJIb30BaTeNIeH KOHCOJIN CEpBCpPa
HCHTPAJTIN30BAHHOTO YIIPABJICHUA.

CEpBHUC  JOMOJHUTEIHLHOIO YPOBHS  O€30MACHOCTH  MPOIYKTOB
BKJIFOYAIOIINI BCTPOCHHYIO IECOYHUILY




TpeOGoBaHusi K NPOrpaMMHBIM CPeACTBAM AHTHBHPYCHOM 3alIMThI
padouunx cranuuii mox ynpasiaenunem OC cemeiicrBa Microsoft
Windows

[IporpaMMHBI€ CpeAcTBa aHTUBUPYCHOM 3aIIUThI pabouMX CTAHIMH MO
yrpagieareM cemerictea OC Microsoft Windows momkHbI GyHKIIMOHHPOBATH
Ha cienyromux Bepeusix OC:

Microsoft Windows Vista;
Microsoft Windows Vista x64;
Microsoft Windows 7
Microsoft Windows 7 x64.
Microsoft Windows 8
Microsoft Windows 8.1
Microsoft Windows 10

[IporpaMMHBIE CpeACcTBa aHTUBUPYCHOM 3aIIUTHI pa0OYNX CTAHIIUH MO/
ynpasienuem cemerictea OC Microsoft Windows 10/KHBI 00ecTIedrBaTh
peann3anunio ClIeayonux (yHKIIMOHATBHBIX BO3MOXKHOCTEH :

® UHTepdeic aHTUBMPYCHOro NPOrpamMmmMHOro obecnevyeHua J0MKeH
obecneynBaTb NOAAEPKKY CEHCOPHbIX 3KPAHOB U 3KPAHOB C BbICOKUM
paspelleHnem;
®  pe3nJEeHTHbIN aHTUBUPYCHBIA MOHUTOPWHT;
®  BO3MOXHOCTb NOJIHOCTBIO CKPbITb MHTepdeic aHTuBUpycHoro MO
® aQHTMBMPYCHOE CKAHWPOBAHME NO KOMaHAe Nosib3oBaTensa Uan
afAMUHUCTPATOPA;
® aQHTMBMPYCHOE CKAHWPOBAHWE MO PACNNCAHWIO;
®  QHTMBMPYCHOE CKaHWPOBAHWeE NpU onNpeaeNeHHbIX YCI0BUAX:

- nocne 06HOBNEHWUIN aHTUBUPYCHBIX a3 AaHHbIX;

- KaXAblil pa3 npu 3anycke KOMMNbIOTEPa;

- KaXkAble CYTKM NpWU NepBOM 3anycke KOMMbOTepa;

- npu ycnewHom UHTepHeT nnn VPN coeauHeHnu;

- BXOZ, NONb30BaTeNs;

- Npu 06HapyXeHUN NOA03PUTENbHOM aKTUBHOCTH, B TOM YUCAE U

aKTUBHbIM MOAY/NIEM «3aLLMUTA B PEXKMME PeasibHOro BpemeHm».

- COCTOSTHHE TPOCTOS, AaBTOMATHYECKH CKAHUPYET JIOKAIBHBIE TUCKH,

€CITM KOMIThIOTEP HaXOIUTCS B COCTOSIHIH IPOCTOS, B OJTHOM U3

CJIEYIONNX TPEX PEKUMOB: 3aCTaBKa, OJIOKHPOBKA KOMITHIOTEPA, BBIXO]I

TIOJIb30BATENS

® Ha/uMuyMe 334a4M Ha BblKAtoYeHMe K no 3aBepLIeHN0 CKAaHMPOBAHMA

® aHTUBMPYCHOE CKaHMPOBaHME TpaduKa No creayowmMm NPOTOKOMaM:
FTP, HTTP n HTTPs, POP3 n POP3s, a TaK »ke IMAP n IMAPs TpadukKa.

®  Ha/Muue AONOJHUTENLHOrO MOAY/A NO 3allmTe A0KYyMmeHToB Microsoft
Office n ckaHMpoBaHUKM NpoxoadALLmx Yepes Internet Explorer ¢alinos




3aLMTa OT eLe HEM3BECTHbIX BPeAOHOCHbIX MPOrpaMm Ha OCHOBE
3BPUCTMYECKOTO aHaAIN33;

BO3MOXXHOCTb £,06aBNATb B UCKAOYEHMA TONBKO onpeaeneHHble
Yyrpo3bl, B HE3aBUCMMOCTM OT NX MECTOHAX0oXaeHua Ha [K:
obHapyKeHMe CKpbITbIX NPOLECCOB;

BO3MOXHOCTb YCTaHaB/IMBATb TO/IbKO HEOHBXOANMMbIE KOMMOHEHTbI
AHTUBUPYCHOWM 3aLWMTbl (MOAYAbHAA YCTAaHOBKA);

BO3MOXHOCTb OTK/IIOYEHMA aHTUBMPYCHOM 3aLLMTbl NPK
HeobxoAMmocTH;

AHTUBMPYCHas NPOBEpPKa U neveHmne GpaliioB, ynakoBaHHbIX
nporpammamwu Tuna PKLITE, LZEXE, DIET, EXEPACK v np.;
aHTUBMPYCHasA NPOBEpPKa U neveHue dpaiinos B apxusax popmaTos ARJ,
BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS,
TAR, TNEF, UUE, WISE, ZIP, ACE;

coAeprKaTb HAaCTpaMBaAEMYIO CUCTEMY NPEeAOTBPALLEHUA BTOPKEHWUN
Host Intrusion Prevention System (HIPS) ans npeaoTtspalieHua
NOMbITOK BHELLIHEro BO34eNCTBUA, USMEHEHMSA, A TaK e ANA
MOHUTOPUHTA NpoLeccos, GalnnoB 1 KAoYel peecTpa;

BO3MOXKHOCTb paboTbl HIPS no psaay 3apaHee NogroToBAEHHbIX
pexxumoB GuAbTpaLMK;

obecneymBaThb 3aLLUTY OT XaKEPCKMX aTaK, NyTeM UCMNO/b30BaHUA
MeXKCeTeBOro 3KpaHa C CMCTEMON 0BHapyKeHUA U NpesoTBPaLLEHMA
BTOp:KeHu (IDS/HIPS) npu paboTe B BbIMMCAUTENbHbIX CETAX 1060ro
TUNa, BKAtoYaa 6ecnpoBoaHble;

nepcoHanbHbI panepson;

BO3MOXHOCTb HAaCTPOMKM HECKONIbKUX Npoduneli paliepsona, ¢
ABTOMATUYECKUM NepeKAtoYEHNEM AaHHbIX Npodunen, npm
BbINOJIHEHUWN ONpeaeNeHHbIX YCN0BUI;

ynpasneHue BCEM ceTeBbIM TPadUKOM KOMNbIOTEpPa B 060MX
HanpaBAeHUsX;

HWU3KOYPOBHEBOE CKaHWpPOBaHMe TpaduKa;

noaaeprka npotokona IPv6;

oIep KKa BCTPOCHHOM MTECOYHHIIBI JJIS 3aIIUTHI OT YTPO3 HYJIEBOTO
JHS;

Monyns ckanupoBanust UEFI;

BBIICIIEHHBI MOTYJTh 3alIUTHI OT BUPYCOB MIH(PPaTOpOB;

3anycK 3a4a4 No pacnucaHunio u/mam cpasy nocne 3arpysKku
onepauMoHHOM CUCTEMBI;

BO3MOYKHOCTH YITPaBJIEHUs JOCTYIIOM K BeO-pecypcam, IyTeM CO3/IaHus
CIUCKa 3a0JIOKHPOBAHHBIX JTMOO0 pa3pelieHHbIX Be0-CaiiTOB, a TAKKE
MyTeM 3arpera Bcex BeO-caliToB, KpOME TeX, KOTOPhIe BHECEHBI B
CIIUCOK pa3pelIeHHbIX;

AKTUBHBIN P&KUM (MIIBTPALNH ISl TPUIIOKEHUH, a TaK ke
BO3MOXKHOCTh OTKITIOUEHHSI (PHITLTPAIIUHU HITH TTIEPEBOJ B TTACCUBHBIH
PEXKUM AJIS1 UCKITIOUEHHBIX MPUIIOKEHUIT;




HACTpanBaeMbIii B€O-KOHTPOJIb IO KATErOPUsIM CaliTOB, ITO3BOJISIOIINIA
3a/1aBaTh MpaBuiia MPUMEHEHHMSI TOJIMTUKY UCTIONB30BaHUS CETU
WnTepHeT Ha ypoBHE MOJIB30BaTENEH WM TPYII MOJIB30BaTENEH;
Hannune B Monyse BeO-KOHTPOIS BOSMOYKHOCTH KaCTOMH3aLUN
CTPaHHUIIBI IPEAYTIPEKACHHUS HITH OITOKUPOBAHMSI

(hunbTpaIMK IS TOBEPEHHBIX MPHIIOKEHHUIA,

CKaHMPOBaHHUE U3 KOHTEKCTHOT'O MEHIO;

OTKITIIOYCHHE (PUIIBTPAIUY JUIS IOBEPEHHBIX BE0-aIPECOB;

OTKJTIIOYeHUE (PUIIBTPAIUK TSI TOBEpeHHBIX |P anpecos;

BO3MO)KHOCTb HCKITIOUNTH U3 MTPOBEPKH JIOBEPEHHBIE MPOLIECCHI, XOI
CYMMBI, (paiiiibl ¥ TAIKH.

HACTpOIKa HECKOIBKHX Tpoduiell oOHOBIEHUH (HArTpumep, JUIs
MOOMJIBHBIX ITOJIb30BATENEH) C BO3SMOXKHOCTHIO OOHOBJIEHHS U3 CETH
NHrepner;

Hannyne arenta aIMHUHUCTPUPOBAHUSI aHTUBHPYCHOTO IIPOTPAMMHOTO
obecneuenus (AIIO) mist paboUMx CTaHIIUH

HaJIM4Me MJIaHUPOBIIUKA B KIIMEHTe aHTHBHpYcHOTro [10;

BO3MOXHOCTB IEHTPAITM30BAHHO IMTOCMOTPETH OOTIYI0 HHPOPMAITHIO O
cocrosiauu [1K, 00 ycTaHOBIIEHHBIX PUIIOKEHHSX, CITY)K0aX, CETEBhIX
MOJKITFOYEHUSX U T.J. C BOBMOXKHOCTBIO OTCIICKHUBaHUS H3MEHEHUH U UX
ABTOMATHYECKOTO CPABHEHHUSI C TIOMOII[bI0 CHUMKOB 10 BPEMEHHOMY
WHTEPBaJy, a TaK )K€ BO3MOXHOCTh BHECEHUSI U3MEHEHHH (OCTaHOBKA
MIPOIIECCOB U JIpaifBepoOB, y/IaJIeHNE U BOCCTAHOBJICHUE 3aITHUCEN peecTpa
1 CUCTEMHBIX (haliJI0oB) BOCCTAHABIMBAIONTUX KOPPEKTHYIO paboTy
CHUCTEMBI;

A7IPO ¥ BCE OCHOBHBIE MOAYJIH MPOJYKTa HE TPEOYIOT mepe3arpy3Ku 1
aKTHUBHBI cpa3y MOCJe YCTaHOBKH;

Hasn4Kne cneumnanm3nmpoBaHHoOM yTuanTel ana cbopa Gpainnos KypHanos
0 KOHOUTypaLumn cucTeMbl, YCTaHOBKE U GYHKLMOHMPOBAHUM
aHTUBMPYCHOTO NakKeTa A4 YCKOPEHUA peleHnsa npobiem npu
BO3MOMHbIX Npob1emax ¢ aHTUBUPYCHbIM NAaKeTOM

HaJM4Yue MOAYJNS CKaHHPOBAHUS B COCTOSHUU TIPOCTOSI, aBTOMATHYECKH
CKaHUPYET JIOKAIbHbIE AUCKH, €CII KOMITBIOTEpP HAXOIUTCS B
COCTOSIHHH TTPOCTOSI, B OZJHOM H3 CIIEAYIOIINX TPeX PEKUMOB: 3aCTaBKa,
OJIOKMPOBKA KOMITHIOTEPA, BBIXOJ ITOJIb30BATENS

BO3MOXKHOCTb ITOIKIIOUEHHS YK€ YCTaHOBJICHHBIX JIMLIEH3UI
AHTHBUPYCHOW 3aIUTHI pa0OYNX CTAHIIUN K CEPBEPY
LIEHTPaJN30BaHHOI0 YIIpaBiIeHHs 0e3 HEOOXOIUMOCTH yaallCHUS
CYLIECTBYIOIIETrO TaKeTa aHTUBUPYCHOMN 3aIIUTHI, ITyTEM YCTaHOBKU
areHTa aAMUHUCTPHUPOBAHUSA

3anyck 0BHOBNEHUA aHTUBMPYCHbIX 6a3 AaHHbIX NOC/NE YCTAHOBKM
mogemHoro coegmHeHmna nam VPN;

BO3MOXHOCTb CO34aHMA 3a4a4M 3anycKa NPUIOKEHNA CTOPOHHETO
NpPon3BOAUTENA B NNAHMPOBLUMKE aHTUBUPYCA NPU onpeaeneHHbIX
YCNOBUAX UN NO BPEMEHHOMY MHTEPBANY;

3alLMTa Ha NeTy OT BPeAOHOCHbIX CLLeHapueB, 3arpy»aembix ¢ Web-
CTpaHuL,

610KMpPOBaHNE HeXeNnaTeNbHbIX U PEKaMHbIX COObLLLEHNI




camooby4yaemblit aHTUCNAM;

3almTa noYToBbIX KAnMeHToB: Microsoft Outlook, Outlook
Express,Windows Mail, Windows Live Mail;

yepHble 1 besible CINCKM aHTUCNAaMa, CIMCKU UCKIIOYEHUI

YCKOpeHMue npouecca CKaHMPOBAHMA 3a CHET NPOMNYCKa O6bEKTOB,
COCTOSIHME KOTOPbIX CO BPEMEHMW MPOLL/ION MPOBEPKU HE USMEHMUIOCH;
Hannuyme GpyHKLUMOHANbHOCTM UCMONb30BAHNSA OBLLETrO IOKA/IbHOTO
K3Lla A5 NOBbIWEHMA CKOPOCTU CKAHUPOBAHWA B
BMPTYa/IM3UPOBaHHbIX Cpesax;

3alMTa OT PULLMHTIA: 3aLMLAET OT MOMbITOK NOMYYNUTb NAPOJIU U
Apyryto KoHPuaeHUManbHyo MHGopMaUmio, 3anpeLan 4oCTyn K
BPeAOHOCHbIM BeH-caitTam, KOTopble NMPUHMMAIOT BUA, HOPMasIbHbIX
Beb6-canTos;

3almTa OT 3KCNIOMTOB: BIOKMPOBLLMK IKCNAONTOB KOHTPOANPYET
noeeaeHue NPOLLECCOB U BbIABSAET NOA03PUTENIbHYIO aKTUBHOCT,
KOTOpas ABNSETCA TUNUYHOWN A8 LEeNeBblX aTak U paHee HEU3BECTHbIX
3KCM/I0MTOB — YrPO3 HY/1I€BOrO AHA

Ha/IMyMe MoAyNA CKaHMPOBAHUA NAMATU, KOTOPbIM OTC/EeXMBaeT
noseAeHMe NPoL,ECCOB U CKAHUPYET 3/10BpeaHble NPOLLEeCcChl, KOraa OHU
CHMMAIOT MaCKMPOBKY B NaMATH;

3aWwmTa oT HOTHETOB: NOMOraeT 06HapyK1BaTb BPEAOHOCHbIE
nporpammsbl, aHaIM3NPYA UX CXeMbl OOMeEHa AaHHbIMU U NPOTOKObI
peryanpoBKa pacnpeneneHns pecypcos paboyelt CTaHUuum mexay
AHTUBMPYCOM N APYTMMU NPUNONKEHUAMM B 3aBUCUMOCTU OT
NPUOPUTETHOCTM 3343a4: BOSMOXKHOCTb NPOA0AKATb aHTUBUPYCHOE
CKaHMpoBaHWe B GOHOBOM pexume;

HACTPOWMKa IMMUTOB CKaHUPOBAHMA MO NapameTpam — rnybuHa
B/IOXEHHOCTU (apXMBOB), pasamepa 06BbEKTA M BPEMEHW CKAHMPOBAHWUS
0b6beKTa;

HaJIMYUE MOJYJIS, TIO3BOJISIOIIETrO IPOBOIUTH aBTOMAaTHIECKOE
CKaHHPOBAHHE COJEPKAHHS MOAKIIOYAEMBIX BHEIIHUX YCTPOUCTB
XpaHEHHs JaHHBIX, & TaK ’Ke IPHUMEHATh PacIIMPEeHHBIH aHAIN3 JUIs
3ammycka (haiiioB ¢ TAKHX YCTPOHCTB;

HaJIMYUE MOYJISL, TIO3BOJISIIOIIEr0 HACTPOUTh OTPaHHYCHHS JOCTYIIa
(HeT mocTyma, TONBKO YTEHHE, TOHBIN TOCTYI, MPEAYIPEX ACHHE) IS
Ka)XJIOrO MOJIB30BATENS WIIH JIISI TPYIINTBI TIOJIB30BATENEH Kak 110 THITY
ycrpoiicta ( CD/DVD/Blu-Ray, USB xpanunuiia ganusix, USB
MIPUHTEPEI, YCTPOicTBa 00paboTKH H300pakeHui, Y cTpoiicTBa
FireWire, xapa punepos, mogemos, LPT\COM noprsi, Bluetooth
YCTPOMCTBA) TaK M I10 33JJaHHBIM aTpHOyTaM (IIPON3BOUTENb, MOJIEIb,
CepHUIHBII HOMEp) 3aJaBaTh OJJHO MPABUIIO HA HECKOIBKO YCTPOUCTB ;
unterpanus ¢ MS NAP u CISCO NAC;

BO3MOXHOCTh (HOPMUPOBAHUS aBAPUIHBIX JAMIIOB TAMSATH, HA CITydai
c00s1 TPUIIOKEHHS

BO3MOXXHOCTh OTKaTa OOHOBJICHUIT BUPYCHBIX 0a3 Ha MpeblIyHe
BEPCUU M TIPUOCTAHOBKA WX OOHOBJICHHS C ITOCIIEIYFOLIIHM
aBTOMaTHYECKHM BKJIFOYCHHEM OOHOBJICHHS Yepe3 yKa3aHHbIN

OPOMEKYTOK BPCMCHU;,




Hajnuue (PyHKIMOHATBLHOCTH BO30OHOBIIATH MTPEPBAHHbIC 3arpy3Ku 0a3
JIAHHBIX CUTHATYP BUPYCOB U MOJYJIH IPOYKTOB MTPH OOHOBJICHUHY;
WHTerpauma ¢ ueHtTpom 6esonacHoctn Windows;

MHTerpauma c ueHTpom obHoseHma Windows , Ans ycTaHOBKM natyemn
3aKpPbIBaIOLLNX OOHaPYKEHHbIe YA3BUMOCTHU, C BbIBOPOM HEODHXOAMMbIX
0BHOBNEHUI OT «HeobA3aTeIbHbIX» OBHOBNEHUI A0 «KPUTUYECKUXY;
HACTPOMKa NPOBEPKUN UCNONHAEMbIX GaNa0B U 3arpy304HbIX obaacTel
KOMMbOTEPA B KayecTse OTAe/IbHOM 3a4a4u;

TEXHOJIOTUU CaMO3aLLUTbI NPUIOXKEHUS, 3aLWUTbI OT YAa/IEHHOTo
HEeCaHKLUMOHNPOBAHHOIO YMNpaBieHNA CEPBUCOM NPUIOKEHUSA, a TaKKe
3alMTbI AOCTYNa K NapameTpam NPUIONKEHMA C MOMOLLbIO Napons,
NO3BOIAOWMNX M36EXKaTb OTK/IOUYEHMA 3aLLUUTbI CO CTOPOHbI
BPEeAOHOCHbIX MPOrpaMm, 3/10YMbILLIIEHHUKOB WU
HeKBaNMPULMPOBAHHbLIX NONb30BaTeNeN;

NpoBepKa HaMUYUA aKTya IbHbIX OBHOBNEHWNI CUCTEMDI;

Hann4yMe HacTpamBaemoi GyHKL MM aBTOMATUUECKOIO CKPbITUA
yBe4OMIEHUI Npu paboTe aHTMBUPYCA A4 NPUIOKEHUI, paboTatoLwmx
B MOJIHO3KPAHHOM pPeXuMe, T.e. Npu paboTe NPUAOKEHNA B
NOJIHO3KPAHHOM PEXUME Ha 3KPaH He BbIBOAATCA MHGOPMALMOHHbIE
yBeaoMIeHUA 0 paboTe aHTMBUPYCHOrO NPOrpammHoro obecneyeHums;
HaAn4Me MHOMeCTBa NyTen yBeAOMAEHUA aAMUHUCTPATOPOB O BAXKHbIX
CobbITUAX, MPOUCXOAALLMX HA PabOUMX CTaHLMAX (MoYTOBOE
coobLieHne, BCNAbIBAOLLEE OKHO, 3aMMUCh B }KYPHaI COObITUI);

0OHOBJICHUE MMPOTPAMMHEBIX CPEIICTB M AHTUBHPYCHBIX 0a3 M3 pa3HBIX
HMCTOYHUKOB, KaK 110 KaHAJIaM CBS3H, TaK M Ha OTIY)KIaeMbIX HOCUTEIISIX
uHpopMaIliH;

3KCMNOPT 1I0roB U ot4eToB B popmaTbl XML, TXT, DAT, DMP;

HaJm4Iue 00JaYHON TEXHOIOTUHN JeTEKTHPOBAHUS HEN3BECTHBIX YTPO3,
KOHTPOJITb TIPHIIOKEHIH HA OCHOBE PEIyTAIlliOHHOTO CEPBHCA;
HaJM4Yue CUCTEMEBI TIepeiadil 00pasioB BPEIOHOCHOTO KOJia BUPYCHBIM
JKCIIepTaM aBTOMAaTHYECKU WIIH BPYUHYIO;

BO3MOXHOCTBH CO3JaHUS TUCKOB aBAPHHHOT'O BOCCTAHOBJICHNS,
HKOHOMUISI 3JIEKTPOIHEPTUN B PEKIME aBTOHOMHOT'O TTUTAHUS;
CUCTEeMHBIE TpeOOBaHHS HE TOJDKHBI peBbimaTh: 300M6 RAM, HDD
1r6, Processor Intel wmn AMD, ogHosinepHbiid, x86 nmm x64 11T,

pasmep JUCTpUOyTHBa aHTHBUPYCHOTO MAKETa HE JOJIKEH MPEBBIIATH —
165 MO.

TpeGoBaHusl K MPOrpaMMHBIM CPeICTBAM AHTHBUPYCHOI 3aIUTHI
cepsepos noj ynpasjenuem OC cemeiicrea Microsoft Windows

[TporpaMMHBIe CPEICTBa AHTHBUPYCHOI 3aIUThI CHCTEM CEPBEPOB O]
ynpasinenuem cemeiictea OC Microsoft Windows nomxHbl GyHKIHOHHPOBATH
Ha caenyromux Bepeusax OC:

Microsoft Windows Server 2008 (x86 u x64)
Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012

Microsoft Windows Server 2012 R2




Microsoft Windows Server 2016

Microsoft Windows Server 2019

Microsoft Windows Server 2008 x64 R2 SP1 / x64 R2 CORE
Microsoft Windows Server 2008 x86 SP2 / x64 SP2 CORE
Microsoft Windows Server 2012 x64 / x64 CORE
Microsoft Windows Server 2012 x64 R2 / x64 R2 CORE
Microsoft Windows Hyper-V Server 2008 R2

Microsoft Windows Hyper-V Server 2012

Microsoft Windows Hyper-V Server 2012 R2

Cepsepsr Storage, Small Business u MultiPoint:

e Microsoft Windows Storage Server 2008 R2 Essentials ¢ maketom
oOHoByCHUS 1

Microsoft Windows Storage Server 2012

Microsoft Windows Storage Server 2012 R2

Microsoft Windows Small Business Server 2008 (x64)
Microsoft Windows Small Business Server 2011 (x64)
Microsoft Windows Server 2012 Essentials

Microsoft Windows Server 2012 R2 Essentials

Microsoft Windows MultiPoint Server 2010

Microsoft Windows MultiPoint Server 2011

Microsoft Windows MultiPoint Server 2012

MporpammHble cpeacTBa aHTUBUPYCHOM 3aLwmTbl PpalinoBbix cepeepoB
nog, ynpasneHnem cemeiictea OC Microsoft Windows gonKHbl
obecneymBaTb peannsaumto cneayowmx GyHKLUMOHANbHbBIX BOSMOMHOCTEN:

e UHTepdelic aHTUBUPYCHOIO NPOrPaMMHOro obecneyeHns AOIKeH
obecneuymBaTb NoAAEPHKKY CEHCOPHbIX SKPAHOB U 3KPAHOB C BbICOKUM
pa3peleHnem;

®  pe3nAeHTHbIN aHTUBUPYCHbBIA MOHUTOPUHT;

®  QHTUBUMPYCHOE CKAaHMPOBAHME MO KOMaHAe N0/b30BaTENA UK
AAMUHUCTPATOPA;

®  QHTUBUPYCHOE CKaHMPOBaAHME MO PACNUCAHMIO;

®  QHTUBUPYCHOE CKAaHMPOBAHME NPW oNpeneneHHbIX YCA0BUAX:

- nocne o6HOBNEHWNIN aHTUBUPYCHbIX 633 AaHHbIX;

- KaXXAbl pa3 nNpu 3anycke KOMMbOTEPa;

- KaXKAble CYyTKM Npu NepBOM 3aMyCKe KOMMbOTEPa;

- npu ycnewHom UHTepHeT nnam VPN coegmHeHunu;

- BXOZ, N0Nb30BaTeNs;

- Npun obHapY*KEeHUN NOA03PUTENBHOM aKTUBHOCTU, B TOM YUCIE U
AKTUBHbIM MOAY/IEM «3aLLMTA B PEKUME PEaNbHOIO BPEMEHUY.

® aHTUBMPYCHOE CKaHMPOBaHWe TpadUKa No creaytoWwmMm NPOTOKONAM:
FTP, HTTP n HTTPs, a Tak ke POP3 n POP3s Tpaduka

® aHTUBUPYCHOE CKaHMpoBaHWe Hyper-V Ha Hain4yMe BUPYCOB Ha
6e3areHTHOI ocHoBe

e  3alUMTa OT elle HeM3BECTHbIX BPEAOHOCHbIX MPOrpamm Ha OCHOBE
3BPUCTUYECKOro aHan3a;




cogeprKaTb HaCTPanBaAEMYIO CUCTEMY NPEAOTBPALLEHNA BTOPIKEH U
Host Intrusion Prevention System (HIPS) ans npegoTtspalieHus
MOMbITOK BHELWHEro BO34eNCTBUA, U3MEHEHMs, a TaK e 4Ns
MOHUTOPUHIA Npoueccos, ¢painoB 1 KAKYEN peecTpa;

BO3MOKHOCTb paboTbl HIPS no paay 3apaHee NoAroToB/IEHHbIX
penmos GpunbTpaLmm

BO3MOXHOCTb 406aBNATb B UCK/OYEHWA TONbKO ONpeae/ieHHble
Yrpo3bl, B HE3aBUCMMOCTM OT NX MECTOHAX0oXaeHua Ha [K:
BO3MOXHOCTb UCK/OUYNTb OnpeaeeHHble NPOLEeCChl NMPUIOXKEHW, X3LW
CYMMbI U3 CKaHMPOBAHMA Ha Ha/InYMe BUPYCOB;

oBHapy»KeHne PyTKUTOB (CKPbITbIX PpainosB/cUCTEMHbIX aHOMaNNIA);
AHTUBMPYCHasA NPOBEpPKa U neveHmne GpaliioB, ynakoBaHHbIX
nporpammamu Tuna PKLITE, LZEXE, DIET, EXEPACK v np.;
aHTUBMPYCHasA NPOBEpPKa U neveHue dpaiiios B apxusax popmaTos ARJ,
BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME, NSIS, RAR, SIS,
TAR, TNEF, UUE, WISE, ZIP, ACE;

3anycK 3a4ay no pacnucaHunio u/mam cpasy nocne 3arpysKku
onepaunoHHOM CUCTEMBI;

BO3MOXKHOCTb CO34aHMA 334341 3anyCKa NPUIOKEHMUA CTOPOHHETO
NPOn3BOANTENSA B NIAHNPOBLLNKE aHTUBMPYCA;

3alMTa Ha NeTy OT BpeAOHOCHbIX CLeHapues, 3arpy*kaembix ¢ Web-
CTpaHuL;

BO3MOXHOCTb HaCTPOMKM NapameTpoB aHTUBMPYCHOrO NakeTa us
nHTepdelica KoOMaHAHOW CTPOKM

dYHKLMA aBTOMATUYECKOro obHapyKeHne u ucknoveHmsa Gpaiiios Ha
cepBepe, UMeLLNX KpUTUYECKoe 3HaYeHne ana becnepeboinHol
paboTbl;

BO3MOXHOCTb 334aTb KOIMYECTBO MOAYNEN CKAHMPOBAHUS AN
YBE/IMYEHMA CKOPOCTU CKaHUPOBAHMUS;

BO3MOKHOCTB YITPaBJIEHUS JOCTYIIOM K BeO-pecypcam, IyTeM CO3IaHus
CITHCKa 3a0JIOKNPOBAHHBIX JINOO pa3pelIeHHbIX BeO-CalTOB, a TAKXKE
ITyTeM 3aIlpeTa Bcex BeO-CalToB, KPOME TeX, KOTOPhIe BHECEHBI B
CIUCOK pa3peIIeHHbIX;

AKTUBHBIA PEXUM (IITBTPALNAHN IS TPUIOKEHUH, a TaK jKe
BO3MOYKHOCTB OTKITIOUEHHS (PHITBTPAIIIH UITH TIEPEBOJT B ITACCUBHBIN
PEXUM ST UCKITFOUSHHBIX TTPHIIOKEHHI;

CKaHHPOBaHWE U3 KOHTEKCTHOT'O MEHIO;

OTKITIOYeHHE (PUITBTPAIUY [Tl IOBEPEHHBIX Be0-aJIPECOB;
MHOT'OITOTOYHOE CKAHHPOBAHHUE;

HACTPOWKa HECKOILKUX MpoQuIieii OOHOBIIEHN! (HapuMep s
MOOMJIBLHBIX IOJIB30BaTENEH) C BO3SMOKHOCTBIO OOHOBJICHHS U3
WHTEpHETA.

HaJIMYUE IJIAHUPOBIUKA B aHTUBUPYCHOM TAKETE .

HaJIMYUE areHTa aJIMUHUACTPUPOBAHUS AHTUBUPYCHOT'O TIPOrPAaMMHOTO
obecrieuenus (AIIO) mns daitioBeIX cepBepoB

BO3MOXKHOCTH IIEHTPAIM30BAHHO MTOCMOTPETh OOIIYI0 HH(POPMAIIHIO 0
cocrostanu [1K, 00 yCTaHOBIEHHBIX MPHUIIOKEHHSIX, CITY)KOaX, CETEBBIX




MOJKIIOYEHHUAX U T.A. C BO3SMOXKHOCTBIO OTCIISKUBAHUS U3MEHEHHUH U UX
ABTOMATHYECKOI'0 CPAaBHEHHS C MIOMOIIBIO CHUMKOB IO BpEMEHHOMY
MHTEPBAITY, a TaK )K€ BO3MOXKHOCTh BHECEHHUSI U3MEHEHHH (OCTaHOBKA
IIPOLIECCOB U JAPalBEPOB, YAAIECHUE U BOCCTAHOBIIEHUE 3alIUCEN peecTpa
Y CHUCTeMHBIX (paiiJIoB) BOCCTaHABIMBAIOIINX KOPPEKTHYIO PadOTy
CHUCTEMBI;

A7IpO U BCE OCHOBHBIE MOAYJIH NMPOJYKTa HE TPeOYIOT Iepe3arpy3ku U
aKTHUBHBI cpa3y Mocje YCTaHOBKH;

BO3MOKHOCTB TOJIKITIOUEHHUS YK€ YCTAaHOBJIEHHBIX JULIEH3UH
AHTUBUPYCHOMW 3allIUTHI Pa0OYMX CTaHIIUH K cepBepy
[EHTPATN30BAHHOTO yIpaBieHus 0e3 He0OXOJUMOCTH YAAJTIEHHs
CYIIECTBYIOIIET0 MMaKeTa aHTUBUPYCHON 3aIIUTHI, ITyTEM YCTaHOBKU
areHTa aIMUHUCTPUPOBAHUS ;

HaJM4re 00IavyHOli TEXHOJIOTHU AETEeKTUPOBAHUS HEM3BECTHBIX YIPo3,
KOHTPOJIb IPWIOKEHUH HA OCHOBE PEIYTALIMOHHOTO CEPBHCA;

3anyck obHOBNEHNA aHTUBUPYCHBIX 633 Nocae YyCTaHOBKM MOLEMHOTO
coeguHeHua nam VPN;

YCKOpeHMWe NpoLecca CKaHMPOBaHMA 3a CYET MPOMyCcKa 06bEKTOB,
COCTOAAHME KOTOPbIX CO BPEMEHU NPOLL/ION NPOBEPKN HE N3MEHWOCH;
Ha/sMume cneLmann3mpoBaHHON yTUAUTLI AN cbopa Ppainnos KypHanos
0 KOH$UrypaLum cMcTemsl, ycTaHOBKe U GYHKLIMOHNPOBAHNK
aHTMBMPYCHOTO MaKeTa A/1f YCKOPEHWA pelueHuns npobaem npu
BO3MOHbIX Mpobiemax ¢ aHTUBUPYCHLIM MNAaKeTOM

Ha/snume PyHKLMOHANbHOCTM UCMOIb30BaHNA 06LLEero I0KabHOTo
K3La A1 NOBbILLEHMNA CKOPOCTU CKaHMPOBaHMWA B
BMPTYaNn3NpPOBaHHbIX cpeax;

3awmTa oT GULLIMHTA: 3amLLAeT OT NOMNbITOK NOYYMTb MAPOJIN U
ApYryto KoHuaeHunanbHyo MHbopmaLmio, 3anpeLan 4ocTyn K
BPeAOHOCHbIM Beb-caiiTam, KOTOpble MPUHMMAIOT BUA, HOPMasIbHbIX
Beb6-canTos;

3aLwmTa OT 3KCNIOMTOB: BNOKMPOBLUMK IKCNIOMTOB KOHTPOIMPYET
nosejeHne NpoLLeccoB U BbIABNAET NOA03PUTE/bHYIO aKTUBHOCTb,
KoTopas ABAAETCA TUMNYHOW ANA LieseBbIX aTaK U paHee HeU3BeCTHbIX
3KCMNOWUTOB — Yrpo3 HY/N1Ie€BOrO AHA

MOEP>KKa BCTPOEHHOW MECOYHMIIBI AJIS 3aIUTHI OT YTPO3 HYJIEBOrO
THST;

Monyns ckanupoBanust UEFI;

BBIJICTICHHBIH MOJYJIb 3aIIMTHI OT BUPYCOB MIN(PATOPOB;

MOJYJIb 3aIHUTHI OT CETEBBIX ATaK;

MOZYJIb 3aLIUTHI OT OOTHETOB;

HasM4Yne moayna CKaHMPOBaAHUA NAaMATH, KOTOPbIA OTCAeXunBaeT
nosejeHne NpPoLLeccoB U CKaHUPYeT 3n10BpeHble NPOLECcChl, KOra4a OHM
CHMMAIOT MAaCKMPOBKY B MaMATY;

perynMpoBKa pacnpeaeneHua pecypcos cepsepa Mexay aHTUBUPYCOM
N APYTMMU NPUNOKEHUAMM B 3aBUCMMOCTM OT NPUOPUTETHOCTU 3a4au:
BO3MOXHOCTb MPOA0/IXKATb aHTUBUPYCHOE CKaHWPOBaHMe B GOHOBOM
pexunme;




HACTPOMKA IMMUTOB CKAHMPOBAHMA MO NapameTpam — rnybumHa
B/IOXKEHHOCTU (apxm1BOB), pasmepa 06bEKTA U BPEMEHM CKAHUPOBAHMA
0bbekTa;

610KMPOBKA CMEHHbIX HOoCUTene nHpopmauunm n ycrpoicts (USB);
HaJIMYUE MOJYJISA, TIO3BOJISIFOIIEIO HACTPOUTh OIPAHUYCHUS JOCTyIIa
(HeT AOCTyIa/TOMBKO YTCHUE/TIOMHBIA TOCTYI/IPSYTIPEKICHHUE) IS
KaKa0ro 1mojab30BaTeIsd UJIN I TPYIIIbI MOJIb30BaTEIICH Kak II0 THUITY
yctpoiicta ( CD/DVD/Blu-Ray, USB xpanunuiia nanusix, USB
NPUHTEPHI, YCTpoiicTBa 00paboTKK U300pakeHuit, Y cTpoiicTBa
FireWire, kapa punepos, mogemoB, LPT\COM noptsr, Bluetooth
YCTPOWCTBA) TaK U IO 33JJaHHBIM aTpUOyTam
(Ipon3BOIUTENH/MO/IENB/CEPUIHHBIA HOMEp) 3a/aBaTh OJJHO TPABUIIO HA
HECKOJIBKO YCTPOWCTB ;

MHTerpaumsa c ueHTpom 6esonacHoctn Windows;

WHTerpauua ¢ ueHTpom obHosneHns Windows, ana ycTaHOBKM natyeit
3aKpbIBaOLWMX OOHaAPYKEHHbIE YS3BUMOCTH, C BIBOPOM HEOBXOANMbIX
06HOB/IEHUI OT «HeobA3aTeNbHbIX» 0OHOBAEHUI A0 «KPUTUYECKUXY;
nogaeprkka Windows Management Instrumentation

HACTPOWMKa NPOBEPKMN UCMOHAEMbIX panaoB U 3arpy304HbIX obnactei
KOMMbOTEPA B KauecTse 0TAe/IbHOM 3a43a4u;

noAanep*KKa KNacTepHbIX CUCTEM C BOSMOXHOCTbIO aBTOMaTUUYECKOTO
obbeanHeHnn aHTMBUpYcHoro MO (aBTomaTUYEeCKasAs CUHXPOHM3aLMSA
KoHurypaumm MO Ha KnacTepax)

TEXHONIOTUN CAMO3aLLUTLI NMPUNOXKEHUSA, 3aLMTbI OT YAAJEHHOTO
HECAHKLUMOHUPOBAHHOIO YNpPaBNEeHNA CEPBUCOM NPUIOKEHMSA, A TaKKe
3alMTbI AOCTYMA K NapameTpam NPUAOKEHMA C NOMOLLbIO Napos,
NO3BONAOLWMNX U30EXKaTb OTKAOUYEHMA 3aLUNTbI CO CTOPOHDI
BPEAOHOCHbIX MPOrpamm, 310yMblLLAEHHUKOB UK
HEKBANMPULMPOBAHHbIX NO/Ib30BaTENEN;

NPOBEPKa HaNMUMNA aKTyaNbHbIX 0OHOBAEHWIA ONEPALUOHHOM CUCTEMDI;
nosHouUeHHan paboTa 6e3 rpaduueckoro nHTepoeica,
AAMUHUCTPUPOBAHME N KOHOUrypupoBaHue AMO Yepes KOMAHAHYO
CTPOKY;

BO3MOYHOCTb aBTOMaTM3aLMM paboTbl 33 CHET BbINOIHEHUA
CueHapueB, NO3BONAIOLLMX KOHOUTYpMpoBaTb AMNO U BbINOAHATb
Kakue-nmbo pgencrsems;

ABTOMATUYECKOE CKPbITME YBEAOMAEHW NpU paboTe aHTUBMpPYCa B
NOJIHO3KPAHHOM PEXUME;

Hann4yMe HacTpamBaemol GyHKL MM aBTOMATUYECKOTO CKPbITUS
yBEAOMIEHUI NpU paboTe aHTMBUPYCA A8 NPUIOKEHWUI, paboTatowmx
B MOJIHO3KPAHHOM PEXUME;

HaNn4yMe MHOXKeCTBa NyTel yBeAOMIEHMA AAMUHUCTPATOPOB O BAXKHbIX
cobbITUAX, MPOUCXOAALLMX HA cepBepax (NoYToBOE COObLEHME,
BCM/IbIBAtOLLEE OKHO, 3aNUCb B KYpPHaa cobbITHiA);

OOHOBJIEHHE MTPOrPAMMHBIX CPEACTB U AaHTUBUPYCHBIX 0a3 U3 pa3HbIX
HCTOYHHUKOB, KaK 110 KaHajlaM CBSI3U, TaK M HA OTYYKIAE€MbIX HOCHTEISAX
nH(popMaIuy;




HaJIM4IUC CUCTEMBI II€pEaaIn 06p33HOB BPEIOHOCHOI'0 KOZla BUPYCHBIM
OKCIIEpTaM aBTOMAaTUYCCKU UJIK BPYUHYIO,
BO3MOXHOCTDb CO3aaHUsA TUCKOB aBapI/II‘/'IHOl" O BOCCTAHOBJICHH A,

pasmMep ILI/ICTpI/I6yTI/IBa AHTHUBHUPYCHOI'O IMaKETa HC JOJI’KCH MMPEBBIIIATL —
127 M6.

TpeﬁoBaHml K CpeacreamM aHTI/IBI/IpyCHOﬁ 3allIUThI MOOHJIbHBIX

YCTPOMCTB

[IporpaMMHBI€ cpeacTBa il aHTUBUPYCHOM 3aIUTHl cMapT(HOHOB U

IIAHIIETOB JOJIXKHBI q)YHKHI/IOHI/IpOBaTL IoJ yIipaBJICHUEM MOOMIIEHBIX

OcC:

Android 5 (Lollipop) u Bbime

MporpammHble CpeacTBa aHTUBUPYCHOM 3aLLMTbl CMApPTPOHOB O/KHbI

obecneunBaTtb cneayowyo GYHKLMOHANIbHOCTb:

BO3MOXKHOCTh IPOBEICHUS ayIuTa 0€30IaCHOCTH YCTPOHCTBA C
reHepanuen oTyera;

TIOCTOSTHHASL 3alIUTY (aiiioBoi cucTeMbl cMapT(hOoHa, IIAHIIETa;
IpOBEpKa BCEX MPMIIOKEHNH, (DaiiyioB, Marmok u KapThl HAMATH B PEXXHME
pearbHOr0 BpEMEHY;

HpoBepKa 0OBEKTOB (HaIOBOI CHCTEMBI, HAXOAAIIMXCS Ha cMapTdoHe
WIM Ha NOAKIIIOYEHHBIX KapTax paclIMpeHus IaMATH, 10 TpeOOBaHUIO
H0JIb30BATENS U 110 PAaCIMCaHUIO;

HaJISKHOE N30JIMPOBAHUE 3aPKEHHBIX 00BEKTOB B KAPAHTHHHOM
XPpaHWIHILE;

OOHOBJIEHUE AHTUBUPYCHBIX 0a3, UCIIOIb3yEMBIX IIPH IIOMCKE
BPEIOHOCHBIX IIPOTPaMM H yJaJICHUH OIACHBIX OOBEKTOB;
OsoKMpoBaHue HexenaTeabHbIx SMS 1 MMS coobmieHui;

KOHTPOJIb MPUIIOKEHUH ISl OTCIEKUBAHUS YCTAHOBICHHBIX
MIPUIIOKEHUH, OJIOKHPOBATH JOCTYII K ONPEeICHHBIM IPUI0KEHUSIM U
CHMJKaTh CTEHCHb PUCKA, NIPeyiaras Ioib30BaTelsIM yIaIATh
HEKOTOpBbIE IPOrpaMMBbl

3aJlaHie€ MUHUMAJIbHBIX YPOBHEH 0€30IIaCHOCTH U CIIOKHOCTH KOJOB
Pa30IIOKUPOBKHU DKpaHa;

yKa3aHHe MaKCUMAJIbHOI'O KOJIMYECTBA HEYAAYHBIX ITOMBITOK
Pa30IIOKUPOBKY;

yKa3aHHe MaKCHUMAaJIbHOT'O CPOKa AEHCTBUS AJIsl KOAa Pa30JIOKUPOBKU
JKpaHa;

HACTpOiiKa TaiiMepa OJIOKMPOBKHU 3KpaHa;

OrpaHUYUTH UCIIOB30BAHNE KAMEDBI.

3aIMUTa OT (PUIIMHTA: 3aIIMTA 0JIH30BATEIEH OT MOMBITOK MOJIYYUTh
napoiu, 0aHKOBCKHE JaHHBIE U MTPOUYI0 KOH(DHUICHINAIBEHYIO
nH(OPMALNIO HE3aKOHHBIMHU BeO-caliTaMHt, BBIAAIOLIMMU ce0s 3a
3aKOHHBIE

LEHTpP YBEJOMIJICHHH: IPEAOCTABIISIET CBEICHUS O Pa3HBIX COOBITUSX, O
IpUYMHAX UX HECOOTBETCTBHS KOPIOPATUBHBIM IMOMUTHKAM M O TOM KaK
3TY HECOBMECTHMOCTh YCTPaHHUTh

3alTa OT KpaXku U yrepu cMapTdona. ObecreunTs BO3MOXKHOCTD
yIaJeHHOH OJOKHMPOBKH MOOMIIBHOTO YCTPOWCTBA;

BO3MO)KHOCTh MCTAHIIMOHHO YJAJINTh HHGOPMALIMIO cO cMapT¢oHa;




BO3MO)KHOCTh ONpENEINTh AoBepeHHyto SIM-kapry;

aBTOMAaTHYECKas CKpbITasi OTIIPaBKa yBEJIOMIICHUs mocpeacTBoM SMS-
COOOIIEHMSI, C TPESAYIPEKACHUEM 00 UCIIOIB30BAHUU HE JIOBEPEHHOM
SIM-kapre. Tak e cooOIIeHNE TOKHO BKITFOYATh HHPOPMAIIHIO,
HEOOXOMMYO TSl MACHTU(DHUKALIMH 3TIOYMBILIICHHUKA: Tele(hOHHbIH
HoMep Tekyieit SIM-kapTel, Homep IMSI u Homep IMEI Tenedona.
pacUIMpeHHbIN cOPOC 10 3aBOACKUX YCTAaHOBOK: BCE JOCTYITHBIC HA
YCTPOWCTBE JIaHHBIC OYAYT yIaJieHbI (3aroIOBKU (haljioB OyayT
yHHYTOKEeHBI). Kpome Toro, Ha TenedoHe OyIyT BOCCTAHOBIICHBI
3aBOJICKAE HACTPOUKH I10 YMOIYAaHUIO

BO3MOXKHOCTb BKITFOUUTBH CHpeHY:I10TepssHHOE yCTPOHCTBO OJIOKUpPYETCsI
Y HauMHAET M3/1aBaTh OYEHb IPOMKHI 3BYK, JIa’Ke €CJIH 3BYK Ha
YCTPOWCTBE OTKIIFOUEH

Hasnnurie BCTpOCHHOr0 areHTa aMHHHUCTPHPOBAHUSI AHTHBUPYCHOT'O
nporpamMmHoro obecriedenust (AIIO)

Cucremubie TpeboBanus: Onepaimonnas cuctema: Android 5
(Lollipop) u 6osiee mo3mHKe Bepcun. Pa3pelieHne ceHCOPHOTO
skpana: 480 x 800 mxkc. [Tporieccop: ARM ¢ Habopom
uHCTpyKIuit ARMV7 wmm x86 Intel Atom. CBoGoaHOE MecTo st

xpaHeHus naHHbIX:20Mb.

TpebGoBanus k cucteMe ynpaBjieHHs AHTUBUPYCHOM 3a1llIMTOM

[IporpaMMHBIE CpeAcTBa YIIPABICHUS I BCEX 3aIUIIAEMBIX PECYPCOB

JIOJDKHBI 00€CIIeUHBaTh PEaTU3alliIo CICAYIONMX (HYHKIIMOHAIBHBIX

BO3MO)KHOCTEH

MacIITabupyeMoe peleHre: MaclITaOupOBaHUE TPOU3BOAUTCS 3a CUET
HCIOJIb30BAHMS IIPOKCH CEPBEPOB
NHTepdec aHTUBMPYCHOrO NPOrPaMMHOro obecneyeHns LOKeH

obecneunBaTb NOALEPHKKY CEHCOPHbIX 3KPAHOB M 3KPAHOB C BbICOKUM
paspeleHnem;

IIpokcu- cepBep - KOMIIOHEHT JJif o0ecriedeHUsI BBICOKOM
MacmTabupyeMOCTH PEIICHUS M YMEHBIICHUS Harpy3KU Ha [IEHTPATbHBIA
cepBep aAMUHUCTPHPOBAHUS

HaJIMYUe HHCTPYMEHTA ISl OOHAPYKEHHSI HEM3BECTHBIX KOMIIBIOTEPOB,
OCYIIECTBISIIOIMK aBToMarndeckuii mouck [IK B mokanbHOM cetn, 6e3
HEOOXOIMMOCTH OCYLIECTBIISATH UX PYyYHOU TIOMCK M J0OABIICHNE;
[IEHTPaJIN30BaHHAS yCTAaHOBKA/OOHOBIIEHHE/ yIaJIeHNE TTPOTPaMMHBIX
CpEICTB aHTUBHPYCHOH 3aIUTHI, HACTPOUKH, aIMUHACTPUPOBAHHUS,;
LIEHTPaJIN30BaHHEIA cOOp HH(POPMALINK U CO3TAHUE OTYETOB O
COCTOSIHUM QaHTUBHPYCHOMU 3aIllUTEI;

3alIMIICHHOE COCMHEHNE MEKTY CEPBEPOM U KIIMEHTOM;

HpOrpaMMHBIE CpEJCTBA LEHTPAIN30BAHHOTO YIPABICHUS IOJDKHBI
umerb WEB koHcons st ynpaBnenwst u GOpMUPOBaHHS OTYETOB;
[IEHTPAJIM30BAaHHOE YIIPABICHHE MOXET OCYIIECTBIATBCA C JII00Oro
yctpoiictBa uepe3 Web - 6paysep;

CO3/[aHHE OTYETOB B HATJISTHOM IrpauecKoM BUJIE;

9KCIOPT JIOTOB U 0T4eTOB B popmaret HTML, TXT, CSV, PDF;
HanUuue Moyis moaaepxku SIEM;

npenBapuTeNbHas HACTPOWKA IMOJUTHUK JUIS TPYII MM KIIMEHTOB
(mpodpuTr OOHOBIICHMIA, 3aNpelIeHHbIC CAThI, PACIIUCaHHE
TUIAHUPOBILMKA U T.JL.);




BO3MO)KHOCTb OTTIPABKH COOOIIEHUH, KaK HA MOOMJIbHBIE YCTPOMCTBA,
TaK ¥ Ha MEePCOHANbHBIE KOMIIBIOTEPHI;
BO3MO)KHOCTh YAAJICHHOT'O CO3JJaHHUs )KypHalla ayIuTa 0e30acHOCTH C
MOOUJIBHOTO YCTpOICTBa
BO3MO)KHOCTB YCTaHOBKH TTOJTb30BATENECKUX MPUIIOKEHHIA;
HaJIU4ue Ppa3siInYHbIX BapHaHTOB YCTaHOBKH arc¢HToB
AJIMUHUCTPUPOBAHUA KJIIMEHTCKOM YacTH AHTUBUPYCHOI'O IPOrpaMMHOI'O
obecrieueHus Takue Kak:

YIOAJIEHHO WJIN JIOKAIBHO :

- Push ycranoBka,

- YcraHoBka uepe3 e-mail,

- YcTaHOBKa C NPUMEHEHHUEM ChEMHOIO HOCHUTEINS , HAallpuMep
USB,

- JIokanbHas yCTaHOBKA;
HaJIN4YHUEC BO3MOXHOCTH aBTOMaTHYECCKH BBI6I/IpaTB COOTBGTCTBYIOHII/II\/'I
YCTaHOBOHHBIﬁ MaKeT areuTa AJIs1 ONCpalvOHHBIX CUCTEM UJIKM B PyYHOM
pexUMe.
HACTPOIKa IMOJUTHK OE30ITACHOCTH ISl KITHEHTOB;
BO3MOXHOCTB IIEHTPAITM30BAHHO IMTOCMOTPETH OOTIYI0 HHPOPMAITHIO O
cocrostand 11K, 00 yCTaHOBIEHHBIX MPHUIIOKEHUSX, CITy>K0aX, CETEBBIX
IMOAKIIIOYCHUAX U T.A. C BOBMOXXHOCTBIO OTCIIC)KUBAHUA H3MEHEHUH U NX
ABTOMATUYCCKOI0 CPAaBHEHMS C ITOMOIIBI0 CHUMKOB 110 BPpEMECHHOMY
HWHTEPBAIy, a TaK )K€ BO3MOXHOCTb BHCCCHUS H3MeHEeHnH (OCTaHOBKa
MIPOIIECCOB U JIpaliBepOB, yIalleHue U BOCCTAHOBIICHHE 3aITiceil peecTpa
1 CUCTEMHBIX (haliJIOB) BOCCTAHABIIMBAIOIINX KOPPEKTHYIO paboTy
CHCTEMBI;
BO3MOXKHOCTh YAaJICHHOT'O 3aITyCKa OMPEIeICHHOr0 CIICHAPHS Ha
KOHEYHBIX KJIMEHTaX, MPEIHA3HAYEHHOTO IS yAalICHU s/ U3MEHECHUS
KPUTHYIECKUX 00HEKTOB CUCTEMBI.
oTcyTcTBHE HeoOxonuMocTu nepesarpysku [1K mocne ycranoBkn
CHCTEMBI YIPABJICHUS aHTUBUPYCHOH 3aI[UTHI;
ABTOMATH3UPOBAHHOE OOHOBJICHUE IMTPOrPAMMHBIX CPE/ICTB
AHTUBUPYCHOMW 3allIUThI U AaHTUBUPYCHBIX 0a3;
BO3MOXKHOCTh IMIPOU3BECTH OBICTPHIN OTKAT OOHOBJICHHUI CUTHATYPHBIX
0a3 JUIs OTAENBbHBIX KOMITBIOTEPOB HITH TPYIIIT;
JIOCTaBKa OOHOBJICHUI Ha paboure MecTa MOoNb30BaTeNel cpa3y mocie
WX TIOTYYCHUS;
[CHTPAJU30BAHHBIN KapaHTHH;
BO3MOXKHOCTh CO3/IaHUS TPYIII YIIPABISAEMbIX KOMITBIOTEPOB KaK
BPY4YHYIO, TAK H aBTOMATHYECKH Ha OCHOBE CTPYKTYpBI Active
Directory;
BO3MOXHOCTh CHHXpoHH3anuu ¢ Active Directory kak mo pacrnucanuro,
TaK ¥ BPYYHYIO;
ABTOMATHYECKUH MOMCK HE3AIUIIEHHBIX PA00YNX CTAHIUH C y4eTOM
TOIMOJIOTHHU CETH;
ayJIuT U3MEHEHHI B HACTPOWKAX CEepBepa MO YUETHBIM 3aIHCSM;
MOCTPOCHUE MHOT'OYPOBHEBON CHCTEMBI YIIPABIICHHS C BO3MOXHOCTBIO
HACTPOMKH poJjielt aIMUHUCTPATOPOB U ONEPATOPOB, & TaKkxKe hopm
IPEIOCTaBISIEMON OTYETHOCTH Ha KaXKIOM yPOBHE;
OOHOBJIEHHE MTPOrPAMMHBIX CPEACTB U aHTHBUPYCHBIX 0a3 U3 Pa3HBIX
HMCTOYHHUKOB, KaK 10 KaHaJlaM CBSI3M, TaK M HAa HOCUTENSIX HH(OpMaIHu;




MEXaHU3M OIOBEIICHUS O COOBITUSAX B pa0OTE YCTaHOBJICHHBIX
TIPWIOKEHHUI aHTUBUPYCHOM 3aIlUThI U BO3SMOXKHOCTh HACTPOHKH
PACCBUIKH IMOYTOBBIX YBEIOMIICHUH O HUX;
HaJIMYUE CUCTEMBI Mepeayu 00pa3iioB BPEAOHOCHOTO KOJa BUPYCHBIM
JKCIIEPTaM aBTOMATUYECKH WIH BPYUHYIO;
BO3MOXHOCTb CO3JJaHUA JUHAMUYCCKUX I'PYIIIL, B KOTOPBIC
JUHAMNYCCKU 6yILyT BKIIOYATbCA KIMCHTCKUEC CTAHIIUU ITPU
COOTBCTCTBUH YCIIOBHUAM NAaHHBIX I'PYIIIL;
pa60Ta CO CTaTUYCCKMMU U TUHAMUYCCKNMU I'pylIiaMnu
pasIuYHbIC BapHaHTa YBEAOMJICHHUI aIMUHHCTPATOPa CETH ( I10 e-
mail,ucrionp3oBanre SNMP-noByIKH);
BO3MOYKHOCTB CO3JIAaHHUS PE3EPBHBIX KOIMUN COACPKMMOTO 0a3bl JaHHBIX
U HaCTPOEK CepBepa;
BO3MOYKHOCTh TIOJIKJIFOUEHHUS K KOHCOJIU CepBepa yAaJeHHOTO
AJIMUHUCTPUPOBAHUA C UCIIOJIB30BAHUEM JJOMEHHBIX UMCHHA
MOJIL30BATENS U ITAPOJIs;
aJIMHHUCTPUPOBAHUE cepBepoB U pabounx craniuii Windows,
Linux\BSD, a Tak ke pertenuii st 3anmtsl MoouasHbx OC (Android);
Hajnuue pyHKIuU npo0yxaeHus mo JokaasHoi cetn Wake on LAN
BO3MOXHOCTb aBTOMAaTUYCCKOI'o OIPEACIICHUA «KJIIOHUPOBAaHHBIX
MAIIMHY» C TOMOIIBIO CJIOKHOH JIOTUKYA 00HAPY)KEHHUS OTIICUYATKOB
000opyI0BaHUS.
HaJIM4Me MPOTOKONA JUIS PETUTMKAINY, ¢ ucnonb3oBanneM «PNSy (Push
Notification Service) u moaAEPKKOM MHOT0AIPECHBIX BbI30BOB JIJIS
WOL.
(yHKIMOHAN [Tl HHBEHTAPHU3AIUU 000PYIOBaHMUSL.
Haynuue pyHKIUU OBICTPOrO OTKITIOYEHUS UITH BKIIOUSHUS
YBEIOMJICHUI Ha BRIOPAHHBIX KOMITBIOTEpaX JJIsl PEPHIBAHUS WIN
BO300HOBJIEHHS] OOMEHa JaHHBIMH C CEPBEPOM aJIMUHUCTPUPOBAHUS
nmoxanepkka 6a3 manapix MS SQL, MySQL;
MporpaMMHBIE  CpEICTBa IEHTPATM30BAHHOTO YIPABJIEHUS MOTYT
ycranaBiuBatbest Ha Windows u Linux mratdopmbr
MPOTPpaMMHBIE CPENCTBA MOKHBI TOJJNEPKMBATh  YCTAaHOBKY Ha
oTKa3oycToituuBbie Kiactepbl Windows u Linux miardopm
cepBep yAaJeHHOTO a/IMUHUCTPHUPOBAHMUS MOXKET OBITh YCTAHOBIICH U
JOJDKEH TOZIEP’KUBATh OMEPallMOHHBIE CHCTEMBI
Windows Server:

o  Windows Server 2003 x86 SP2 /x64 SP2
Windows Server 2003 x86 R2 SP2 /x64 R2 SP2
Windows Server 2008 x64 R2 SP1/ x64 R2 CORE
Windows Server 2008 x86 SP2 / x64 SP2
Windows Server 2012 x64 / x64 CORE
Windows Server 2012 x64 R2 / x64 R2 CORE
Windows Server 2016 x64
Windows Server 2019 x64
Microsoft SBS 2003 x86 SP2 / x86 R2
Microsoft SBS 2008 x64 SP2
Microsoft SBS 2011 x64 Standard / x64 Essential

O OO0 O OO OO0 O0O0

o Ubuntu 12.04 LTS x86 Desktop / Server
o Ubuntu 12.04 LTS x64 Desktop / Server
o Ubuntul4.04. LTS x86 Desktop / Server
o Ubuntu 14.04 LTS x64 Desktop / Server
o RHEL Server 6 x86 / x64

o RHEL Server 7 x86 / x64

o CentOS 6 x86 / x64




CentOS 7 x86 / x64
SLED 11 x86 / x64
SLES 11 x86 /x64
OpenSUSE 13 x86 / x64
Debian 7 x86 / x64

o Fedora 19 x86 / x64
IIporpamMmHBIE cpencTBa LIEHTPAIU30BaHHOTO YIIPABICHUS,
MOHHUTOPHHTA U OOHOBJICHUS JIOJDKHBI (DYHKIIMOHUPOBATh Ha
BUPTYaJbHBIX MIaTGOpMax CISIyIOUINX BEPCU:

o VMware vSphere/ESXi (Bepcuu 5.0 1 HOBee)
VMware Workstation (Bepcuu 9 1 HOBee)
VMware Player (Bepcuu 7 1 HOBee)

Microsoft Hyper-V (Server 2012 u 2012 R2)
Oracle VirtualBox (Bepcuu 4.3.24 1 HOBee)

O O O O O

o
o
o
o

Hanuuue BbIAETIEHHOTO MPOrpaMMHOTO UHCTPYMEHTA JUIsl YIIPaBJICHUS

JIMIICH3UAMMU. Cero INOMOIIBIO MOXXHO OTCJIC)KHBATH JIMIICH3HH,

AKTUBUPOBAHHBIC MOAYJIN U CBA3aHHBLIC C JIMLICH3UAMU CO6I)ITI/I$I, TaKHue

KaK OKOHYaHHEe cpoKa JIeHCTBUS, UCIIOJIb30BaHKe U aBTopu3anus. Pabora

C MHCTPYMECHTOM 11O pa3HbBIMHA POJISIMU KaK BJIAJCIICH JTUICH3UH UM KaK

aJIMMHHUCTpATOp 0€30MacHOCTH.

Bo03MOXHOCTB BBITIOIHATD CIAEAYIONINE ASHCTBUS:

IPOCMaTpUBaTh COCTOSIHUE JIMLIEH3UN B PealbHOM BpEMEHU;
OTCIICKHUBATh OT/AEIbHBIE YCTPOUCTBA (M MPU 3TOM HX
OTKJTIOYATh);

HACTpPauBaTh YBEIOMJICHHUSI, CBA3aHHbBIE C COOBITUSIMU JINIEH3UU;
XPaHWUTH JINIICH3UW OJTHOBPEMEHHO B CTApOi U HOBOH opMax B
CMEIIaHHBIX CpeJlax;

00OMEHHUBATh KITIOYM JIMIEH3UN Ha COOOIICHUSI 3JIeKTPOHHON
MOYTHI U MAPOJIH, C TOMOILBIO KOTOPHIX TAKXKE MOMKHO
aKTUBHUPOBATH IPOTPAMMBI;

Ha3Ha4yaTh HECKOJIbKO JIMIEH3UI HA OJTHY YYETHYIO 3aIHCh;
pazpeiiaTth APYruM JIMlaM UCTIOTIb30BaTh JIMIEH3UN
(aKTHBUPOBATH HX);

HACTpauBaTh yBEIOMJICHUS I O0Jiee YA0OHOTO OTCIICKUBAHUS
COCTOSIHUS JINLICH3UH;

HaJIN4uc (1)YHKI_[I/II/I CUHXpOHH3alluU C CCPBEPOM
HOCHTPAJIN30BAHHOTO YIIPABJICHUA.

HaJIM4Me BBIJICICHHON YTHIIUTBI Il MUTPUPOBaHUs ¢ O6oee
pPaHHUX BEPCUH aHTUBHUPYCHOT'O IIPOTPAMMHOI0 0OECTIEYEeHHUs C
COXpaHEHHMEM HAaCTPOEK MOJUTUK U MHPOPMAITMOHHON 6a3bl
AKYpHAJIOB COOBITUH.

HaJIMYMe BBIJCNICHHONM YTMIIUTBI JJsl CO3/JaHUS JIOKAJIBHOTO
XpaHWJIMILA BUPYCHBIX CHUTHATYyp, 0€3 HCIOJb30BaHHs cepBepa
LEHTPAJIM30BAaHHOIO YIIPABJICHHUS.




HAJIMYUE BO3MOKHOCTH OpraHU3aIiH IBYX(haKTOPHOM
ayTeHTU(UKAIIUH T10JIb30BaTelIeii KOHCOJIH cepBepa
[EHTPATN30BaHHOTO yrpasieHus. [lognepxka 1ByxpaKkTopHOU
ayrentudukamuu Ui 10 noap3oBarenell KOHCOJIU cepBepa
LEHTPAIM30BAHHOTO yripaByieHud. [Ipu ucrnonb3oBaHuM TaHHOM
(YHKIIMOHATBHOCTH JJOJKHO OBITh MCIIOJIB30BAHO PEIICHHUE
IBYX(aKTOPHOH ayTeHTHU(PHUKAIIMHA TOTO e MPOU3BOANUTEIIS, UTO U
caM MaKeT aHTUBUPYCHOTO IPOrPaMMHOI0 00eCTIeYeHHUs.

HaJIM4YHUE€ BO3MOKHOCTHU JCaKTHBaIlUN J'II/IIICH?)I/If/'I Ha y3Jiax 4cpes3
CO3/IaHHe 3aJJaHUI Ha CepBepe YIPaBICHHS.

CepBuc 10NOJTHUTEIHHOT0 YPOBHS 0€30MaCHOCTH MPOAYKTOB JUIA 3aIUTHI
paboumx cTaHIMi, (GaiIOBBIX U TIOYTOBBIX CEPBEPOB C TIOMOIIBIO BCTPOCHHOI
MIECOYHHIIBI Ha OCHOBE TEXHOJOTHI MAIIMHHOTO 00YYEHUs ISl OOHAPYKEHUS
HOBBIX, PaHee HEU3BECTHBIX yIpoO3.

B cepBuce nomwkHa ObITh pealin3oBaHa cleayromas (yHKIHOHAIBHOCTD:

JleTexkTupoBaHME HA OCHOBE aHAJIN3A TOBEIACHIS
MamuaHOe 00yUIeHIe

O6HapyXeHue yrpo3 HyJIEBOTO JTHS
Bcerpoennas necoununa

CepBuc Ha OCHOBE TEXHOJIOTHI MAIIIMHHOTO 00yYeHUS ISl OOHAPYKECHHS
HOBBIX, paHee HEM3BECTHBIX YTPO3 IMOCTABIISETCS B COCTaBE PEUICHUS 110
AHTHBHUPYCHOM 3alluTe paOdounX CTaHIUi, (PaliI0BbIX CEPBEPOB JIOKAIBHON CETH
3aKazyMKa.

Hammawme MO ICPIKKH AHTUBUPYCHBIMH MIPOTYKTaMHU
JOTIOJTHUTEILHON (PYHKITMOHAIBHOCTH, aKTUBUPYEMOM OTIEIHHOM
nmunensuerd. CepBUC TpeAHA3HAYCH [UIS TMPOIYKTOB TOTO JKE
IIPOM3BOJIUTEISI AHTUBUPYCHOTO OOECIICUCHHSI, YTO U CaM CEPBHLC.
CepBHC [OJDKEH aKTUBUPOBATBHCS W YIPABISATHCS W3 IICHTpPA
obecrieueHust 0€30MaCHOCTH CUCTEMBI.

CepBHC JOJDKEH TMOMICPKHUBATh pPabOTy C aHTHBUPYCHBIMHU
PEIICHUSIMH TI0 3alIUTe padOYnX CTAHIUH, (aiIOBBIX CEPBEPOB U
TIOYTOBBIX CEPBEPOB.

Jns paboThl C CEpBUCOM HEOOXOIUM TOJIKO TOCTYI B CETh
WHTEPHET, HUKAaKUX allllapaTHhIX CPEJCTB B CETH 3aKa3uuKa He
TpeOyercs.

CepBuc omKeH 00ecreunBaTh:

MHOTOYypOBHEBYIO 3alllUTy - HMETb HE MeEHee 3 Mojelel
MamHHOro oOyyeHus. Crucrema BBINOJIHACT paboTy ¢ 0Opa3amu
B BUPTYyaJbHOM cpefe WiM B necouHuue. CucremMa MOAEIUPYET
NOBEJICHUE  MOJb3oBaTenel, uroObl OOMaHyThb  0OOpa3Lbl
BPEJOHOCHBIX IIPOTPAMM U MCIOJIB3YET MOJEIY HEUPOHHBIX CETEU
Deep Learning a5 cpaBHEHUs MOBEAEHUS 00pa310B C OBEJACHUEM
BCEX U3BECTHBIX 00PA310B BPEJOHOCHBIX MPOTPAMM.

HertanbHblit 0030p - Kax bl n3ydaemslii 00paser oToOpaxaercs B
KOHCOJIM LIeHTpa 0e30MacHOCTH, TA€ HarigHO U yJOOHO
npejcTaBieHa JeTalbHas UH(QOpMaLus O ero XapakTepuCcTUKax U
IIPOUCXOKICHUH.




e Bpricokyro cKOpocTh aHanmM3a — IpenocTaBiATh aHanu3 90%
HEHM3BECTHBIX 00pa3llOB B TCUCHHE 5 MUHYT

e MoOOWIBHOCT, — HaJIM4YUEe BO3MOXHOCTH aHanu3a (ailiioB BHE
3aBHCHUMOCTM  OT  MECTOHAXOXKICHHUS  MOJb3oBaTeled B
KOPIIOPATHBHOM CETH HJIH 32 €€ TPEICTaMU.

e Hajmyme BO3MOXHOCTH OTHPAaBKH MOJO3PUTEIBHBIX (ailyioB
BPYYHYI0 WJIM aBTOMAaTHYECKH Ha OCHOBE KOH(HUTypanuu
HOJIUTHKH.

e Bo3MmoxHOCTh OTHpaBKU (HaliIOB BPYYHYIO U3 BEO-KOHCOJH
Lentpa oOecneueHust OE30MACHOCTH WM C  KIMEHTCKUAX
KOMIIBIOTEPOB C aKTHBHPOBAHHBIM CEPBUCOM.

e Bo3MmoxHOCTb yrpaBisaTh aAeicTBUsAMHU cepBuca uepe3 AP| Llentpa
obecrneyeHust 0€30aCHOCTU

e Hanuune BO3MOKHOCTH OTHpPaBKH OOJBIINX (ailiioB 00BEMOM 10
64 M6

e [lonnepxuBaeMbie THITBI (PAKIIOB ISl OTHPABKU Ha IMTPOBEPKY:

HoxymenTs! (.docx, .xslx, .rtfu ap.)

Ucnonusembie daitnel (daiinsl .exe, .dll, .sys u ap.)

JAR, LNK, REG, MSI, SWF u np

Cuenapuu (.bat, .cmd, .js, .vbs, .ps u ap.)

Ole2 - nmpu ucnoIb30BaHUM C TIPOYKTAMH IO 3AIIUTE MTOYTOBBIX

CEepBEpPOB

e .hta
e Hamuuue (QyHKIMOHAIBHOCTH MPEAOCTABICHUS OTYETa O
MOBEJICHUU TIPOBEPEHHOTO 00pasia, B KOTOPOM OyAET MPUBEIACHO
KpaTKOe OMMCaHUE TTOBECHUS HAa0JI01aeMoro oopasiia.
B Oruere o ¢aiiie qomwKHaA COAepKAaThCs CICAYOas HHPOPMAaLHs:

e Ums xoMIIbIOTEPA, OTIPABUBIIETO (Haiis

e ykazanue [loynb3oBarenss Ha  HCXOJHOM  KOMIBIOTEpE,
oTnpaBuBLIero (aiin. B HEKOTOPBIX ciydasix 3TO MOXKET OBbITh
CUCTEMHBI MOJIb30BaTEIb

e [IpuuunHa oTrpaBKu (aBTOMaTHYECKH, BPYUHYIO).

e ykazana Yactb o6uaka, mosryuuBiias gain

e Xem SHAI1 otnpasnenHoro gaiina.

e lms daiina u ero mouHb TyTh B (ailloBoil cucteme
OTIIPABUTEINEH.

e Pasmep aiina.

e Kareropus ¢aiina (tTun daiina).

e Hanuuue B oTuere mapametpoB: Cocrosinue u Craryc:

e CocrosiHMe O3HaAuYaeT TeKylllee cOCTosHUe (hailna B Imporecce
BBITIOJIHEHMSI aHAJIN3a
e Craryc o3HauaeT pe3ynbTaT aHajaU3a I[OBEICHUS WIIU
OTCYTCTBHE pE€3yJIbTaTa
e Hanuuue xateropum craTyca, IPHUCBOECHHOTO IIPOBEPEHHBIM
o0pa3iam, KOTopoe 0ToOpaxkaeTcsi B KOHCOJIM LIEHTpa yIpaBJIeHUs
WIH B OTYETE 10 00pasity:
e He 3apaxeno - Moaynu oOHapyXeHUsS HE WACHTHQUIUPYIOT
oOpaszell KaKk BpeOHOCHBIH.
e Ilopo3purenbnblii - Moayns OOHapYXEHUS ONPEIEITHI
nosejieHHe (aiisia Kak MoJO3pUTEIHHOE, HO HE BPEIOHOCHOE.




e BpenonocHslii - [loBenenue aitna cuntaercs BpeIOHOCHBIM.

e Hammune (QyHKIMOHAIBHOCTH PACHpPOCTPAHEHUS PE3yJIbTATOB O
NpOBEpeHHBIX (aillax ~ BO BCE MPOIYKTHI Ui OOECTIeYEeHUs
0€301aCHOCTH B KOMITAaHMH TOJb30BaTENIsl B TEUCHHE He Ooee
2 MUHYT

e Hammune (GyHKIMOHATBHOCTH NPEAOCTABICHHS CIHCKa O BCEX
nepenanHeix  (aimax B KoHconmb  lleHTpa  oOecmedeHus
0e3omacHOCTH.  MOKHO MpPOCMOTPETh CIUCOK OTIPABJIEHHBIX
(aiiI0B B BBIICIIEHHOM Pa3/iesie KOHCOJIN.

e Bo3MOXHOCTH HACTPOMKHM OTHpaBKH 00pa3LoB B KOHCOIM LleHTpa
oOecnieueHHs O€30M1aCHOCTH

e BoO3MOXHOCTb HACTpPOMKM HCKIIOYEHMM s 00pasloB H
HACTPOMKHU MOJUTHK JJIsl POTYKTOB 0OecrieueHus: 6€3011aCHOCTH B
koHcoJu LlenTpa oGecrnieueHus: 6€30MacHOCTH.

TpeOoBaHusi K 00HOBJICHHI0O AHTUBHPYCHBIX 0a3

OO6HOBIIsIEMBIC aHTUBUPYCHBIE 0a3bI TAHHBIX JOJDKHBI 00€CTIEYNBATh
peanuzanuio clIeayomux (yHKIIMOHATBHBIX BO3MOXHOCTEH !

® peann3oBaHa BO3MOXHOCTb CO34aHMA 3epKana oOHOBAEHUI ann
3KOHOMUK TpaduKa;

e 3epKano 0O6HOBMEHUI MOXHO co34aTb Ha itobom MK ceTn He 3aBMCMMO
OT MCNO/Ib3yemMoit onepaumoHHoi cuctembl Windows/Linux , 8 Tom
ymncae n Ha KoHeYyHoM paboyelt cTaHUMKM NPU oMoy AV-KaneHTa ¢
0b6nA3aTeNIbHbIM Ha/IMYMEM KaK MUHUMYM ABYX NyTel pa3gaym
obHoBneHui (HTTP u SMB), gns akTMBaLMK 3epKaia He A0/KHa
TpeboBaTbCA YyCTAHOBKA AOMNO/IHUTE/IbHbIX MOAYNEN, KaK Ha cepBep, TaK
1 Ha pabouyto cTaHuMIo;

®  TUMbl 06HOB/EHWI: 06HOBNEHWE B/l cUrHaTyp BUPYCOB, MPOrPaMMHbIX
KOMMOHEHTOB, 0bHOBNEHME A4Pa;

® MaKeTbl 0OOHOBNEHMA 3epKasia MOXKHO 3arpy*KaTb ABYyMA cnocobamu: no
npotokosy HTTP (pekomeHAyeTcs) U C NOMOLLbIO 0bLLEro ceTeBOro
aucka (SMB);

e 06HOBMEHMA MOXHO PACNPOCTPAHATb HA SNEKTPOHHbIX HOCUTENAX
nHpopmauum (FDD\CD\DVD\ USB-drive);

®  OCYLLECTBAAETCA NPOBEPKA LLESIOCTHOCTM U NOAJANMHHOCTU OBHOBNEHUI
CpeAcTBaMM 3/IEKTPOHHOM LMdpPOBOM nognumcu.

TpeGoBanus K IKCILIyATAIIMOHHOM JOKYMEHTALMHU

SKCHJ'IyaTaLII/IOHHaSI AOKYMCHTAIUA IJIs1 BCEX MPOrpaMMHBIX IPOAYKTOB
aHTI/IBI/Ipy0H0ﬁ 3alllMThI, BKIIIOYas CpEACTBA YIIPABJIICHUA, JOJ’)KHA BKIIKOYATh
JAOKYMCHTHEI Ha PYCCKOM S3bIKC, B TOM YHCJIC:

® PYKOBOACTBO IMOJIB30BATCIIA (a,Z[MI/IHI/ICTpaTOpa);

® PYKOBOACTBO AJIMUHUCTpPATOpa CpeacCTB YAAJICHHOI'O
AJIMUHUCTPUPOBAHUS.




I[OKYMCHTaHI/IH, MocCTaBIsieMas C aHTUBUPYCHBIMU CPCACTBAMHU, JOJIDKHA

ACTAJIbHO ONMCBLIBATH MPOIECC YCTAHOBKU, HaCTpOﬁKH 1 SKCILTyaTallin

COOTBCTCTBYIOLIICTO CPCACTBA aHTHBHPYCHOﬁ 3alllUThI.

TpeﬁoBaHm{ K TeXHHYECKOH MOAAECPIKKE

Texuuueckas moaaepkKa aHTUBUPYCHOTO MIPOTPAMMHOT0 00€CIIey CHHS
JOJDKHA:

OPEIOCTABIATECS  HAa  PYCCKOM  sI3BIKE  CepTH(UIMPOBAHHBIMU
CTHEUAINCTAMI POU3BOAMTEINSL CPEICTB AHTHBUPYCHOW 3allIUTHl HA
BCE TEppUTOpUM CclieAylolux cTpaH: Poccuiickas @enepauus,
Pecmybnuka  Kaszaxcran, Pecmybmmuka — Bemapycsh,  Kuprusckas
Pecnyonuka, PecnyOnmuka MongoBa, PecnyOnmuka TamkukucTas,
PecnybOnuka Y30ekucraH, KpyriioCyTOYHO 0€3 MPa3IHUKOB U BBIXOTHBIX
(24x7) mo anekTpoHHOH mouTe U uepe3 MHTepHeT, a Takke 1o Tenedony;
Web-caiit npousBoanTens A3 H0DKEH OBITh Ha PYCCKOM SI3BIKE, NMETh
CIIEUUAIBHBIM  pa3zieN, TOCBALIEHHBIA TEXHUYECKOW TOJAEPKKE,
MIOTIOJTHSEM Y0 0a3y 3HAHUN M PYCCKOSI3BIYHBIN QOpyM.

Cpok okasaHus ycnyru

B Teuyenune 730 gHen

Coctaeun: HavanbHuk otaena VKT n OUb Hacpynnaes A.M.




