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1. Onucanue ycJryru

OrasaHLIe ycJryr rro aKTLIBaII]Irr [oA[r{coK, Ha o6nonreuue cepBucos 6esonacHocrr.r u [poArenr{e
TexHllqecKofi no4AepxKl,I u KoMIIJIeKca uuQopuaquosuofi 3arrlr.rrbr KoHeqHbrx noJrb3oBareleft, cporou ua 1

roA) An, Arquouepuoro KouueptrecKoro Basxa <YsArpoSrcuoprBaux>i.

2. I{e.nr upuo6pereHrrfl yc.rryr

O6ecneqeuue neo6xoAr.rMoro ypoBHfl ceresoft 3arrlr.rrbr uu (f oplraq uu 6 asxa.

3. OcnonaHlre AJrs peaJrlr3all[[ [poeKTa, B paMKax Koroporo [pon3BoArrrcfl 3ar(y[Ka

Teryque rpor{3Bo.qcrBeHHbre norpe6uocrrE AKB (y3A|POSKCIIOPTBAHK).

4. CnequQrrrcarlrrfl upuo6peraeruoft ycJryrr

4.1 [IepeueHr o6opyaoBaHrrq

B cocraB KoMnJIeKca cereeofi 3arrlrrrbr r.rn$opuaqrau AxquouepHoro KoulrepuecKoro Bauxa
<Y:Arpo3rcnoprEaux) BxoArr cnenyrcur4e npo.qyrrbr KoMrraHr{r.r Fortinet:

llepevucleuuoe o6opyAoBaHr,re ycraHoBneHo B ronoBuolr o$uce AKE <YsArpo3xcnoprBanr> B ropoAe
Tarurenr.

4.2 Cocras ycJlyr [o aKTlrBaurru rroArrrrcon Ha o6uonreuue cepBrrcoB 6e:onacnocru.

Ycnyru ro aKrI{BaIIuu noAnl4coK Ha cepBr4cbr 6esouacHocrn (Unified Threat Protection (UTP)) u
npoAneHlre rexHllqecKofi no4gepxxr.r (FortiCare Contract) o6opyAoBaHru Fortigate-201E n FortiAnalyzer-
200F, AoJrxHbr colepxarb e ce6e cneAyroque no3rrur4r4:

Tpe6onanus K TexHrrqecroft rroAAepxKe o6opyaon ar.ilfl

llotgepxra AoJIxHa yAoBJlerBoprrb ypoBHro Standard Support or rpor,r3BoAureirfl o6opygonauua.
Ilpuerra 3alrpocoB u o6ecneqeHue peaKrlr{r{ Ha r.rHrlr.rAeHTbr AonxHbr npor.r3Bo Aurbcs. B pexr,rMe 24x7 (24
uaca,7 AHefi s ue.qenro).

Ilpuerra 3anpocoB AoJIxeH ocyIqecrBnrrbc, no upauofi rereQounoit fiuuttu, aApecy erexrponuoft
[oqrbr lu6o uepea nnqurrfi ra6uuer na cafire [por.r3BoAr.rrenr o6opyAoBaHr,rff.
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KaxAoe o6paqenue AonxHo Snrcuponarbcs B perficrpaqlloHHoit 6aze cl{creMbr rexnnqecrofi

rrogepxKla npoLI3BoAI,ITeJL[ o6opyAoBaHl'Ifl .

Kor[.recrso o6paueuufi n c.uyx6y roAAepxKLI He AonxHo orpaHl'IqlrBarbcfl.

Ycryrn no nacrpoftKe r.r BBoAy B orcnrlyarallulo WAF (web-application firewall)

Cporu aKTI{BaIIu[ ycJryr

llepuoA, Ha Koropbrft axrunupyrorc, rroAnI,IcKH na o6uoereHlIe cepBucon 6egonacHocrl{ ArL

KoMrrJreKca ceresofi 3arrlrarbr ransoprnraqura Fortinet - 12 MecqueB. Cpot<, B rerIeHI'Ie Koroporo

aKTI4BI,IpyrcTc, ycnyrlr - 10 ralrenAapHblx Anefi.

5. CnequQura\vflcrrcreMr,r unQopuaquonHofi 3alrlrrrbl KoHqeHbIx rloJrb3oBarenefr.

O6utue rpe6onanun

Koruqecrso: 101 [oArIIrcKa.

Cpor aKTIrBaIIuu rloArrucorc: 12 ruecqqen.

AnrunupycHble cpeAcrBa AoJIxHbI Bxrloqarb:
> nporpaMMHbre cpeAcrBa aHrrrBrrpycHofi sarqurbl Arq pa6ounx cranqufi Windows;

> rporpaMMHbre cpeAcrBa aHrr{Br,rpyurofi sauurbl AJIx pa6ounx ctanqufi MacOS;

)) nporpaMMHbre cpeAcrBa aHTr,rBrapycHofi 3arrIHTbI An, pa6ovux crauqnfi r cepBepoB Linux;

) [porpaMMHbre cpeAcrBa aHTr{Bupycuofi salqutbl Ans Safinoeux cepBepoB Windows;

) nporpaMMHbre cpeAcrBa aHTr.rBrlpycHofi salqurbl Anfl uo6ulrHux ycrpoftcrn (cuapr$oHoB I'I

unanueron);
> [porpaMMHbre cpeAcrBa UeHTpirnr,r3oBaHHoro ylpaBnenlrq, MoHI'ITopvIHta],1- o6noueHur;

>> o6uosn.fleMble 6agrt Aauublx clllHaTyp BpeAoHOcHbIx [porpaMM I4 aTaK;

)) 3KC[nyaraIII{OHHyIO AOKyMeHTaUurc Ha pyccKoM q3blKe.

Ilporparrarranrrfi uurep$efic ncex auTr4Br4pycHblx cpeAcrB, BKrroqaq cpeAcrBa yrIpaBneHI{.,I, AoJIxeH 6srrs na

pyccKoM u aurlzficxoM q3blKe.

Baa urrrurpycHbre cpeAcrBa, BKrloqas cpeAcrBa ynpaBneHldfl, AoJIxHbI o6laAarr xonrercrsofi

cflpaBoqHofi cucreuofi Ha pyccKoM u anuuficroM q3blKe.

Tpe6onanufl K rrporpaMMHbrM cpeAcrBaM aHTrlBlrpyurofi raulurbl AJrfl pa6outlx cranqufi Windows

llporparyrrraHbre cpeAcrBa aHTr.rBr{pycuofi 3arrIr.ITbI AoJIxHbI QynrquoHlapoBarb Ha KoMnblorepax,

pa6oiaroru[x 11oA yrrpaBneHr4eM orreparluonsofi cucreMbl glx pa6ouux crauqufi cJleAylouux nepcrafi:

o windows 7 Home / Professional / Enterprise (32 I 64-pazptaaat);

o Windows 8 Professional / Enterprise (32 I 64-pazptsaas);

o Windows 8.1 Professional / Enterprise (321 64-pazpn'tnas');

o Windows 10 Home lPro lEducation / Enterprise (32 I 64-pnpxsHar).

B nporparraMHoM cpeAcrBe aHTr.rBr{pycnoft sarqplrbl AonxHbI6snr pea-nu3oBaHbl cneAylou[e

SynxqraoualbHble Bo3MoxHocrI,I :

o oHTr{Br{pycHoe cKaHr{poBa]FlLrflB pexrrMe peanbHoro BpeMeH[I I4 [O 3arlpocy I'I3 KOHTeKCTHoTo MeHIo

o6rerra;
O ATTTHBI{PYCHOE CKAHI4POBAHI,IE NO PACIII4CAHI'Irc;

. aHTuBupycHoe cKaHI{poBaHHe rIoAKJIroqaeMbIx ycrpoftcrn;

o gBpr4crr,rLrecKoro aHanl,I3aropa, no3BoJlrrouero pacllo3HaBarr u 6loxupoBarb paHee HeI'I3BecrHLIe

BpeAoHocHbIe flpofpzlMMbl;

o n e fi rp al v3ar\uvt leitcrsuir aKTIr BHo ro 3 ap axeH I{fl ;



. aHaJII'I3a [OBeAeHlIs npLIJIoxeHI,L ]I npol{3BoALIMbIx HM AeficTBr.rfi B cr.rcTeMe An.'I BbrflBJreHr.rfl rr ero
BpeAoHocHofi aKTr.rBHocrt4H o6uapyNerurr HecaHKrlr.roHr.rpoBaHurx 4eficrnnfi;

. aHaJIH3a o6paIqeHuft x o6uluu [aIIKaM r.r (faftnavr Ars BburBreHr.r.s [orrbrrox ruu$porlalns.
3arquuaeMbrx pecypcoB AocTyrrHbrx no ceTr.r;

o 6loxltponxa 4eficrnufi npe4onocHbrx rrporpaMM, Koropbre r,rc[oirb3yror ys3Br.rMocrr{ B

nporpaMMHotrl o6ecnerreHHl,I B ToM tII{cJIe 3aIrII,ITa naMflTLI c?IcreMHblx rlpoqeccoB;
. orKar Aeficrsufi BpeAoHocHoro nporpaMMHoro o6ecne.reHufl rrpu JrerreHilrr, B ToM qvtcile,

BoccraHoBJreHr{e 3arrru$ponanurrx, BpeAoHocHbrMr.r nporpaMMaMu, $afilon;
. orpaHLIqeHI{q nprBlareruft (sarucr B peecrp, Aocryn r Saftlau, ranraM r,r ApyraM rrpoqeccaM,

o6parrleuue K nnaHLIpoBIrII,IKy 3aAaq, Aocry[ n ycrpoficrBaM, r.r3MeHeHHe rrpaB ua o6sexru r{ T.A.)

.qn, ilpoqeccoB I,I [pl{noxeHuit, pluuav,urlecKll o6HosrseN.rble Hacrpar,rBaeMble cnrrcxr,I npuloxenufi
c olpeAeJreHr.reM ypoBH.s AoBepr{r;

o o6ra'{uofi salqutrr or HoBbIx yrpo3, no3Bonflrorqefi upuroNeHr,rro B pexr,rMe peanbHoro BpeMeHr,r

o6panlamcs K pecypcaM npor{3BoAr4TeJr.s, An, noJryrreHr.r, BepArrKTa rro 3arrycKaeMoft nporpauue
wrm Saiury;

. aHrl,IBupyurofi npoBepKl{ rI JleqeHr,r{ (faftnon B apxr.rBax cJreAyroq}rx Qoprvraron: RAR, ARJ, ZIP,
CAB, LHA, JAR, ICE;

. 3aIIILITbI SneKTpoHHofi noqrrt or BpeAoHocHbrx nporputMM c flpoBepKoft nxoA.silIero u ucxoArrrlero
rpaQura, nepeAzlroIqerocfl no cneAyrour.rM nporoKoJraM: IMAP, SMTP, POP3, MAPI, NNTP;

o (punrrpa [oqroBbrx nnoxenuft c Bo3MoxHocrbro neper4MeHoBaHLtfl. r{nr{ yAaneHus.3a1al*brx rr.rrroB

Qafinoe;
. rlpoBepKy cereBoro rpaouxa, nocrylarcqero Ha KoMnbrorep [oJrb3oBareJrs IIo flporoKonaM

HTTPS (SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2), HTTP, FTP, B roM trr.rcrre c noMorrrbro
oBpLICTLIqeCKOTO AHaJtvt3A, C BO3MOXHOCTrTO UaCtpOfiXu AOBepeHHbrx pecypcoB r.r pa6orofi n
pexr,rMe 6noruponx u yrlrvr crarr,rcrr.rrr{ ;

o 6loruponry 6anuepoB Lr BcrrJrbrBaroq[x oKoH Ha 3arpyxaeMux Web-crpaHr.rqax;
. pacno3HaBamkrs. u 6loxuporxy $rnuruutoBbrx l{ He6esouacusrx cafiron;
o BcrpoeHHoro cereBoro SKpaHa, rro3BoJlgloqefo co3AaBarb cereBble naKerHble npaBr,rna H cereBbre

[paBI,IJIa Anfl nporpaMM, c Bo3MOXHOCTbTO KaTeropr.r3arlr.rH CeTeBbrx cerMeHToB;
o 3aITILITrI or cereBblx araK c LlcrroJrb3oBaHr,reM rrpaBun cereBoro gKpaHa Ans nplrnoNeuufi u [oproB

B BbrqucJu,ITeJrbHblx cergx mo6oro rLfia;
. 3aIrII4TbI or cereBblx ylpo3, Koropbre Hcrroirb3yror ys3B[rMocru s ARP-[poroKoJre AJrfl noAAeJrKr.r

MAc-a,4peca ycrpofi crna;
. KoHTponb cereBblx floArflroqeuuit runa ceresoft Mocr, c Bo3MoxHocrbro 6lornponxu

oAHoBpeMeunoft ycraHoBxr.r HecroJrbKlrx cereBbrx no4uro.reuufi ;

o co3AaHrL crreqplaJlbHblx rIpaBuJI,3anpetqarcIr1ux unrr pa3perflarcuux ycrarrotxy ulutru 3anycK
lporpilMM Ans Bcex uilu LIts, o[peAeJreHHbrx rpyilr rroJrb3oBarelefi (Active Directory ulu
JIoKaJIbHbIx noJlb3oBarenefi/rpynn), xounoneHT AonxeH KoHTpon[poBarb [punoxeHlu KaK tro
nyrll HaxoxAeHLL nporpaMMbl, MeraAaHHrru, cepru$r,rKary r.rJrr,r ero orlerrarKy, nonrpomuoft
cyMMe, TaK I4 no 3apaHee 3aAaHHbrM Kareropr4rM npuJroxeHr{ft, npe4ocraBJr.fleMbrM

npoI43BoALITeJIeM rlporpaMMHoro o6ecuerreHr.rr, KoMrroHeHT AoJrxeH pa6orarr B pexr4Me rrepHoro

ulu 6eloro crrr4cKa, a raKxe B pexr{Me c6opa crarr,rcrraKr,r u.uu 6lorupoBKr.r;
. KoHTponx pa6oru [oJIb3oBareJL c BHeIIIHLTMT{ ycrpoficrnaMz ssoAa/BbrBoAa rro rr{ny ycrpoficrna

uluttu ncnonmyeMofi muHe, c Bo3MoxHocrbro co3AaHr{, c[]rcKa AoBepeHHbx yctpoficm no ux
Lr4euru$uxaropy I4 Bo3MoxHocrblo [peAocraBile[us. [pr,rBHJrerufi A:[s ucnoJrb3oBaHr.r.f, BHerrrHHx

ycrpoft crn onpeAeneHHbrM rroJrb3oBareJr.rrM ras Active Directory;



o ynpaBJreHr,r, MTP ycrpoftcrBaMukr HacrpoftKr.r flpaBr,rn Aocryrra K ycrpoficrBaM 3Toro rr.rra AJI,
Bcex rlJrr,r AJrfl rpyflfl [oJrb3oBarenefi (Active Directory r.rJrlr JroKaJIbHbIx [oJlb3oBarenefi/rpynn), n

paMKax KoHTpon, ycrpofi cm;
. 3arrncu B xypHaJr co6urnft o 3anlrcu vlulnuylLanenlzu Safinon Ha cbeMHbrx ALIcKax;

. HrBHaqeHr,re [ppropr.rrera Anfl rrpaBr,rJr Aocryna r ycrpofictBaM c (paftnonofi cucreuofi;

. KoHTpoJUr pa6oru noJrb3oBareJu c cerbro I4urepuer, B ToM tII4cJIe Ao6auenr.rr, peAaKTI,IpoBaHLL

rareropufi, BKJrroqeHr,re rBHoro 3arrpera r.rnlr ptBperxeHrlfi Aocry[a K pecypcaM orlpeAeJleHHoto

coAepxaHr.rfl, KareropuIl co3AaHHoitn AnsavurrecKr.r o6uoerser,Ioft npouenoAl{TeJleM, a raKxe rLI[a
uuQopuaquu (ayguo, Br.rAeo r.r Ap.), [o3Borsrb BBoAI{Tr BpeMeHHbIe pIHTepBanbI KoHrpon.,I, a raKxe

HirHaqarb ero roJrbKo o[peAeJreHHbM rIoJIb3oBareJIrM r,Is Active Directory;
. 3arqI,ITbI or araK ruua BadUSB;
. 3arrycK cnequanbHoft saAaqr,r 4nr o6napyxeHr,r, yr3BraMocreft n nprloxeHl{flx, ycraHoBJIeHHbIx Ha

KoMrrbrorepe, c Bo3MoxHocrbro rrpeAocraBJreHr,r, orqera no o6napyxeHHblM ys3BLIMocrrM.

. 3AIII}ITbI OT YAANEHHOTO HECAHKUI4OHI,IPOBAHHOTO YIPABJIEHI,I' CEPBI,ICOM IIPrINO){(EHI,Ifl, A TAKXE

3arrlr,rra Aocryfla K flapaMerpaM IIpI,InoxeHll c [oMoIrIbIo rlapoJlr;
. yrrpaBireHr.r, rapaMerpirMr,r Kaspersky Endpoint Security qepe3 AoBepeHHbIe rporpaMMbl

yAaneHHoro a,qMil HlIcrpLIpoBaHI4r;

. ycraHoBKH ToJrbKo nu6panuux KoMloHeHToB nporpaMMHoro cpeAcrBa aHTI.IBI,Ipycgoft 3aqurui

. ueHTpuurr{3oBaHHoe yilpaBneHr4e BceMr.r BbrrrreyKa3aHHbIMI,I KoMIIOHoHTaMTI C nOMOITIrIO eAuUOfi

cHcTeMbr ynpaBneHr.rs ;

. 3anycKa gallaq Iro pacfl?rcaHuto uluttu cpa3y flocJre 3a[ycKa npunoxeHl4r;
o ru6roe ynpaBJrenr{e ucrroJrb3oBaHr.reM pecypcoB KoMlbrorepa Lr.s o6ecne.IeHua rovr$oprnofi

pa6orrr rroJrb3oBarelefi npr BbrnoJrHeHr.rlr cKaHr.rpoBauut $aittoBoro npocrpaHcrBa;

. ycKopeHl{e flpoqecca cKaHr.rpoBanfis.ga crrer [ponycxa o6rerroB, cocrofiHlle Koropblx co BpeMeHI4

npouraoft [poBepKr{ He rr3MeHl,Inocb ;

. npoBepKr.r rleJrocrHocru aHTllBllpycuoft flporpaMMbl;

o 4o6anleHr.r, lrcrJr]o.reurafi u3 aHTr,rBr.rpycnofi [poBepKu Iro KoHTporsnofi cyMMe Qafil, MacKe

nuetulgrtpeKropr{u r,rJrr{ ilo HrrJrr.rqrro y $afira AoBepeHHofi quSponoft noAnucu;

. r.rMrropra r4 sKcrropra c[]rcKoB [paBr{n I,I ucKrroqeuufi s XMf,-Soprraar;

. HrrJrr,rqlre y aHTrBr.rpyca 3arq[qeHHoro xpaHr,rnErrla Ails yAiIJIeHHbIx 3apaxeHHblx Saftron, c

BO3MOXHOCTbIO I,IX BOCCTAHOBJIEHUff ;

. HaJrlrtrr,re 3arquqeHHoro xpaHr{Jruqa Anfl orqeroB o pa6ote aHTI,IBI,Ipyca;

. BKJrroqenyrfl.vr BbrKJrrotreHur rpa$nuecxoro unrep$efica aHTLIBrIpyca, a raKxe HarLIq[e

ylpouleHHoft nepcul,r rpa$r.ruecxoro uurep$eitca, c MlrHr4MaJlbnrtrra ua6opoM Bo3Moxuocrefi;

. r.rnrerpauuu c Windows Defender Security Center;

. Hairr.rque noAAepxKr{ Antimalware Scan Interface (AMSI);
o HaJrlrrrrre rroAAepxKr.r Windows Subsystem for Linux (WSL);
. 3arrlr{Tlrrb rrapoJreM BoccraHoBJreHlre o6rerton I,I3 pe3epBHoro xpaHllnmqa;

. orpaHlrqeHu, cereBoro rpa$ura B ToM cJryqae, ecJrlr noAKJIroqeHIae K I{HTepHery flBrflercfl

JII,IMLITHbIM.

Tpe6onanufl K nporpaMMHbrM cpeAcrBaM aHTrrBrrpycuoft sarqurbl AJrfl cepBepoB Windows

IlporpauuHbre cpeAcrBa aHTr.rBr.rpycuoft 3arrlr,rrbr AonxHbI Synxquon[poBarb Ha KoMtlblorepax,
pa6oraroqux roA yrrpaBJreHr.reM oneparlraonuofi crrcreMbr an-fi (bafiroBblx cepBepoB cneAyloqux nepcuft:

o Windows Small Business Server 2011 Essentials / Standard (64-paspr.qua"s);

o Windows MultiPoint Server 20ll (64-paspr.qHan);

o Windows Server 2008 Standard / Enterprise Service Pack 2 (64-pazpuuas,);

o Windows Server 2008 R2 Foundation / Standard / Enterprise Service Pack 1 (64-pazpunan);



o Windows Server 2012 Foundation / Essentials / Standard (64-pasp4nas.);
o Windows Server 20L2F.2 Foundation / Essentials / Standard (64-paspaaHar);
o Windows Server 2016 (64-pasprgnar) (c orpauuueuurnau);
o Windows Server 2019 (64-paspx4Hax) (c orpauuueuurun).

B nporpa"rraMHoM cpeAcrBe aHTr.rBr{pycHoft 3arru,rrbr AoJrxHbr 6rmr pealu3oBaHbr cneAyrou}re
$ynrquonanbHbre Bo3Moxnocrrr :

. aHTLIBI,IpyCHOe CKaHLIpOBaHI,Te B pexr{Me peaJrbHoro BpeMeHr{ r.r IIo 3anpocy r43 KoHTeKcTHoro MeHro

o6rexm;
. AHTI4BI,IPYCHOE CKAHHPOBAHI,IE IIO PACilfiCAHI,Irc;
. aHTr.rBr.rpycHoe cKaHupoBaHr.re rroAKJrroqaeMbrx ycrpoft crn;
o gBpl4crllqecKoto aHanll3aropa, [o3BoJrrrouero pacno3HaBarr u 6lorupoBarb paHee Heu3BecrHbre

BpeAoHocHbre [porpaMMbr;
o neftrparfi3arlt4u 4eftcrnafi aKTraBHoro 3apaxeHr,rfl ;
. aHzIJII{3a [oBeAeHLIs npluloxeuufl,vt npoI,I3BoAI,IMbIx I{M 4efictnnfi B cr.rcTeMe AJrx BburBJreHr.r.f, r.r ero

BpeAoHocHoft axtueHo cru u o6napyxenus HecaHKrlr.roHr{poBaHnsrx 4eftcrnufi ;

o aHtult43a o6panlenuft x o6rqzM IIalKaM n $afinau AJu BburBJreHr.r, norrbrrox urr(fpoBalus.
3arquuaeMbrx pecypcoB AocTyrrHhrx no ceTr{;

o 6loruponra 4eficrnufi rpe4onocHblx nporpaMM, Koropbre r{cnoJrb3yror yf,3BuMocru B

lporpaMMHou o6ecnerleHrl[I B ToM qr4cJre 3arqr.rra rraMrrr,r cr{creMHbrx flpoqeccoB;
. orKar Aeftcrsuft BpeAoHocHoro uporpaMMHoro o6ecueqenvflnpil JreqeHr.rlr, B ToM rrlrcJre,

BoccraHoBJIeHI4e 3aIrIlI(fponauurx, BpeAoHocHbrMr.r nporpaMMulMu, ipaftnon;
o o6laqnofi saulnrrr or HoBbrx yrpo3, [o3Borsrouafl [punoxeHrrro B pexuMe peaJrbHoro BpeMeHr.r

o6paqarrcfl K pecypcaM rlpol{3BoA}rreJrq, Ar, [oJryqeHr,r, BepAuKTa rro 3arrycKaeMofi uporparr,rue
urm $aiatry;

. aHrllBllpycuoft npoBepKl{ I{ JIeqeHLL (fafinon B apxr{Bax Soprraaron RAR, ARJ, ZIP, CAB, LHA,
JAR,ICE;

o BcTpoeHHoro ceTeBoro SKpaHa, no3BoJrsroqero co3AaBaTb ceTeBbre rlaKeTHbre rrpaBHJIa r.r ceTeBbre
npaBI,IJIa Ans [porpaMM, c Bo3MoXHOCTbTO KaTeropr,r3arlrr]r ceTeBbrx cerMeHToB;

. 3aITILITrI or cereBblx yrpo3, Koropbre r,rcloJrb3yror yfl3Br,rMocrr.r s ARP-nporoKoJre AJrfl [oAAeJrKra

MAC-ar{f'eca ycrpoft ctna;
. 3arlycK cflequanbHofi sagavu gna o6uapyxeHr,rfl yr3Br,rMocrefi n npuloxeHr,rrx, ycraHoBJreHHbrx Ha

KoMnblorepe, c Bo3MoxHocrrro rrpeAocraBrrent4fl. orrrera no o6napyxeHHbrM ys3Br.rMocrflM.
. 3aIULITbI OT yAaneHHOfO HeCaHKUr.rOHr.rpOBaHHOrO ylpaBJreHr.r, cepBr.rcoM rrpr4JroxeHr,rr, a TaKxe

3aIrILITa Aocryla K [apaMerpaM flpr.rJroxerufl c noMorrlbro napoJr.f,, rro3BoJrrrouas Es6exarr
oTKTIOqeHLIS 3aIqI,ITbI CO CTOpOHbT BpeAOHOCHbTX nporpaMM, 3JroyMbIIIrJreHHr,rKOBVtrM.

uernaluSuqprpoBaHHbrx [oJrb3oBareneft ;

. ycraHoBKI,I ToJIbKo nu6pannrtx KoMrroHeHToB nporpaMMHoro cpeAcrBa aHTr{Br{pycnofi sarqurrr;

. ueHrpaJILI3OBaHHOe ynpaBJIeHEe BCeMrr BbrrueyKa3aHHbrMt4 KoMrroHeHTaMvr c [oMorrlbro eAuuoft
cr.rcTeMbr y[paBfleHr{s ;

. 3a[ycK 3aAarl no pac[ucaHuto ulutu cpa3y flocne 3arpy3Kr.r oueparl]roHuofi cucreurr;
o rn6roe y[paBneHl,Ie ]Ic[oJIb3oBaHr{eM pecypcoB KoMrrbrorepa,qJlt o6ecue.reHux rorr,rQoprnofi

pa6oru troJlb3oBarerefi npu BbrrroJrHeH[r.r cKarr]rpoBanux (fafiloBoro lpocrpaucrBa;
. ycKopeHlle flpoqecca cKaHLIpoBaHr.rs 3a cqer rrpolrycKa o6rerron, cocroflHr.re Koropbx co BpeMeHr,r

upouuofi [poBepKr.r He r,r3MeHuJrocb;

. npoBepKr.rrleJrocrHocrr,r aHTr{BlEpycuofi flporpaMMbr;
o 4o6anleHl{, HcKJIIoqenr.Ifi lr3 auTr{B}rpyuroft [poBepKH rro KoHTpoluroft cyMMe Qafin, MacKe

uv,eruulgupeKropl{u I{JII{ rlo HaJII,Iquro y Saftna AoBepeHHoft qr.rsponoft no4nr.rcu;
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o HrrJrr.rq}re y aHTr,rBr{pyca 3arq[qeHHoro xpaHuJllaqa Nfi, y$ureHHblx 3apaxeHHbrx t[afilon, c

BO3MOXHOCTbIO I{X BOCCTAHOBJIEHI{' ;

o HIIJII,IIII4e 3aIq}ITqeHHoro XpAH}IJII,IIqA ANg OTTIETON O PA6OIE AHTI,IBI,IPYCA;

. BKJrroqe H:afl. vr BbrK[rorreHrnx rpa(puuecKoro unrep(fefica aHTI,IBI{pyca, a raxxe HaJII'Iq}Ie ynpoueunofi

Bepcur4 rpa(fnuecroro nHrep$ eitca, c Mr4HLIMaJIbumrrl na6opoM Bo3Moxllocreft;

o r.rHrerpa\fiil c Windows Defender Security Center;

o HaJrr{qile roAAepxrrn Antimalware Scan Interface (AMSI);

. HIIJII,I.ILIe noAAepxrpr Windows Subsystem for Linux (WSL);

. 3arqr.rrr,rrb [apoJreM BoccraHoBJreH[e o6rexros I,I3 pe3epBHoro xpaHI'IJIlIilIa.

. I,IMNOPTA I,I 3KCTIOPTA CII}ICKOB IIPAB}IJI U UCKIIOTIEUUft N XML-$OPTT'TAI;

. orpaHr{treHlr, cereBoto rpa$nra B ToM cryqae, ecn]I noAKJIIorreHLIe K plHTepHery flBlrflerc '

JII'IMI4THbIM.

Tpe6onaHgfl K nporpaMMHbrM cpeAcrBaM anTuBlrpyuroft saqrlTbr Ars pa6ounx cranquft Mac

flporpaururHbre cpeAcrBa aHTr.rBr.rpycuofi 3aIrILITbI4nr pa6ouux ctanqrfi Mac Aolxnu $ynrquoHupoBarb
Ha KoMrrbrorepax, pa6orarouux rroA ynpaBJIeHI{eM o[epaIIrIoHHbIx cllcreM cJleAyroq]Ix nepcufi:

o macOS 10.13, 10.14, 10.15 una 11.0;

B nporpauMHoM cpeAcrBe aHTr.rBprpycuofi sarqurbl AonxHbI6srm pealu3oBaHbl cJleAyroql{e

(f ynrqnouaJlbHble Bo3MoxHocrLI :

. pe3llAeuutrrft aHTLIBLIpycnrrfi uourropllHr;
o o6laqnar 3arqr,rra or HoBbx yrpo3, flo3BoJrrrouaff rlp]Inoxenpllo B pexllMe peanbHoro BpeMeHI'I

o6paqarrcfl K cneqrrzlJrbHbrM pecypcaM npor,r3BoAI,ITeJIfi, AJUI nonyqeHlls Bep.UI4KTa uo sanycraeuofi

rporpaMMe nnu $aftrry;
. aBTOMaTI,IqeCKOe O6nOsIeHHe aHTI,IBupycHbIx 6ag uO paClpICaHI,Irc;

. pe3epBHoe Ko[upoBaHr.re 3apaxeHHbrx (pafinon nepeA Idx yAaneHI,IeM, AJL Bo3MoxHocrI'I

BOCCTAHOBJIEHIdfl;

. sBpr.rcru.recxuft aHaJrr,r3arop, rro3BoJrqroquft pacno3HaBarb u 6uorupoBarb paHee HeI43BecrHbIe

BpeAoHocHbIe rlporpaMMbl;

. 3arrIHTa or cereBhrx arar c r.rc[oJrb3oBaHr.reM cI,IcreMbI o6uapyxenplr 14 [peAorBpaIIIeHI'Is nropNenufi

(IDS/IPS) r rpaBraJraMrl ceresofi aKrlrBuocrkt Ntfluar,r6oree noryJl-rpHblx rpI,IJIoxeHI'Ifi npu pa6ore

B BbItITIcJIHTeJIbHbIx cerrx ruo6oro rvfila, BKrlorras 6ecupono4urre;

o 6lorupoBKa BpeAoHocHbrx u $uruuurosHx cafitoB Ha ocHoBe BepAI,IKroB perIyraIII4oHHbIx

o6raqnrx cepBLIcoB [poLI3BoAI{Ter.s aHTI'IBHpycHbx cpeAcrB 3arru'ITbl ;

o rrpoBepKy cereBoro rpa{ura, nepeAaBaeMoro tlepe3 6payaepu Safari, Google Chrome n Firefox

(HTTP u HTTPS rpaQur);
. KoHTpolr pa6orrr [oJrb3oBareJu c cerbro Irlntepnet, B ToM tI[IcJIe Ao6aBneHI'Ifl' peAaKTI'IpoBaHu,

rareropufi, BKJrroqeHr.re sBHoro 3alpera [rJrLr pa3peueHl{, Aocryrla K onpeAeJIeHHbIM pecypcilM I'II}I

rareropufi pecypcoB, co3AaHHbrx H Ar.rHaMr.Itlecxu o6noulfieMblx rIpolI3BoAI'ITeJIeM

. ycKopeHlr, flpouecca cKaH]rpoBaH]rr 3a cqer npoilycKa o6terton, cocrosHlle Koropblx co BpeMeHI'I

npournoft npoBepKI,I He IEMeHHnocb;

. IIEHTPANI'BOBAHHOE YflPABJIEHI4E BCCMI,I BbIIIIEYKA3AHHbMI4 KOMTIOHCHTAMI'I C IOMOIIIbIO EAUgOfi

cLICTeMbI yrIpaBJIeHI,Ifl .

TpefionaHufl K nporpaMMgbrM cpeAcrBaM aHTrrBlrpyuroft sarqlrTbl AJrfl pa6ovux cranquft lr cepBepoB

Linux
Ilporpa:rarraHbre cpeAcrBa aHTr.rBr,rpycuoft 3aIrII{TbI4lr pa6ouux cranqufi Linux AonxHbI $ynrquouupoBarb
Ha KoMnbrorepax, pa6orarorqux rroA ylpaBJreHr{ev-32-6utn6rx olepaquoHHblx cvcreM cJIeAyIou}Ix nepcufi:

o Ubuntu 16.04 LTS I'I BbIIrIe.



o Red Hat Enterprise Linux 6.7 us:srme.
o CentOS 6.7 us*ruq
o Debian GNU / Linux 9.4 ra nnrue.
o Debian GNU / Linux 10.

o Linux Mint 18.2 N sHrue.

o Linux Mint 19 r.r BBrrrre.

o Anrr 8 CfI Pa6o.ra, Crasuus.
o Amr 8 CII Cepnep.

o Anrr Pa6o.rax CraHuprs 8.

o Anrr Pa6o.{aq Crauqrq K 8.

o Ansr Cepnep 8.

o Ansr O6pasoeaHue 8.

o Anrr Cepnep 9.

o Anrr Pa6o.rafl CraHur.rs 9.

o Anm O6pa-:osaHue 9.

o focnr.ruyrc 6.6.

o Mageia4.

flporpavrrraHble cpeAcrBa aHTI{BI,Ipycnofi 3auIHTbr grr pa6ourax crauuufi Linux AoJrxHbr (fyuxqnonupoBarb
Ha KoMllblorepax, pa6oraroulux noA yrlpaBneHl{evr 64-6urubrx oneparlr{oHHbrx cucreM cJreAyroq[x nepcufi:

o Ubuntu 16.04 LTS u Bbrrrre.

o Ubuntu 18.04 LTS u B6rrrre.

o Red Hat Enterprise Linux 6.7 usurue.
o Red Hat Enterprise Linux 7.2 ussrrue.
o Red Hat Enterprise Linux 8.0 u sHure.
o CentOS 6.7 u sstLle.
o CentOS 7.2 u ssturc.
o CentOS 8.0 u ssrme.

o Debian GNU / Linux 9.4 ussture.
o Debian GNU / Linux 10.1 u Bbrrrre.

o Oracle Linux 6,7 uestrte.
o Oracle Linux 7,3 rE nurue.
o Oracle Linux 8 n sume.
o SUSE Linux Enterprise Server 12 SP3 Lr Bbrrrre.

o SUSE Linux Enterprise Server 15 u srrure.
o openSUSE Leap 15 pr Bbrrrre.

o Ansr 8 CII Pa6o.ras Cranquq.
o Arsr 8 CII Cepeep.

o Amr Pa6oqas Cranqras 8.

o Anrr Pa6o.ras Crauulrs K 8.

o Anrr Cepaep 8.

o Alrr O6pasosaHue 8.

o Anrr Pa6ouax Cranqur 9.

o Anlr Cepnep 9.

o Anrr O6pasoeaure 9.

o Amazon Linux 2.

o Linux Mint 18.2 u nuue.
o Linux Mint 19 r.r Bbrrrre.

o Astra Linux Special Edition, Bepcr.rfl 1.5 (craHgaprHoe ,Apo Lr s1;po PaX).
o Astra Linux Special Edition, Bepcrr, 1.6 (crangaprHoe sApo u fl;1po PaX).



o Astra Linux Common Edition, rcpcnn2.lZ.
o OC POCA "KOBAJIbT" 7.3 AJIfl KrILIeHrcKI,Ix cLIcreM.

o OC POCA "KOEAJIbT' 7.3 An.r cepBepHbrx ctlcreM.

o focmanyxc 6.6.

o loctruwyrcT.2.
o AlterOS 7.5 u nurue.

o Pardus OS 19.1.

o RED OS 7.2.

B nporparnlMHoM cpeAcrBe aHTr{Bupycnofi sauurbr AoJIxHbI6urs pealn3oBanbl cneAyloque

$ynxquourrJrbHbre Bo3MoxHocrI,I :

. pe3r{AeHTHOTO aHTr4BI,IpyCHOrO MOHLITOpI4HTa;

. o6ra.rHofi sarqurrr or HoBbx yrpo3, flo3BorqroIrlefi npunoxeHl,Ilo B pexLIMe peanbHoro BpeMeHu

o6paqarrcfl K cneqlraJrbHbrM pecypcitM rrpor,r3BoAl,rreJlr, AJL noJlytleHlrfl BepAI,IKTa uo sanyclcaeuofi

rpotpaMMe vtru $aittry;
. rpoBepKy pecypcoB AocrynHbrx uo SMB / NFS;
o Bo3MOXHOCTb [poBepKr.r rrrrM.f,Tu frApa;

. gBpr,rcrr{qecrufi aHtrJrr.Barop, rro3BoJrsroqprfi 6oree sS(fexnanno pacro3HaBars u 6loxrnpoBarb paHee

Heu3BecTHbIe BpeAoHocHhIe [porpaMMbl;
O AHTI{B}IPYCHOE CKAHI,IPOBAHI,IE flO KOMAHAE IIOJIb3OBATETIflI4JIH AAMI{H}ICTPATOPA U NO PACIIrICAHI'Irc;

o aHrr.rBr{pycHyro rpoBepKa ([afinon B apxr.IBax zip; .72*; .7-z;.rar;.iso; .cab; jar; .bz;.b22;.tbz;.tbz2;

.gz;.tgz; .arj.;
. npoBepry coo6qeuufi ererrponnoft roqrbl B reKcroBorra Soprraare (Plain text);
. HaJlr.rrrue MexaHr.r3MoB orrrr,rMr{3arluu npoBepKr.r $afinon (ucrnroven}Is, AoBepeHHbIe npoueccbl,

Jrr.rMr,rr BpeMeHra rrpoBepKr,r, Jrr.rMr.rr pa3Mepa flpoBepreMoro $afina, MexaHu3M KeI[]IpoBaHI,Is

uusopuaqr4, o npoBepeuHbrx r.r He r.r3MeHeHHbrx rrocJle npoBepKl{ $afilon);
o 3arru.rry Saftnon B JroKrrJrbHbrx Ar,rperTopuf,x c cereBblM Aocry[oM lro [poroKonarra SMB / NFS or

yAilJIeHHoro BpeAoHocuoro nru([poBaHI,Ir;

. BKJrroqeHr{fl oflq}rr{ 6roruponaunx SafiroB Bo BpeM, npoBepKI'I;

. [oMe[IeHlre noAo3pr,rreJrbHbrx u noBpexAeHHblx o6rextos Ha KapaHTI{H;

. nepexBara I{ rpoBepru QaftnoBblx onepaquft Ha ypoBHe SAMBA;

. ynpaBJreHr.re cereBbrM gKpaHoM orrepauuounofi cficreMbl, c Bo3Moxuocrblo BoccraHoBJIeHLIfl

r4cxoAHoro cocTo.f,Hllfi [paBI{JI;

. 3arrycK 3aAaq rro pacflHca:rruto uluttu cpa3y flocJle 3arpy3KI,I orrepall?IoHnoft cracrcrrarr;

o sronoprlapoBarb LI coxpaHsrb ortlerbl n t[oprraatax HTML u CSV;
o rn6roe yflpaBJregr,re ucrroJrb3oBaHr.reM pecypcoB IIK ans o6ecne.reHur rola0oprHofi pa6orrt

loJrb3oBarenefi npu BbrloJrHeHr.rr cKaHLIpoB auw, SairnoBoro npocrpaHcrBa;

. coxpaHeHr.re Koflilr{ 3apoKeHnoro o6rexra B pe3epBHoM xpaHI,IJII{IrIe [epeA JIetreHI{eM pI yAiIJIeHI,IeM

B rlenrx Bo3MoxHoro BoccraHoBJreHlr.rr o6rexra no rpe6onauulo, ecJII{ oH [peAcraBn-fler

uu(f oprr,raqfioHHylo IIeHHocrb ;

. yrpaBJreHu, qepe3 noJrb3oBarenrcrufi rpa(luuecrr.rfi r.Inrcp(pefic 6es root npan;

. IIEHTPTIJII,I3OBAHHOE YIPABJIEHIIE BCEMH BbIIIIEYKA3AHHbIMI,I KOMNOHEHTAMI,I C IOMOIIIbIO EAUTTOfi

cr.rcreMbr yrIpaBneHI,I s, vtilvr ne6-xoncoln;
. ynpaBJreHr,r, AocrylroM noJrb3osarereft K ycraHoBJIeHHbIM I,IJII{ [oAKnIotIeHHbIM K KoMnblorepy

yctpoficrnaM IIo rLIlaM ycrpofictna H ITILIHIIM [oAKrIoqeHI'Ifl;

. NPOBEPKI4 CbEMHbIx AI,ICKOB;

o orcJlexprBanyrfr. Bo BxoAqrqeM cereBoM rpa$ure aKTI4BHocrI,I, xapaKTepuoft gm cereBblx araK
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. npoBepKI,I Tpa$LIKa, rlocrylrtuoqero Ha KoM[brorep rronb3oBareJr, tro [poroKoJraM HTTP/HTTPS u
FTP, a raKxe Bo3Moxuocrb ycraHaBJrr{Barb flpr.rHaAnexHocrb ne6-agpecoB K BpeAoHocHbrM lrJrr,r

Snuruuronrru;
o floJryqeHllff AaHHbIx o Aeftcts[tx [porpaMM Ha KoM[brorepe rroJrb3oBareJrr;
. IIPOBEPKI,I flUIMgTI,I fi,APA,

Tpe6onanur K rIporpaMMHbIM cpeAcrBaM aHTlrBrrpycuoft sarqrlrrr Qafi.noBbrx cepBepoB, cepBepoB
rracrura6a npeArrprrfl Trrs, TepM[rHaJrbHbrx cepBepoB Windows
flporparvruHhle cpeAcrBa aHTlrBr{pycHoft 3arrluTbr.{r.t QaftroBbrx cepBepos Windows AonxHhr
(fyurqnonrapoBarb Ha KoMlblorepax, pa6oraroqfix rroA ynpaBJreHr,reM orrepaq]rouubrx c]rcreM cneAyrouflx
nepcufi:
32-patpngubrx orepaqlroHHbx cr{creM Microsoft Windows

o Windows Server 2003 Standard / Enterprise / Datacenter c uaKeroM o6nosreHufi SP2 unpr

BbIIIIE;

o Windows Server 2003 R2 Foundation / Standard / Enterprise / Datacenter c raxeroM
o6nosreuufi SP2 r,rJrr.r Bhrrrre;

o Windows Server 2008 Standard / Enterprise / Datacenter c rraKeroM o6Hosreurfi SP2 unu
BbIIIIE;

o Windows Server 2008 Core Standard / Enterprise / Datacenter c raKeroM o6nosreHzfi SP2
}IJII,I BbIIUE.

64-pasptaubrx oreparlr{ouHbx cr,rcreM Microsoft Windows
o Windows Server 2003 Standard / Enterprise / Datacenter c raKeroM o6nosreuufi SP2 ulu

BbIIIIE;

o Windows Server 2003 R2 Standard / Enterprise / Datacenter c rrareroM o6nouenufi SP2 wru
BbIIIIE;

o Windows Server 2008 Core Standard / Enterprise / Datacenter c rraKeroM o6nosreuufi SP2
I{JII,I BbIIIIE;

o Windows Server 2008 Standard / Enterprise / Datacenter c rraKeroM o6nouenuft SP2 ranu

BbIIIIE;

o Microsoft Small Business Server 2008 Standard / Premium SP2lrnu Bbrrrre;

o Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter c rraKeroM
o6nosreuufi SP1 r.rJrr.r Bbrrrre;

o Windows Server 2008 R2 Core Standard / Enterprise / Datacenter c raKeroM o6Hosreuuft
SPI pIrlu Bbrrrre;

o Windows Hyper-V Server 2008 R2 c rareroM o6nosreHrfi SPI r.rJrr.r Bbrrrre;

o Microsoft Small Business Server 2011 Essentials / Standard SP1 unn Bbrrrre;

o Microsoft Windows MultiPoint Server 2011 Standard / Premium;
o Windows Server 2012Fotndation / Essentials / Standard lDatacenter;
o Windows Server 2012 Core Foundation / Essentials / Standard / Datacenter;
o Microsoft MultiPoint Server 2012 Standard / Premium;
o Windows Storage Server 2012;
o Windows Hyper-V Server 2012;
o Windows Server 2012P.2 Foundation / Essentials / Standard / Datacenter;
o Windows Server 2012Pt2 Core Foundation / Essentials / Standard lDatacenter;
o Windows Storage Server 2012M;
o Windows Hyper-V Server 2012R2;
o Windows Server 2016 Essentials / Standard lDatacenter;
o Windows Server 2016 MultiPoint;
o Windows Server 2016 Core Standard / Datacenter;
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o Microsoft Windows MultiPoint Server 2016;

o Windows Storage Server 2016;

o Windows Hyper-V Server 2016;

o Windows Server 2019 Essentials / Standard lDatacenter;

o Windows Server 2019 Corc;
o Windows Storage Server 2019;

o Windows Hyper-V Server 2019;

o Windows 10 Enterprise multi-session.

B nporparvrMHoM cpeAcTBe aHTr{Br,rpyqroft sarqurbl AoJIXHrI6rrrr pealu3oBaHbl cneAyloq}Ie

(lynrquouanbHble Bo3MoxHocrI,I :

o aHTuBr.rpycHoe cKaHr.rpoBaHr.re B pexr4Me peanbHoro BpeMeHI'I H no 3ilrlpocy Ha cepBepax,

Bbr[oJrHrroqux pa3Hbre (fynrqun: cepBepoB TepMI{HiInoB, tIpLIHT-cepBepoB, cepBepoB npuloNeuufi

r{ KoHTpoiIJIepoB AoMeHon, (lafi.uonbx cepBepoB;

. aHTr{BlrpycHoe cKaHr,rpoBaHr{e IIo KoMaHAe [oJrb3oBareIrfl.ultvt aAM]IHI4CTparopa ]I no pacnficaHl'Irc;

. 3anycK 3aAatr [o pacfl]rcaHuto ulunu cpa3y flocJle 3arpy3KLI oflepallrlounofi cncrelau;

o o6naqnar 3arqr,rra or HoBbrx ylpo3, no3BoJlrloultu upI{JIoxeHI,Irc B pexl4Me peaJlbHoro BpeMeHI'I

o6paqa6cs K cnequarbHbrM caftrau npoLI3BoAI,ITerq, Au noJryqeHll BepAI{KTa no sanycxaeruofi

rpolpaMMe wtu $afirry;
. aHTr,rBr.rpycHa.[ rpoBepKa r,r reqeHr,re Saftron B apxl,IBax tfoplvraton RAR, ARI, ZIP, CAB;

. 3arqr.rra (paftlon, anbrepHarr.rBHbrx rroroKoB (lafilonrrx cllcreM (NTFS-streams), sarpysouuofi

3arrvcr4, 3arpy3oqHbrx ceKTopoB JIOKaJIbHbIX I',I CbeMHbrX AI'ICKOB;

o ue[pepbrBHoe orcJrexr.rBaur,re florrbrroK BbrrroJrHeHusHa3aIq[IqaeMoM cepBepe cKp[IIIToB VBScript

r.r JScript, co3AaHHbrx rro rexHoJrorusu Microsoft Windows Script Technologies (unr Active

Scripting), [poBepKa rrpolpaMMHoro KoAa cKpr.IrIToB LI aBToMarLIqecKLI3a[peIrIeHI'Ie BbIIIoJIHeHI'Ie

Tex [I3 HI{X, KOTOpbIe [pI'I3HaroTc, olacHbIMI'I.

. alaJwc o6pauenuft r o6quru rrarrxaM n t[aftnarra Anff BbrfiBJIeHLI.f, IToIIBITox urr(pporanua

3arqfiilIaeMbx pecypcoB AocTynHblx IIo ceTI'I;

. flpoBeprr.r ronreftnepon Microsoft Windows;

. 3arqr.ITbl OT gKc[JIyaTLIpOBaHI4c yt3BIlMOCTeft n nausul npoqeccoB;

. AoJrxHa 6116 sogrvroxHocrb 4BToMarr.rqecKr,r 3aBeplrlarb cKoM[poMerI,IpoBaHHbIe flpoqeccbl, np]I

STOM KpLITI'IqeCKLIe CI{CTeMHbIe Ilpoqeccbl He AOJIXHbI 3aBeplllaTbcfl ;

o 4o6anlrrb rlpoqeccbl B crlucor 3alqInulaeMblx;

o ycKopeHprfl flpoqecca cKaHr,rpoBaHlrr 3a cqer rlporrycxa o6terton, cocrosHlle Koropblx co BpeMeHI'I

nporulofi [poBepKI,I He I.I3MeHI'Inocb;

. rrpoBepra co6crneHubrx rvroXyneft Ha Bo3MoxHoe HapyileHlle llx IIeJIocrHocr[I rlocpeAcrBoM

otAelrsofi smaciil;
. Hacrpofiru uponepKr{ Kpr.rrr.rqecKr{x o6nactefi cepBepa B KaqecrBe otAelruoft 3aAaqrr;

o peryJrr,rpoBKr.r pacrpeAeJreHr,rs pecypcoB cepBepa MexAy aHrI{BI,IpycoM u ApyrrMI{ nprnoxeHl'IflMl,I B

3aBI,ICLIMOCTI,I OT ITpilOpTITeTHOCTH 3AI.aq;

. flpoAoJlxarb aHTI{BI,IpycHoe cKaHI4poBaHue n QouonoM pexllMe;

. tgufl4.qyte MHoxecrBeHHbrx nyrefi yBeAoMneHfis, auvfi4ur4crparopoB o BaxHbrx [poI'I3oIIreA[It4x

co6rrru.sx (nouroroe coo6qeuue,3ByKoBoe o[oBeUeHI,Ie, BctlJlblBaroqee oKHor 3anl'Icb B xypHan

co6snufi);
. poJreBofi gocryn K [apaMerpaM flpflnoxeH:as.t4 crryx6e c IroMoIrIbIo cnrlcKoB pasperueuufi,

11o3Bomrcuuft ug6exarb orKJrrotreHr,rfl 3arqI,ITbI co cropoHbl BpeAoHocHbrx [porpaMM,

3noyMbrrlneHHr.rKoB r{Jrr,r HeKBzrJrra(fnquponaHHbrx rloJlb3oBarenefi, a raKxe 3aflpeIrlarculrft ulu
pa:lpeuarcquft ynpanleHl'Ie aHrI'IBlIpycoM ;

o r,tHTorPaIIur c SIEM cucreMaMl,I;
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o yKa3aHLu KonuqecTBa pa6oqfix [poqeccoB aHT]rBr,rpyca BpyqHyro;
. orKJrroqr.rrb rpa(buqecKr{fi r{Hrep(befic;
. HaJrr{rrrlre y.qzureHHoft u loxalrnofi roncoJll{ ylpaBJreHlrfl;
. ynpaBJreHlrfl [apaMerpzrM]r aHTr.rBr{pyca r,r3 KoMaH4uofi crpoxu;
. IIeHTpanLBOBaHHOe yUpaBJIeHI,re BCeMrr BbrrneyKrnaHubrMr.r KoM[oHeHTaMr{ c fioMorrlbro e.{utrofi

cr.rcTeMbr yflpaBneHr,rfl ;

o yIrpaBJIeHLIe cereBbM gKpaHoM o[epauuounofi crrcreMbr, c Bo3MoxHocrbro BoccraHoBrqHfifr
r.rcxoAHoro cocTorHH.f; [paBr,rn ;

o 3aIrILITa or cereBblx ylpo3 o6ecue.rfisarcUa, arlaJrr.r3 BxoMrrlero rpaorra Ha HaJrr,rqHe rrpr.r3HaKoB

CETEBbIX ATAK;

Tpe6onannfl K rIporpaMMHbIM cpeAcrBaM aHTrrBrrpyurofi tarqnrrr rro6ulbHbrx ycrpoftcrn
IlporparrauHble cpeAcrBa Anr aHrLIBLIpycHoft 3arru.rrrr crvrapr(loHoB AoJrxHu ([yurquour,rpoBarb rroA
ynpaBJreHr{eM cneAyrouux nao6ulrurx OC :

o Android 4.2-11.0.
o iOS 10.0-14.0 ulu iPadOS.

B uporparr,rMHoM cpeAcrBe aHrr,rBr.rpycHofi 3arru,rru cuaprtpoHoB AJrfl OC Android Aolxuu 6rrru
peanr{3oBaHbr cneAyrorque QyurquoHrrJrbHbre Bo3MoxHocrr,r :

. flocroflHHilI aHTllBupycmas.3alqr.rra (fafinorofi cucreMbr crraapr([oHa, c AorroJrHr,rreJrbHbm ypoBHeM
[poBepKLI c I{clonb3oBallpleM o6laqnoro perlyrallLtoHHoro cepBr.rca upo}r3BoAr{Ten, aHTr,rBr.rpycHbrx

cpeAcTB 3arrlr.rTbr;

o npoBepra Qafinonoft cucreurr ycrpofictna no rpe6oBaHr.rro ll rro pacrrIncaur.rrc;
. MIHOBEHHilI IIPOBEPKA YCTAHABJII,IBAEMrIX UPNIOXETTT,Ifi

o 6loxuPoBKH BpeAoHocHhIx n (lnruuurosrx caftroB Ha ocHoBe BepAr,rKToB perryrarl[ouHbrx
o6raqnrx cepBr,rcoB [por,r3BoAr,rreJr.f, aHTr.rBr.rpycHbrx cpeAcrB 3arrlr.rrbr;

. HaJr[rque xpaHr.rJrr{q a Nra r.r3onr.rpoBaHr.rs 3apaxeHHLx o6rerron ;

o o6HosreHlre aHTLIBHpycHbrx 6as, ucuorByeMbrx [pu flo]rcKe BpeAoHocHBx [porpaMM r.r y1urcHuvr
orracHhrx o6rerron, lro pac[ucaHr,rrc;

o 6loruPoBKa 3a[ycKa yKa3aHHbrx lrpunoxe:anir, B ToM trr{cJle c rroMorrlbro 3apaHee 3aAaHHbrx

xareropufi uprloxeuufi;
o Irouepxxa 6emrx crr?rcKoB pffipemeHHbrx rrpr.rJroxeuuit;
o 6loruPoBKa cl{creMHhlx rlp}rJloxeHuft, n paurax KoHTpors 3arrycKa nprloxeuufi;
o orrpaBKLI KoMaHA u push yBeAoMneHuft uepes cepBr.rc Firebase Cloud Messaging (FCM);
o ga6loxtlpoBarb wi-fi u bluetooth MoAyJrr{, a raKxe r{cloJrb3oBaHr{e KaMepu uo6ulrnoro

ycrpoficrna;
. yKa3arb napaMerpbr noAKrroqeHr.rff K wi-fi cetarra;

o yKa3arb o6ssarenrHrle K ycranoBKe rrpr{JloxeHr,rfl;

o 6loxltposxpl N,Io6[JIbHoro ycrpoftcrna,yAaJrcHue.uauHbrx, yAzlJreHr{e.qaHHbrx cB.s3aHHhrx c pa6oveft

AeflTeJlbHocrblo, [onyqeHl,Ie KoopAr.rHar MecroloJroxeH]r, ycrpoficrna, yAaneHHoro Bo3Bpara K

3aBoAcKEM uactpoft rau (factory reset);
. co3AaHLIfl c[]IcKa flpaBr,rn Ha ocHoBe Koropbx 6yaer ocyqecrBJrrrbc, npoBepra rvro6ulbHoro

ycrpoftctna Ha coorBercrBl,Ie Koprroparr,rBHbrM rroJrr.rrr{KaM c Bo3MoxHocrbro aBToMarr,Iqecrofi
6loruponxu ycrpoficrna,y4urcHur AaHHLrx, 3arrpera 3auycKa Kop[oparr,rBHbrx npr.rJroxeHr,rfi upu
BIUIBJIEHI,III HECOOTBETCTNUfi ;

o nouepxKa rexHororuft Samsung KNOX1 u KNOX2.

B uporpanaMHoM cpeAcrBe 3aullrrbr o"raprSouoB An OC Apple iOS aonxnrr 6rrrr peanr.r3oBaHbr

cJreAyroqfie SyuxqnoHaJrbHbre Bo3MoxHocrr.r:
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. yArrJreHHofi Hacrpofixu naparraerpoB iOS MDM-ycrpoficrn c roMolrlblo rpyrlrloBblx noJIHrI'IK;

. ornpaBKI,I KoMaHAu 6lorupoBa:gufi' u y [aJrcHvfl' AaHHbIx;

. co3AaBarb rpy[rroBbre noJrr.rrr,rKr.I 6esonacHocua uo6nlbHbrx ycrpoftcte;

. yArrJreHHo Hacrpar.rnarr rou(luryparlr{oHHbre [apaMerprr ycrpoficrB, IroAKJIroqeHHbx IIo flporoKony

Exchange ActiveSync\ iOS MDM;
. noJryqarb orqerbr v craryrcrrnry o pa6ore uo6ulurux ycrpoficrB floJlb3osatereft;

o 6noxupoBra BpeAoHocHbrx u Quruuurossx cafiron Ha ocHoBe BepAHKToB pellyrallploHHblx

o6Ia.IHrrx cepBI,IcoB npoI43BoAI,ITeJIfl aHTI,IBI{PYCHbIX CPEACTB 3AIIII{TbI' IIPU ilCIIOJIb3OBAHI,IPI

supervised mode;

. rleHTpanlr3oBaHHoro yflpaBneHr,rfl c floMolquo eAunofi KoHcoJII'I ynpaBJIeHHfl;

. HIIJII,ITIT{e KoMloHeHTa, KoropHfi noggonger KoHTpoJII,IpoBarb, MoxHo JII'I I4cnoJlb3oBarb

co6crnenubre flpr.rJroxeHr.r, ycrpoftcrna, TaKI{e rar iTunes, Safari umn Game Center, na

ytrpaBJlreMou ycrPoftcrae.

Tpe6onanuf K rrporpaMMHbrM cpeAcTBaM TIeHTpaJIIT3OBaHHOTO ynpaBJleHl{flr MOHHTOpHHTa rr

o6uosfleHrq ua 6ase OC Windows

llporpauryrHbre cpeAcrBa rleHTptlJrr,BoBaHHoro yilpaBJleHus, MoHI.ITopuHra r'r o6nosreHl'L AoJIxHbI

tpynrquonprpoBarb Ha KoMnbrorepax, pa6orarorqux rroA yrrpaBJreHr4eM orlepalllloHHbx cI'IcreM cneAyloqux

nepcuft:
o Microsoft Windows l0 20H2 32-pazps,trtax I 64-pasps'rman;

o Microsoft Windows 10 20H1 32-patpsguat I 64-patpn4nas;

o Microsoft Windows 10 Enterprise 2019 LTSC 32-pazptguas I 64'paspn'Anasj

o Microsoft Windows 10 Enterprise 2016 LTSB 32-patry,gnat I 64-pazpnltnan;

o Microsoft Windows l0 Enterprise 2015 LTSB 32-pazptyuax I 64-paspn'rHas';

o Microsoft Windows 10 Pro RS5 (October 2018 Update, 1809) 32-pazpnsnas I 64-paspn+Han;

o Microsoft Windows 10 Pro 4nx pa6ounx ctanqnfi RS5 (October 2018 Update, 1809) 32-

pa3pf,AHiul I 64-PazPr.guas;

o Microsoft Windows 10 Enterprise RS5 (October 2018 Update, 1809) 32-pazpxsnas I 64-

pa3pfl,AHas,;

o Miqosoft Windows 10 Education RS5 (October 2018 Update, 1809) 32-pazpxsnas I 64-

pa3pfl'Allafl;

o Microsoft windows 10 Pro l9Hl32-paspflAHiur I 64-pazpswtas,;

o Microsoft Windows 10 Pro 4nr pa6ouux crauqnft lgHl32-pazpfl,Anafl' I 64-pazpngHan;

o Microsoft Windows l0 Enterprise 19Hl 32-paspnguat I 64-paspsIlrlas,;

o Microsoft Windows 10 Education l9H1 32-paspxgnat I 64-pazpn46an;

o Microsoft Windows 10 Pro l9H2 32-patpn4nas, I 64-paspsgluan;

o Microsoft Windows 10 Pro glr pa6ouux ctanqplft l9H2 32-pazpfl'prHas' I 64'paspnguan;

o Microsoft Windows 10 Enterprise 19H2 32-pasps.guas I 64'pazps'l;aas;

o Microsoft Windows 10 Education l9H2 32-pazpnatat I 64-pazpsruan;

o Microsoft Windows 8.1 Pro 32-pazpnguas I 64-pazpn4uas;

o Microsoft Windows 8.1 Enterprise 32-paspflAHas I 64-pazpnguas;

o Microsoft Windows 8 Pro 32-paspr.qHilI I 64-pazpxgnas;

o Microsoft Windows 8 Enterprise32-pasptwras' I 64'pazptgnafl;

o Microsoft Windows 7 Professional Service Pack 1 32-paspxyuas I 64-paspnAHas';

o Microsoft Windows 7 Enterprise / Ultimate Service Pack 1 32'paspnguas I 64-p*pn'I.uas,;

o Windows Server 2019 Standard 64-paapn4nas;

o Windows Server 2019 Standard 64-paspflgmas;

o Microsoft Windows Server 2019Datacenter 64-paspflAHa"a;

o Microsoft Windows Server 2016 Server Standard RS3 (v1709) (LTSB/CBB) 64-paspn4nas,;
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o Microsoft Windows Server 2016 Server Datacenter RS3 (vl709) (LTSB/CBB) 64-
paspfl,I'Has,;

o Microsoft Windows Server 2016 (aapuaHr ycraHosxr Server Core RS3 (vl709)
(LTSB/CBB) 64-pasp s.rHas,;

o Microsoft Windows Server 2016 Standard (LTSB) 64-pazpxanas;
o Microsoft Windows Server 2016 (eapuaHr ycraHoeru Server Core) (LTSB) 64-pazpxguar;
o Microsoft Windows Server 2016 Datacenter (LTSB) 64-paap s1Has;
o Microsoft Windows Server 2012R2 Standard 64-pasptptay
o Microsoft Windows Server 2012R2 Server Core 64-paspfl,A:aal;
o Microsoft Windows Server 2012R2 Foundation 64-pazptgnay
o Microsoft Windows Server 2012R2 Essentials 64-pazpxguan;
o Microsoft Windows Server 2012R2 Datacenter 64-pazptguas;
o Microsoft Windows Server 2012 Standard 64-pazpn1Lnafl;

o Microsoft Windows Server 2012 Server Core 64-paspxauax;
o Microsoft Windows Server 2012 Foundation 64-pasptauaq
o Microsoft Windows Server 2012 Essentials 64-paspflr*afl;
o Microsoft Windows Server 2}l2Datacenter 64-paspsp.Ha:^;

o Microsoft Windows Storage Server 2016 64-paspflr*afl;
o Microsoft Windows Storage Server 2012Fi2 64-pazptauas;
o Microsoft Windows Storage Server 2012 64-paspnrHar;

flporpauuHrle cpeAcrBa ueHTpirnrr3oBaHHoro ylpaBneHrrq, MoHlrropr4Hra u o6uonreHr{r AoJrxHbr
[oAAepx[rBarr, ycraHoBKy Ha cneAyroruux Br{pryanbuux nrar$opMax :

o VMware vSphere 6.7;
o VMware vSphere 7.1;
o VMware Workstation 15 Pro;
o VMware Workstation 16 Pro;
o Microsoft Hyper-V Server 2012 64-pazpflI*an;
o Microsoft Hyper-V Server 2012P.2 64-pazpxguafl;
o Microsoft Hyper-V Server 2016 64-pazpnr*an;
o Microsoft Hyper-V Server 2019 64-paspn1*an;
o Citrix XenServer 7.1 LTSR;
o Citrix XenServer 8.x;
o Parallels Desktop 16;

o Oracle VM VirtualBox 6.x.

flporpau*rHble cpeAcrBa IIeHTpanI{3oBaHHoro ylpaBneHus, MoHr,rropuHra u o6uosreHuq AorxHbr
SyHrquonupoBarb c CYEI cne.uyrculr4x nepcufi:

o Microsoft SQL Server 2012 Express 64-pazptauay
o Microsoft SQL Server 2014 Express 64-pasptguax;
o Microsoft SQL Server2016 Express 64-pxptguafl,;
o Microsoft SQL Server 2017 Express 64-pasptauat;
o Microsoft SQL Server 2019 Express 64-pazpxauat;
o Microsoft SQL Server 2014 (ece pegaxryuu) 64-paspn1*an;
o Microsoft SQL Server 2016 (nce pesaxuun) 64-pazpfl[Has;
o Microsoft SQL Server 2017 (nce pegaxquu) g.n.a Windows 64-pazptsHax;
o Microsoft SQL Server 2017 (nce pe4axquz) 4:rr Linux 64-pazpxauat;
o Microsoft SQL Server 2019 (nce pe4anquu) 4.na Windows 64-pazptsuax;
o Microsoft SQL Server 2019 (nce pe4arquu) 4.rrx Linux 64-pazptauat;
o MySQL Standard Edition 5.7 32-pazpnrnan I 64-pazptsuas;
o MySQL Enterprise Edition 5.7 32-pa-r;pnilHas.I 64-pasptsnan;
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o Bce nepcnu SQl-cepnepoB, no.{AepxrrBaeMble s o6ra.IHrx nnartfopuax Amazon RDS n

Microsoft Azure;
o MariaDB Server 10.3 32-pazprAHarr I 64-pazptguafi c roAcncreuofi xpaHI'IrII'IIrIa InnoDB.

B nporparr,rMHoM cpeAcrBe aHTlrBr.rpycHsfi 3anu.Irbl AoJIxHbI6uru pealr3oBaHbl cJleAylouue

Synrqr,ronaJlbHble Bo3MoxHocrI'I :

. Bbr6op apxlrreKTypbr ycraHoBKr.r rleHTpanpr3oBaHHoro cpeAcrBa ynpaBJIeHI'Ic, MoHuropnHtail

o6uonleuu, B 3aBr,rc[MocTr{ oT KoJrr4qecTBa 3arq}ruaeMbrx y3noB;

. rrTeHlrs uusoprr.raqvf/-u3Active Directory, c IIeJIbIo rIoIyrIeHI{, AaHHbIx o6 yuerurrx 3anl'Icrx

KoM[blorepoB I,I rro Jlb3osateneft B opraHI'I3aIIil]I ;

. Hacrpoftru npanuJr rrepeHoca o6napyNeuHbrx KoMrlblorepoB no ip-anpecy, TI'Ily OC, naxoxgeHl{Io

s OU AD;
. aBToMarr,rqecroe pacupeAeneHr,re yqerHux ganucefi KoM[brorepoB rlo rpyflnaM ynpaBJleHl'ifl, B

cnyqae [orBJreHprfl HoBbrx KoM[brorepoB B cerl{; BosldoNHocrb Hacrpofiru npanun flepeuoca no ip-

aApecy, ruuy OC, HtxoxAeHI'Iro n OU AD;
. rleHTpanlr3oBaHHbre ycraHoBxa, o6uonleuve fiy$aurcHr4e [porpaMMHblx cpeAcrB anrunupycuofi

3aIqLITbI;

. rIeHTpanIBoBaHHafl Hactpofi ra, a,4MI'IHI'IcrpI'IpoBaHI'Ie ;

. npocMorp orqeroB t4 c^rat:y,crvtqecxoft zntfoprvraqull flo pa6ore cpeAcrB 3aIqI'ITbI;

o rleHTpanr.r3oBaHHoe yAaneHr,re (pyunoe la aBToMarll.recxoe) HecoBMecrI'IMbIx npnloxeuufi

cpeAcrBaMl{ ueHTpa y[paBneHI'L;

. coxpaHeHl,Ie rlcropl{rr l,I3MeHenufi nomltuK I,I 3aAaq, Bo3MoxHocrb BrIIIoJIHI'ITI orKar K

npeAbIIyqLIM BepClIrM ;
. HrrJrptqrre pa3rutrHbrx MeroAoB ycraHoBru,I aHTIIBI{pycHbrx areHToB: Ars yAalensofi ycraHoBKI4 -

RPC, GPO, cpeAcrBaMr,r c[creMbr yllpaBneHllfl, AIrfl.loralrnofi ycraHoBKI{ - Bo3MoxHocrb co3Aarb

aBToHoMHbIft naxet ycraHoBKI'I;

. y1a3aHus B noJrr.rrrarax 6esonacHocrr.r cnequanbHblx rpl4rrepoB, Koropble [epeolpeAeJltlor

nacrpofixu aHTr,rBupycHoro pemeHr,rfl B 3aBI,IcI,IMocrI,r or yuernoft 3alrrlcu, no4 rotopofi

[oJrb3oBareJrb BorrreJr B cgcreMy, Terylrlero IPv4-aapeca, a raKxe or rolo, B KaKoM OU HaxoAtarcs

KoMnblorep vntt4B raroft rpyffIe 6esouaorocru;

. uepapxrr,r rpr.rmepoB, fro KoropbrM [po[cxoAl{T nepepacnpeAeJleHue;

o rocrr{poBaHr,re 3arpyxeHHHx o6nosreuufi cpe4crBnMr.r IIO qentpalla3oBanHoro yflpaBneHplfl nepeA

pacnpocTpaHeHl'IeM Ha KJII',IeHTCKI',Ie MaITII4HbI;

. AocraBxa o6nouenufi na pa6ouue Mecra IloJlb3oBarelefi cpasy nocJle Iax flonyqeHl'Ifl;

. pacrro3HaBaHr,re B cerr.r Br,rpryurnbHbrx MaIITLIH t,r pac[peAeJleHue 6anauca Harpy3KI'I 3anycKaeMblx

3aAatr MexAy Hr,rMr.r B cJryqae, ecJrr.r 9TI,I MaIIII,IHrI HaxoArrcs Ha oAHoM QusuuecroM cepBepe;

. nocrpoeHr{e MHoroypoBHeBofi cracreurr ynpaBneHl{, c Bo3MoxHocrblo uactpofixu upan

aAMr,rHlrcrparopoB r{ o[eparopoB, a rarxe Qopr"r upeAocraBnserrloft ortlerHocrl{ Ha KaxAoM ypoBHe;

. co3AaHr.re uepapxlrfi cepBepoB aAM]rHI,ICTpUpoBaHI,Is flpoI,I3BOJIbHOro ypoBHfl I',I BO3MOXHOCTb

rleHTpanl3oBaHHoro ylpaBJrenr.rs sceft uepapxuefi c BepxHero ypoBHfl;

o uoAAepxKa MyJrbrr{apeHAHocru (mu1ti-tenancy) AJL cepBepoB yrpaBneHl{r;

o o6noueur,re [porpaMMHbrx cpeAcrB r.r aHTr.rBr{pycHbrx 6as us pa3Hbrx }Icro'IHI{KoB, KaK IIo KaHaJIaM

cBflgvt,TaK LI Ha MaIITI{HHrIX HOCI'ITeIXX rantfopMaquu;

. Aocryrr r o6taqnrrM cepBepaM [por,r3BoAr,rreJl aHTI,IBupycHoro fIO uepes cepBep y[paBneHl'Iq;

. ABTOMATI,ITICCKOE PACIPOCTPAHEH}IE NUIIEH3I'Ifi HA KJII'IEHTCKI{E KOMIbIOTEPbI;

. r,rHBeHrapvsa\r4flycraHoBlreHHoro IIO u o6opy.uonanvrs.HaKoMlrblorepax flonb3onarelefi;

. HaJrr,rque MexaHr,r3Ma ofloBerqeHr,r, o co6rrrusx n pa6ote ycraHoBJIeHHbIx npuloxenufi

aHTr,rBr,rpycnofi sarqurbr r,r Hacrpofiru paccrrfiKl,I [oqroBblx yBeAoMlenufi o HI'IX;

o (fynrqrfl yrrpaBneHus N,ro6umHbrMr,r ycrpoftcrnzlMl,I qepe3 cepBep Exchange ActiveSync;
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. $yHKrIr{s yilpaBneHr.rff Mo6nnbnhrMr.r ycrpoficrBaMr.r qep* cepBep iOS MDM;

. orrrpaBru SMS-ononeqeuxfi o 3aAaHHbx co6rrrurx;

. IIeHTpaJII{3oBaHHruI ycraHoBKa cepru(puraroB Ha yrrpaBJr.rreMrre uo6ulruhre ycrpoficraa;

. yKa3aHus mo6oro KoMlrblorepa opraHI,I3aIII{H rIeHTpoM perpaHcrflsrlktht o6nouenufi lns cHHxeHr.r,
ceresofi Harpy3Kr.r Ha cr{creMy y[paBneHr,rr;

. yKa3aHI{s mo6oro KoMflblorepa opraHll3arl[]r rIeHTpoM rrepecbrJKu co6urvfi aurunnpycHbrx
areHToB, nu6pauuofi rpyurlhl KJII{eHToKHX KoM[brorepoB, cepBepy ueHTpzrnr{3oBauuoro yflpaBJreHr{fl

AJrfi cHuxeHr,r, cereBoft uarpysrr.r Ha cr,rcreMy y[paBJreHr{r;
o [ocrpoeur.Ie rpa(puqecKllx orqeroB uo co6srrr.flM aHTr{Br,rpycnofi 3arqr.rrbr, AaHHbrM

HHBeHTapU3arIHr,r, AaHHETM irr.rrleH3r.rpoBaHr,rs ycTztrroBneHHblx uporpaMM;
. HaJII{.ILIe [peAHacrpoeHHbrx craHAaprHbrx orqeroB o pa6ore crrcreMbr;
o oKcrropr orrreroB n Qaftnrr (foprvraron PDF rn XML;
. IIeHTpanI,BoBaHHoe y[paBJIeH]Ie o6rercraru]r p*epBHbx xpaHr.rnuq ]r KapaHTr{HoB no BceM pecypcaM

ceru, Ha Koropblx ycrauoBJreHo aHTlrBrrpycHoe rrporpaMMHoe o6ecue.reHr.re;
o co3AaHI,Ie BHyrpeHHLrx yqerHrrx ganucefi AJrfl ayreHTr,rQuraqnu Ha cepBepe yflpaBJreHr.rfl;

. co3AaHI,Ie pe3epBHofi xonru cprcreMbr yflpaBneHr,rr BcrpoeuHbrMr.r cpeAcrBaMr.r ctrcreMbl
ynpaBJreHr{r;

o noAAepxxa Windows Failover Clustering;
o noAAepxKa r,rHrerpa\t4tr c Windows cepBr,rcoM Certificate Authority;
. HaJIHTIIIe floprilna carr,roo6crryxI.IBaHI,L floJrb3oBareneft ;

. IIoprtlJI cauoo6crryxl4BaHrlfl AoJIxeH o6ecne.rfisarb Bo3MoxHocrb uo.{KnroqeHr,rf, noJrb3oBarelefi c
IIeJIbIO yCTaHOBKH areHTa ynpaBJreHHS Ha r\do6urbHoe ycTpoftcrno, [pocMoTp uo6ulrnrx
ycrpoficrn, orrrpaBKrl KoMaHA 6roruponxu, rrorrcKa ycrpoftcrna u yAaJreur,r, AaHHhrx na uo6rElrnou
ycrpoft ctne flonmoBarens;

. HAJII,IqUE C}ICTEMrI KOHTPOJIq BO3HI,IKHOBEHI,IS BIIPYCHTX SUU4EUUfi;

. ycraHoBKrr B o6ra.ruofi un$pacrpyKType Microsoft Azure u Google Cloud;
o r.rHTorparlur rro OpenAPI;
. ynpaBJIeHLIfl aHTl,IBzpycuoft sarquroft c uc[oJrb3oBaHr.reM WEB KoHcoJrr.r;

. AByxsraflHafl npoBepKa,{n, cHllxeur.rff pr{cKa HecaHKrlr,roH}rpoBanHoro Aocry[a r Koncoll.r
aAMr{H r,r cTpHpo B arru, ;

. uctIoJIb3oBaHLL AoIroJIHI,ITenrnoft ayrentu{uKarl}rs flocJre H3MeHeHr.rq flapaMerpon yueruoft 3a[rucu
tIOJIb3OBATEJIS.

Tpe6onanufl K rrporpaMMHblM cpeAcrBaM rleuTpaJrlr3oBauuoro ynpaBJreHrrs, Mourrroprrnra H

o6Hosreuus na 6ase OC Linux
flporpavrrraHble cpeAcrBa IIeHTpzIJrr,BoBaHHoro y[paBJreHr.rr, MoHr{TopHHra u o6roueHr{, AoJrxHbr
QynrquonupoBarb Ha KoMlrblorepax, pa6oraroqux rroA yrrpaBJreHr,reM orreparlr{ouHrrx cr{creM cJreAyroqux
nepcuft:

o Ubuntu 18.04 LTS;
o Ubuntu 20.04 LTS;
o Debian GNU / Linux 10.5;

o Astra Linux Common Edition, aepcux2.l2;
o Astra Linux Special Edition, nepcux 1.6;

o CentOS 7.9.2009;
o CentOS 8.3.2011;
o Red Hat Enterprise Linux 7.9;
o Red Hat Enterprise Linux 8.3;
o ALT 8.3;
o ALT 9.1.
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llporparrarraHbre cpeAcrBa rIeHTprlJrI,BoBaHHoro ytrpaBJleHu.f,, MoHI,ITopI'IHra rn o6nosreHl'L AoJIxHbI

noAAepxllBarb ycraHoBKy Ha cJleAyrcIqux BupryaJlbuux ular(popMax:

o FusionComPute 8.0;

o FusionSphere OPenStack 6.5.13.

IlporpaurraH6re cpeAcrBa UeHTpanlr3oBaHHoro ynpaBJIeHLIt, MoHI,IToplIHra r'I o6noueHuf, AoJIxHbI

$yurqnonupoBarb c CYE,{ cJleAyloqux nepcuil:

; MariaDB Server 10.3 32-pazpflAHrur I 64-pazptgHtul c rloAcLrcreuoft xpaHllnllqa InnoDB.

Kaspersky Security Center 13 Linux rpeAHa3HarreH Am pa3BeprbrBaldifis.uyrpaBJIeHI'Is sarquroft yctpoficre

. o.ripuqronuofi cucrerraoft Linux c noMoulblo Cepnepa aAMI'IHI'IcrpI'IpoBaHI'Ifl :na6aze Linux s

coorBercrBl,ur c rpe6oBalilflMpt qllcrblx cpe4 Linux@.

B nporpavrMHoM cpeAcrBe aHTr,rBr.rpycHoft 3arru.ITbl AoiIxHbI6rnr pealIE3oBaHbI cneAyrollllle

if ynnquonaJlbHble Bo3MoxHocrI'I :

. rIeHTpaIrlBoBaHHbre ycragoBKa, o6uonreHue LI yAaJIeHLIe flporpaMMublx cpeAcrB anutnupyOtrofi

3AIIII4TbI;

. TIeHTpzIJILBoBaHHaJI uacrpofi xa, aAMI4HI'IcrpI'IpoBaHI'Ie ;

. npocMorp orrreroB kr crdtyrcrvrqecrofi zn0oprraaqilll rro pa6ote cpeAcrB 3aIrI[TbI;

o coxpaHeHl,Ie lrcropl,Irl I,r3MeHennfi norprtuK rt 3aAatl, Bo3MoxHocrb BbI[oJIH[Tb orKar K

npeAbIAyIqI,IM BepClIrM ;

. fiepapxflr.r rpr{rrepoB, IIo KoropbrM rlpoucxoA]IT rlepepacflpeAeJleHl{e;

. AocraBxa o6noue:glufi na pa6ovre Mecra lroJlb3oBarenefi cpasy flocJle ux [oJrytIeHI'Is;

. pacrro3gaBaHr,re B cerr{ Br{pryanbHbrx MaIILIH I{ pac[peAeJIeHI,Ie 6alasca Harpy3KI'I3anycraeMblx

3aAatr MexAy Hr.rMr.r B cJryqae, ecJru oTI,I MaIrrI,IHbI HaxopTc.f, Ha oAHoM ([usuuecroM cepBepe;

. [ocrpoeHr{e MuotoypoBHeBoft cncreurr y[paBneHl,Iff c Bo3MoxHocrblo nacrpofirn npar

aAMr.rHr.rcrparopoB r,r o[eparopoB, a rarxe Qop, npeAocraBlseuoft orqerHocrl'I Ha Kax.qoM ypoBHe;

. CO3AAHI,IE UEPAPXfiH CEPBEPOB AAMI,IHI,ICTPI'IPOBAHI'Ifl IIPOI'BBONbHOTO YPOBH' I'I BO3MOXHOCTb

rIeHTpaJILI3oBaHHoro y[paBJIeHLIq ncefi uepapxnefi c BepxHero ypoBgfi ;

o noAAepxKa Myjrbrr,rapeHAuocru (multi-tenancy) Anfl cepBepoB yrlpaBJleHufi;

o o6nonleHr,re nporpaMMHbrx cpeAcrB r.r aHTr4BlrpycHbrx 6az us pa3gbrx I{croqHI'IKoB, KaK Iro KaHaJIaM

cBr3I{, TaK LI Ha MaIILIHHsIX HOCLITen-ax uu(lopMaII}I}I;

. Aocryn x o6laqngM cepBepaM [por.r3BoAHTeJIfl aHrI{BI,IpycHoro fIO uepea cepBep yflpaBneHl4fl;

. ABTOMATI,IqECKOE PACHPOCTPAHEH}IE JII4IIEH3I{I'I HA KJII'IEHTCKI'IC KOMIIbIOTEPbI;

. HrlJrr{q}re MexaH[r3Ma orroBerqeHr,rfl o co6rrrusx n pa6orc ycraHoBJIeHHbIx upranoxenrlfi

aHTr.rBr,rpycsofi gaurarbr r{ Hacrpofirr paccrulrl,I floqroBblx yBeAoMJleuufi o ur'rx;

. rrocrpoenue rpaiputrecrux ortreroB uo co6utusM aHTlrBlrpycnoft 3aIqLITbI, AaHHbM JII'IIIeH3I'IpoBaHVfr'

ycTaHoBneHHbIx [porpaMM;
. HrrJrrirrrue npeAHacrpoeHHbrx craHAaprublx orqeroB o pa6ore c?IcreMbl;

o excropr orqeroB n ipafinu Qoprvraron PDF u XML;
o rleHTpanpr3oBaHHoe ynpaBJreH[re o6rerraur4 pe3epBHbrx xpaHI,InI4IrI I'I KapaHTI'IHoB IIo BceM pecypcaM

cerlr, Ha Koropbrx ycraHoBneuo aHTIaBLIpycHoe ilporpaMMHoe o6ecneqeHl'Ie ;

. co3AaHr.re BHyrpeHHrx yqerHbrx sanilcefi An.f, ayreHTn([nraquu Ha cepBepe yflpaBneHl'I.fl;

. co3AaHr,re pe3epBHoft ronnu crrcreMbr yrIpaBneHLIt BcrpoeHHbIMI'I cpeAcrBaMl{ c}IcreMbl

yrIpaBJIeHI{r;

. HaJrr.rqlre crrcTeMbr KoHTpOnfl Bo3HlrKHOBeHI4' BLIpyCnSx enuAerraufi;

. yrrpaBJreHr.r.f, aHTuBr.rpycnoft sarqutofi c [cloJIb3oBaHI,IeM WEB KoHcoJrI'I;

Tpe6onanuq rc o6uonfl eHr{Io aHTl{BrrpycHrrx 6as

O6nonnseubre agTr.rBr.rpycHbre 6agrr Aaunblx AonxHbI o6ecneqrlsarb peaJIIl3aIIIarc cJIeAyIoU[x

(pynrquonaJlbHblx eosl\,IoxHocrefi :
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co3AaHr4r npaBrrn o6HosreHus aHTr.rBr,rpycHblx 6a-s He pexe 24 pa3 B TeqeHI4e KaneHAapHbIx cyroK;

MHoxecrBegHocrb nyrefi o6nosreuus, B ToM rrI4cJIe - IIo KaHaJIaM cB.,I3I,I n Ha orqyxAaeMblx

gJreKTpoHHbIx HoclITenrx nuSopMalluu;

rpoBepKy rleJrocrHocrr,r rr [oAJrr{HHocrpr o6uosneurfi cpegctnanall oneKTpoHnofi quQponoft

noAlrucll.

Tpe6onanuq K 3KcrrflyaralllroHuofi 4orcyueHTall[[
3xcnlyararlrdoHHiur AoKyMeHTa\r4fl L:lfl. Bcex [porpaMMHbrx npoAyKToB aHTI.IBI,Ipycnofi salqurbl, BKJIIoTTaJI

cpeAcrBa ynpaBneHutr, AoJIxHa BKJrrotrarb AoKyMeHTbI, tIoAroroBJIeHHbIe B coorBeTcrBI{I4 c rpe6onauuxtrlu

focyAapcrBeHHblx cTaHAaproB, Ha pyccKoM fl3blKe, B TOM ql4cne:

o (PyKoBoAcrBo lloJlb3oBarenr (aArvrunuctpatopa)>

,{oryuenraUur, nocraBJrreMarr c aHTr.rBr.rpycHblMu cpeAcrBaMLI, AoJIxHa AeranbHo onl,IcblBarb IlpoUecc

ycraHoBKH, nacrpofirlr pr gKcnnyara\vLr coorBercrBylouero cpeAcrBa aHTl{Bl{pycnoft sailIutH.

Tpe6onanufl K TexHlrqecxofi [oMep)ICKe

Texuuqecra:l uogepxKa aHTLIBLIpyCHoIO npOrpaMMHorO O6ecletIeHI'Is AOJIxHa:

o flpe4ocraBJrflTbc, Ha pyccKoM r3brKe cepru$uqupoBaHHblM[I clequan]IcraMl'I [poI{3BoAI'ITen,

cpeAcrB aHTrrBr{pyqroft sarqurbr r4 ero [aprHepoB ua scefi reppI,ITopI'Iu Poccptftcxoft @egepallrlu [o
oneKTpoHHofi noq're u qepe3 I4urepner.

o Web-ca[T npor{3BoArTetfl aHTr,rBr{pycHoro pemeHu, Aonxeu 6rrtr Ha pyccKoM fl3blKe, }IMerb

cneq[aJrbHufi pas4el, uocssq€uuufi rexnuqecxofi rrogepxKe aHTuBLIpycHoro peureHfifl,

rronoJrHfleMyro 6a:y 3nalauit, a rarxe $opyrur IloJlb3oBarelefi nporpauMHblx npoAyKToB.

6. Tpe6onaulrfl K ycJryraM rro aKTIrBaIIur

Irlcuoruurenb Bo esaurrao4eficrBr,ru c npou3BoAureJreM o6opy,uonanua (xounanuefi Fortinet) nsluolurer

ece ueo6xoAr{Mbre Aeficrnuq no aKTr.rBarlrar,r [oArrrrcox uao6noBJreul{e cepBI,IcoB 6egouacnocrl4, rlporpaMMHoro

o6ecneqeur4, lrcnoJrb3yeMoro o6opy.uonalns.nAocryna K cepBucaM TexHl,IqecKofi noAAepxKl'I [poI43BoALITen[

o6opy4onanur.

7. Tpe6onaHus rc uuQoprvraquonnoft 6esouacuocru

IIpn ora:aHr.r[ ycJryr AoJrxHbr co6moAarsc, Bce rpe6onauua no un(fopMaul4oHHofi 6esouacHocrH B

rracrr.r $opuuponanurr pe3epBHbrx Korr[ft, o6ecnerleHlL coxpaHHocrtt u IIeJIocrHocrI'I cyUecrByloq]Ix

un$oprvraul.roHHbrx 6as u 6anxoB AaHHbrx, c Bo3MoxHocrbro BoccraHoBJIe]f.]1.flvI3 pe3epBHbx xouufi AaHHbIx I4

Bcex [porpaMMHbrx cpeAcrB, 4eficrnyrorur4x Ao MoMeHTa ycraHoBKLI HoBoro nporpaMMHoro o6ecneqeHHq'

8. IlepeaaBaeMafl BMecTe c ToBapoM/yc;ryrauu AoKyMeHTaIIIIf

I4cuorurureJrb AoJrxeH [peAocraBr4Tb aKT BrIIIoJIHeHI4, ycnyr I4 BbIcraBI'Irr cuera-(faKTypbl 3a

oKa3agHbre ycnyr[ B coorBercrBlrfi c rpe6onauuflNrvtu cpoKaMI,I, Koropble 6yayt yKa3aHbI B AoroBope Ha

o1a3aHue ytryr <Orasanue ycJryr rro arT]rBarlu]r rroArrr,rcoK, Ha o6nosneHl,Ie cepBucoB 6egouacnocru u

npoAneHr,ru rexHr,rtrecKofi uog4epxru,, NtAKoMnneKca ceresofi 3aIrII4TbI unsoprraauuu Fortinet, cporou ua I

roA) AJu Arquouepnoro KouueptlecKoro Bauxa <YsArpo3":"rrr;i"',1
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