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1. Onucanue ycoayru
Oxasanue yciayr mo aKTHBAIMM IIOANHCOK, HA OGHOBJIEHHE CEPBUCOB 0GE30MACHOCTH M TMPOJJICHHE
TEXHUYECKOH TONCPIKKH ¥ KOMIUICKCa MH(MOPMAIMOHHOH 3aliThl KOHEYHBIX II0JIb30BATENeH, CPOKOM Ha |
rom i Akuroneproro Kommepueckoro banka «Y3Arpodkcnoprbanky.
2. Ileap npuoGperenust ycryr
ObGecneyenne HeOOXOUMOTO YPOBHSI CETEBOI 3aIUThH HHPOpMaIuy GaHKa.
3. OcHoBanue 151 peaJTH3alHH MPOEKTA, B PAMKAX KOTOPOro NPOU3BOAMTCS 3aKyIKa

Texymue npoussoacreennsie morpedbuoctd AKB « Y3AIPODKCIIOPTBAHK Y.

4. Cnenuduxanus npuodperaemMoii yciyru

4.1 Ilepevens oGopyaoBaHust

B cocraB xommiekca ceTeBoif 3ammTel uHH(bOpManuu AkuuoHepHoro Kommepueckoro Bamka
«Y3ArpoOkcnoprbaHk» BXOIST clieyromue mpoayKTel komnanuu Fortinet:

L

emceTeBoﬁ axpéH HoBoro nokonexnusa (NGFW) Fortigate-61F Network Security

Appliance

[lepeuncnennoe oGopynosanue ycraHoBneHo B ronoBHoM opuce AKB «Y3Arpodkcrnoprbank» B ropoze
TamkenT.

4.2 CocraB YCIyr nmo akTHBaN MM MOAINMCOK Ha 00HOBJIEHHE CEepBHCOB 0e30macHOCTH.

Yenyrn 1o akTHBaMM TIOANHCOK Ha cepBuchl GesomacHoctd (Unified Threat Protection (UTP)) u
npozieHne TexHudeckoi mopnepxkku (FortiCare Contract) o6opynoBanus Fortigate-201E u FortiAnalyzer-
200F, momkHEI coepkaTh B cebe ClIeTyOIHe MO3HIIH:

FortiGate-61E Year Unified Threat Protection (UTP) (IPS,
1 FC lo_gg_ile g Advanced Malware Protection, Application Control, Web & 1
Video Filtering, Antispam Service, and FortiCare Premium)

TpeboBanus k TeXHHYeCKOi MoIepPKKe 000Py/I0BAHUS

— Tlonnepikka momxna y10BaeTBOPsTH ypoBHIO Standard Support ot npousBoauTens 060py 0BaHHUS.
— Ilpuem 3ampocoB u obecrieueHre peakny Ha HHIU/ICHTHI J0JDKHBI IPOU3BOJUTECS B pexume 24x7 (24
yaca, 7 JHEH B HEJIEIIO).

— IlpueM 3a11pocoB JI0JKEH OCYIIECTBIIATECS 110 IPSIMOiA Tene(OHHON JTMHUM, afpecy IeKTPOHHOM
IOYTHI MO0 Yepes TMYHbIN KaOUHET Ha caiiTe MPOM3BOUTENS 000Dy I0BAHHS.



—  Kaxzoe obpaiieHue I0KHO (UKCHPOBATHCS B PETMCTPALMOHHOM 0a3e CHCTEMBI TEXHUYECKOMH
TOIEPIKKU [TPOU3BOAUTENS 000Dy I0BAHUS.

— KonuuecTBo obpaiieHuii B ciryx0y MoJIEPKKH HE TOJDKHO OrpaHHIUBATHCS.

—  Ycyru o HacTpoiike ¥ BBOAY B dkciutyaraiuio WAF (web-application firewall)

Cpoxu aKTHBAIMH YCJIyT

[leproa, Ha KOTODbIA AKTHBUPYIOTCA TMONNMCKA HA OOHOBIICHHE CEPBHUCOB Oe3omacHOCTH JUIs
KOMIIEKca ceTeBoil 3ammthl mH(oOpManuu Fortinet — 12 mecsues. Cpok, B TEYEHHE KOTOPOrO
aKTHBHpYIOTCS yeuyrs — 10 KaneHAapHbIX THEH.

5. Cneunuduxanus cucteMbl HHGOPMAUMOHHOM 3aMHUThI KOHYEHbIX M0JIb30BaTeJIeH.
Oo6mue TpeboBaHusA
Koanuecrso: 101 moanucka.

Cpok aKTHBAIMH NOAMHCOK: 12 mMecsiIeB.
AHTUBHMPYCHBIE CPE/ICTBA JIOJDKHBI BKIIFOYATh!
» IPOrpaMMHBIE CPE/ICTBA AHTHBHMPYCHOM 3aIUTHI ISt pabounX cranuii Windows;
» IPOrpaMMHBIE CPE/ICTBA AHTHBHPYCHOM 3alIUTBI ISl pabodmX crannuii MacOS;
» IPOrpaMMHBIE CPEJICTBA aHTMBHUPYCHOH 3aIIUThI UL pabouux cTaHImii u cepsepoB Linux;
» [POrPAMMHBIEC CPEJICTBA aHTMBHMPYCHOH 3aIUThI UL daiinossix cepsepoB Windows;
» IPOrpaMMHBIE CPE/ICTBA AHTHBUPYCHO# 3aIUTHI 7Sl MOOUIIBHBIX yCTpOUCTB (cMapT(HOHOB U
IIJIQHIIIETOB);
» HpOrpaMMHBIE CPEICTBA IEHTPATU30BAHHOTO YIPABJICHUA, MOHUTOPHUHIA H OOHOBIICHHS,
» oOHOBISIEMBbIE 0a3bl JAHHBIX CUTHATYP BPEIOHOCHBIX MPOrpamMM H aTak;
» DKCIUTyaTallMOHHYIO JOKYMEHTAIUIO HA PyCCKOM S3BIKE.

IIporpamMMHBIi HHTEPEHAC BCEX aHTUBUPYCHBIX CPEJICTB, BKJIFOYAs CPE/ICTBA yIPAB/ICHHS, I0/DKEH OBITH Ha
PYCCKOM M aHTJIMHCKOM S3BIKE.

Bce aHTHBHpYCHBIE CPEICTBA, BKIIFOYas CPE/ICTBA YIIPABIeHNs, JODKHBI 001a1aTh KOHTEKCTHOM
CIIPABOYHOM CHCTEMON Ha PyCCKOM U QHTJIMHCKOM SI3BIKE.

TpeGoBanus K NPOrPAMMHBIM CPEICTBAM AHTHBHPYCHOI 3aIMTBI IS paGounx crannuii Windows
[IporpaMMHBIE CPEICTBA AHTUBUPYCHO# 3alIUThI A0JDKHBI (Y HKIMOHHPOBATH HA KOMIIBIOTEPAX,
paGOTAIOMIMX IO/ yTIPABIEHHEM ONEPAIMOHHOH CHCTEMBI [Ist PAbOTHX CTAHIMH CIEeQYIONINX BEPCHH:

o Windows 7 Home / Professional / Enterprise (32 / 64-paspsanas);

o Windows 8 Professional / Enterprise (32 / 64-pa3psanas);

o Windows 8.1 Professional / Enterprise (32 / 64-pa3psanuas);

o Windows 10 Home / Pro / Education / Enterprise (32 / 64-pa3psuuast).

B pOrpaMMHOM CpPEACTBE aHTHBprCHOﬁ 3alUThI JOJI2KHBI OBITh peaI30BaHbI CICAYIOIMHC
(byHKL[I/IOHaJIbeIe BO3MOXXHOCTH:

¢ aHTHBHPYCHOE CKAHHPOBAHHS B PEXUME PEATILHOTO BPEMEHH H T10 3alpOCy U3 KOHTEKCTHOT'O MEHIO
00BeKTa;

e AHTHBHUPYCHOE CKAaHHPOBAHHE 10 PACTIMCAHMIO;

e aHTHUBHPYCHOE CKAHMPOBAHHUE MOJIKIIOYAEMBIX YCTPOUCTB;

e HBPUCTHYECKOTO AHATM3ATOPA, II03BOJISIONIETO PACIIO3HABATE M OJIOKMPOBATH PAHEE HEH3BECTHBIC
BPEJIOHOCHBIE [TPOrPaMMBI;

e HelTpanu3anuy JeHCTBUH aKTHBHOTO 3apAXKCHU,



aHaJIM3a MOBEACHHS IIPUIOKEHHUS U IIPOU3BOAMMBIX UM JEHCTBHI B CHCTEME JUIsl BBIABJICHHUS H €T0
BPEIOHOCHO# aKTUBHOCTH ¥ 00HAPY KEHUSI HECAHKIIHOHUPOBAHHBIX JICHCTBHIA;

aHaM3a oOpalneHuii K oOImKUM nmankaM ¥ Qaiinam Jist BBISIBICHHS MONBITOK IMH(POBAHHUS
3aIUINAEMBIX PECYPCOB IOCTYIHBIX IO CETH;

0J10KMpPOBKa JEHCTBHI BPeJOHOCHBIX IPOTPaMM, KOTOPBIE HCIIOJIB3YIOT YA3BUMOCTH B
IPOrpaMMHOM OOECIIEYEHUH B TOM YHCJIE 3aII[HTa AMSITH CHCTEMHBIX IIPOIECCOB;

OTKAaT JCHCTBHU BPEIOHOCHOIO IPOrpaMMHOI0 00ECIICUeHHUS MIPH JICYCHHH, B TOM YHUCIIE,
BOCCTaHOBJIEHHE 3alIM()POBAHHBIX, BPEIOHOCHBIMH IIPOrpaMMamMH, (aijios;

OrpaHUYCHUS IPUBUJIETUH (3aIIKCh B PEECTp, JOCTYI K (aiinam, mankam u JIpyruM Iporeccam,
oOpallleHHe K IIIaHUPOBIIUKY 3a/1a4, JOCTYII K YCTPOHCTBaM, H3MEHEHHE NPaB Ha 0OBEKTHI U T.J1.)
JULSL IPOLIECCOB M IIPUJIOKEHUH, TMHAMUYECKH 0OHOBIIsIEMbIe HACTPAaUBaeMble CIIUCKH IPHIIOKEHHH
C OIpE/ICJICHUEM YPOBHSI JOBEPHS;

00JIaYHO¥ 3aIMTEI OT HOBBIX YIPO3, IIO3BOJISIONICH IPUIOKEHHIO B PEKUME PEATHHOIO BPEMEHH
o0pamarbes K pecypcaM MPOU3BOIUTEIIS, IS IOy YeHHUsI BEPMKTA 110 3aITyCKaeMoi IIporpaMme
i Qaiiy;

aHTHBMPYCHOM NPOBEPKH U JedeHus (aiioB B apxuBax crieayromux Gopmaros: RAR, ARJ, ZIP,
CAB, LHA, JAR, ICE;

3aIIUTHI 9JIEKTPOHHOM ITOYTHI OT BPEIOHOCHBIX [IPOTPaMM € IIPOBEPKOM BXOISIIETO H HUCXOIAILETO
TpaduKa, mepearoIerocs no cieayomumM nporokonam: IMAP, SMTP, POP3, MAPI, NNTP;
(bubTpa MOYTOBBIX BIOXKEHHH ¢ BO3MOIKHOCTBIO IEPEUMEHOBAHHS UIIH yIA/ICHUS 3aJaHHBIX THIIOB
¢aitnos;

IPOBEPKY CETEBOro Tpauka, NOCTYNAIONIEro Ha KOMIIBIOTEP MOJIB30BATES [0 TPOTOKOJIAM
HTTPS (SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2), HTTP, FTP, B ToM 4uciie ¢ OMOIIBIO
9BPHCTHYECKOT0 aHAIK3a, C BO3MOXKHOCTBIO HACTPOUKHU JI0OBEPEHHEIX PECYypCOB U paboToi B
pexxuMe OJIOKUPOBKH WJTH CTATHCTHKH;

610KMpOBKY GaHHEPOB H BCILTHIBAIOIINX OKOH Ha 3arpyskaeMbix Web-cTpaHHIax;

pacro3HaBaHUs ¥ GJIOKMPOBKY (DUINUHTOBBIX M HEOE30MACHEIX CalTOB;

BCTPOCHHOT'O CETEBOr'0 9KPaHa, IMO3BOJISIOLIETO CO3/JaBaTh CETEBbIE MAKETHBIE IPABUIIA M CETEBbIE
IIPpaBHUJIa JIJIs IIPOTPaMM, C BO3MOXKHOCTBIO KAaTErOpHU3allii CETEBLIX CETMEHTOB;

3aLIUTHI OT CETEBBIX aTaK C UCIIOJIE30BAHUEM IIPAaBMJI CETEBOTO SKpaHa JUIs IPUIIOKEHUHN U TOPTOB
B BBIYHCJIMTEIIBHBIX CETAX JIFOO0T0 THIIA;

3aIIUTHI OT CETEBBIX YIPO3, KOTOPHIE HCIIOIB3YIOT YI3BUMOCTH B ARP-1ipoTOKOIIE IS TIOIIENIKH
MAC-anpeca ycrpolicTsa;

KOHTPOJIb CETEBBIX MOAKIIIOYEHUH TUIIA CETEBOH MOCT, C BO3MOXKHOCTBIO OJIOKHPOBKH
OJTHOBPEMEHHOM yCTAHOBKU HECKOJIBKUX CETEBBIX MOIKIIOYEHHUI;

CO3/IaHHMs CIICIHANIBHBIX IPABUII, 3AIIPEIIAIONINX WK pa3pelIalonIuX yCTAaHOBKY H/HIH 3aIlyCK
IPOrpamM JIJIsl BCEX MJIM JIJIsl ONIPEIeIEHHBIX TPy Hosb3oBareneii (Active Directory i
JIOKaJIbHBIX I10JIb30BATEIICH/TPYIIT), KOMIIOHEHT JJOJDKEH KOHTPOJIMPOBATH MIPUIIOKEHHUS KaK 110
Iy TH HAXOX/ICHUS IIPOrPaMMBbI, METaJaHHBIM, CEPTU(HKATY HITH €ro OTIeYaTKy, KOHTPOJILHOM
CYyMMe, TaK H I10 3apaHee 3aJaHHbIM KaTerOpHUsIM IPUIIOKEHUH, TPEI0CTaBIIEMBIM
IPOU3BOJIUTEIIEM IPOIPAMMHOr0 00eCIIeYeHUs], KOMIIOHEHT JJOJKEH paboTaTh B PEXXKHME YEPHOTO
1M O€JI0ro CIHCKa, a TakKe B pexuMe cOopa CTAaTUCTHKH HIIH OJIOKMPOBKH;

KOHTPOJIst pabOTHI IIOJIL30BATEINS C BHEIIHUMHU YCTPOMCTBAMH BBOJI@/BBIBO/IA 110 THITY YCTPOKCTBA
/WM MCTIONB3YEMOH MINHE, C BO3MOXHOCTBIO CO3/[aHUs CIIUCKA JOBEPEHHBIX YCTPOUCTB MO UX
HJICHTU(QUKATOPY U BO3MOXKHOCTBIO MPEOCTABIICHHS IPUBHUJIETUM JUIs HCIIOIE30BAaHMS BHEIIHHUX
YCTPOMCTB ONpe/Ie]IeHHBIM NoJIb30BaTelsiM u3 Active Directory;



e ympasinenus MTP ycTpolicTBaMu 1 HACTPOMKM IpaBHUJI JOCTyIA K yCTPOHCTBAM 3TOIO TUIIA JIJIsl
BCEX MJIM JUIS TPYIIN mojib3oBatereit (Active Directory uim JTOKaIbHBIX IOJIB30BaTENEH/ TPy ), B
paMKax KOHTpPOJISL yCTPOUCTB;

® 3aIKCH B )KypHaJI COOBITHI O 3aUcH H/WiK yAaleHuH (ailioB Ha CheMHBIX JIUCKAX;

e Ha3HAYEHME MPUOPHUTETA JUIS MPABUII JOCTYIA K YCTPOHCTBaM ¢ (aiiI0BOH CHCTEMO;

e KOHTPOJIsS paboTHI MOJIL30BATENIS C CEThIO MIHTEepHET, B TOM 4uciie J00aBIeHHs], PeIaKTUPOBAHUS
KaTeropuii, BKIIFOYEHHE SIBHOTO 3aIpeTa MM pa3pelIeHus J0CTyIa K pecypcam ONpeIesICeHHOro
coziep)KaHHusl, KATETOPUHU CO3JaHHON U TMHAMUYECKH OOHOBIISIEMOM IIPOU3BOAMTEIIEM, & TAKIKE THIIA
uH(pOopMaIuy (ayano, BUAEO U JIp.), IO3BOJISATH BBOAUTH BPEMEHHBIE HHTEPBAJIbI KOHTPOJIS, & TAKKE
Ha3HAYaTh €ro TOJBKO OMNpeIeICHHBIM MoIb30BaTesiM 13 Active Directory;

e 3amuThl oT atak tuna BadUSB,;

® 3aIyCK CIEIHaTbHOMN 3a1a4u AJIsl OOHAPYKEHUS yA3BUMOCTEH B IIPHIIOKEHHAX, YCTAHOBICHHBIX HA
KOMITBIOTEPE, C BO3MOXKHOCTBIO ITPEIOCTABIIECHNS OTYETa 110 0OHAPYKEHHBIM YA3BUMOCTSIM.

® 3AIIKUTHI OT YAAJEHHOTO HECAHKI[HOHUPOBAHHOTO YIIPABJICHUS CEPBUCOM IIPUIIOKEHHMS, & TAKIKE
3aluTa JOCTYyIIa K IMapaMeTpaM MPUIOKEHHUS C IIOMOIIBIO I1apoJIs;

o ympasienus nmapamerpamu Kaspersky Endpoint Security gepe3 moBepeHHBIE IPOrPaMMBbI
yJIJICHHOTO aJIMUHHCTPUPOBAHUS;

® YCTaHOBKHU TOJIbKO BBIOPAHHBIX KOMIIOHEHTOB IIPOrPaMMHOI0O CPEJCTBA aHTHBUPYCHOM 3aIUTHI,

¢ [IEHTPAJU30BaHHOE YIPaBJICHHE BCEMU BbIIIECYKa3aHHBIMH KOMIIOHEHTAMH C IIOMOIIBIO €NHOM
CHCTEMBI YIIPABICHHUS;

e 3arycka 3aj1a4 [0 PaCIHCaHHIO U/HIIM Cpa3y MOcCie 3aIyCKa IPHIIOKEHHUS,;

e TruOKOE yIpaBlieHHE MCIIOIB30BAaHHEM PECYPCOB KOMITBIOTepa /UIs obecnedeHus KoMpOpTHOM
paboTHI M0JIb30BaTEEH PH BBHIIOIHEHUH CKAHUPOBaHUS (aiI0BOro NpoCTpaHCTBa,;

e YCKOpEHHeE Ipolecca CKAaHUPOBAHUS 32 CUET IIPOIycKa 00BEKTOB, COCTOSHHE KOTOPHIX CO BPEMEHH
IPOINLTON MPOBEPKU HE U3MEHHUIIOCH;

® IIPOBEPKH IIEJOCTHOCTH AHTUBUPYCHOH IIPOrPaMMBI;

e 00aB/ICHUS MCKIIIOYEHHI U3 aHTHBUPYCHOM IIPOBEPKH 10 KOHTPOJIBbHOU cyMMe (aiii, Macke
MMEHH/ IMPEKTOPUH HJIH 110 HATHYHUIO Y (aiina 1oBepeHHOM MbPOBOH MOANHUCH;

e UMIIOPTa M 3KCIOPTa CHMCKOB MpaBHI U UcKIoueHu B XML-popmar;

e HalWuKe Y aHTUBHPYCA 3alIUIIEHHOTO XpaHUIIHINIA JUIsl yIAIEHHBIX 3apaXKeHHBIX (aiiios, ¢
BO3MOXHOCTBIO HX BOCCTAHOBJICHHS;

e HaJMYHE 3ANUIICHHOTO XPaHWIHIIA JJIs1 OTYETOB O paboTe aHTUBUPYCA,

e BKJIIOYEHHS U BBIKIIOUEHHS rpaduueckoro nHTepdeiica aHTuBupyca, a TaKkXKe HaIu4dHe
YIPOIIEHHOM Bepcuu rpaduueckoro uuTepdeiica, ¢ MUHUMAaIbHBIM HaOOPOM BO3MOXKHOCTEH;

e unterpamuu ¢ Windows Defender Security Center;

e panuuue noauepxku Antimalware Scan Interface (AMSI);

e npajmuue noanepxku Windows Subsystem for Linux (WSL);

¢ 3AlIMTUTH NAPOJIEM BOCCTAHOBIICHHE OOBEKTOB M3 PE3EPBHOIO XPaHHIIUINA,

e OrpaHHYeHHs CETEBOro Tpaduka B TOM CiIydae, €ClIH NOAKIIOUEHHUE K HHTEPHETY ABIISCTCS
JTUMHUTHBIM.

TpeGoBanusi K IPOrpaMMHBIM CPeACTBAM AHTHBHPYCHOI 3aIUThI /1 cepBepoB Windows
[TporpaMMHBIE CpPECTBA AaHTUBUPYCHOM 3aIUThI JOJDKHBI (QyHKIIMOHMPOBATE HAa KOMIIBIOTEPAX,
paboTaroIIKX MO YIIpaBJIeHHEM ONIePAIlOHHOM CUCTeMBI Ul (aiIOBBIX CEPBEPOB CIIEMYIOIIMX BEPCHIA:

o Windows Small Business Server 2011 Essentials / Standard (64-pa3psnnas);

o Windows MultiPoint Server 2011 (64-pa3psinnas);

o Windows Server 2008 Standard / Enterprise Service Pack 2 (64-pa3psianas);

o Windows Server 2008 R2 Foundation / Standard / Enterprise Service Pack 1 (64-pa3psannas);
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Windows Server 2012 Foundation / Essentials / Standard (64-pa3psuaas);
Windows Server 2012 R2 Foundation / Essentials / Standard (64-pa3psnas);
Windows Server 2016 (64-pa3spsigaast) (¢ orpaHHYEHUAMH);

Windows Server 2019 (64-pa3psianas) (¢ orpaHHYEHUSAMH).

O O O O

B nporpaMMHOM CpencTBE aHTUBHUPYCHO# 3aIUTHI JOJDKHBI OBITh PEATM30BaHBI CIIETYONIHE
(bYHKITMOHATIBHBIE BO3MOKHOCTH:

AHTUBHPYCHOE CKAHUPOBAHUE B PEIKUME PEAIIbHOIO BPEMEHH H T10 3aIIPOCy M3 KOHTEKCTHOIO MEHIO
o0BeKTa;

AQHTUBUPYCHOE CKAaHUPOBAHUE IO PACITUCAHHIO;,

AQHTHBHPYCHOE CKaHUPOBAHUE MO/IKJIFOYAEMBIX YCTPOUCTB;

9BPUCTUYECKOTO aHAIM3aTOpa, IO3BOJIAIONIEr0 paclio3HaBaTh U OJIOKMPOBAThH paHee HEU3BECTHBIE
BPEJIOHOCHBIE ITPOrPaMMBI;

HEWTpaIu3aluy JeHCTBUNH aKTUBHOTO 3apayKeHHS,

aHaJi3a MOBEICHHUS IIPUIIOXKEHHUS U IIPOU3BOJUMBIX UM JEHCTBHI B CHCTEME JIJISl BBIABJIEHUS H €r0
BPEIOHOCHOM aKTHBHOCTH M OOHApyIKeHUsI HECAaHKIIMOHHPOBAHHBIX JI€HCTBUI;

aHaM3a oOpameHui K o6IKM namkam U ¢aiinam st BBISBICHHS TIONBITOK MH()POBAHHS
3alIMIIAEMBIX PECYPCOB JOCTYIHBIX 10 CETH;

O110KMpOBKa IEHCTBUI BPEIOHOCHBIX IIPOrPaMM, KOTOPBIE HCIIOJIB3YIOT yS3BUMOCTH B
IPOrPaMMHOM OO€ECIIEYEHUH B TOM YHCJIE 3alUTa AMSTH CHCTEMHBIX IIPOLIECCOB;

OTKAT JICUCTBHH BPEIOHOCHOTO IIPOrPaMMHOI0 00€CIIeYeHUs [IPH JICYEHHUH, B TOM YHUCIIE,
BOCCTaHOBJICHHE 3aIIM()POBAHHBIX, BPEIOHOCHBIMHU IIPOrpaMMamH, (aiiios;

00J1a4HOM 3aIMTBI OT HOBEIX YTPO3, MO3BOJISIOIIAS IPHIIOKEHHIO B PEXKMME PEabHOTO BPEMEHH
o0pauiarbes K pecypcaM MpOM3BOUTEIIS, UL IOy YeHHUsI BEPMKTA 10 3allyCKaeMoil IporpaMme
w daitny;

aHTHBUPYCHOM IIPOBEPKH U JieyeHus (aiinoB B apxuBax popmaroB RAR, ARJ, ZIP, CAB, LHA,
JAR, ICE;

BCTPOECHHOT'O CETEBOT'0 9KpaHa, II03BOJISAIONIEr0 CO3/1aBaTh CETEBHIC IAKETHBIC ITPABHJIA H CETEBBIE
[paBUJIa JJIs IIPOrpaMM, ¢ BO3MOXKHOCTBIO KaT€rOpHU3allii CETEBBIX CETMEHTOB;

3aIUTHI OT CETEBBIX YIPO3, KOTOPEIE HCIIOJB3YIOT ySI3BUMOCTH B ARP-1poTOKOIIE IIst OAIEN KN
MAC-anpeca ycrpoiicTsa;

3aIlyCK CIHEHAIbHOM 3a1a4u 111 OOHApYKEHUsI YA3BUMOCTEH B IPUIIOKEHHSX, YCTAHOBJICHHBIX HA
KOMIIBIOTEpPE, C BO3MOXKHOCTBIO IIPEOCTABICHUS 0TYETa 110 OOHAPYIKEHHBIM YSI3BUMOCTSM.
3aIIUTHI OT yTAIICHHOIO HECAHKIIMOHMPOBAHHOTO YIIPABJICHHUS CEPBUCOM IPUIIOKEHHSI, @ TAKKE
3alMTa I0CTyTa K mapaMeTpaM IIPHIIOKEHHS ¢ TIOMOLIBIO ITapoJis, MTO3BOJISIONAs H30€XKaTh
OTKJIFOUCHHUS 3AIIUTEI CO CTOPOHBI BPEAOHOCHBIX MPOrpaMM, 3JIOYMBIILICHHUKOB HJIH
HEKBATM(UIIMPOBAHHBIX MTOJIL30BATEIIEH;

YCTaHOBKH TOJIbKO BBIOPaHHBIX KOMIIOHEHTOB IIPOTPAMMHOT0 CPE/ICTBA AaHTUBHPYCHOM 3aIlUTHI;
LCHTPAJTH30BAHHOE YIIPABJICHHE BCEMH BbIIIEyKa3aHHBIMH KOMIIOHEHTAMH C ITIOMOIILIO €HHOM
CHCTEMBI YIIPaBIICHHS;

3aIlyCK 3a/1a4 110 PaCIHCaHMIO H/WIH cpasy MOCIIe 3arpy3KH OlepaliOHHON CHCTEMBL,

ruOKoe ynpaBlIeHHe HCIIOIb30BaHHEM PECYPCOB KOMIBIOTEpA IS 00ecedenus KoM(OPTHOI
paboTHI 10JIb30BaTeNEH IPH BHIOJIHEHHH CKaHUPOBaHUS (haiJIOBOrO MPOCTPAHCTBA;

YCKOpEHHE TpoIiecca CKaHMPOBAHUS 3a CYET MPOITycka 0OBEKTOB, COCTOSIHUE KOTOPBIX CO BPEMEHHU
IPOLLUIOHN IPOBEPKH HE U3MEHHUJIOCK;

IIPOBEPKH LEIIOCTHOCTH aHTHBUPYCHO#M MTPOTPaMMEL;
n00aBJIeHHs HCKITIOUEHHH U3 aHTHBUPYCHOM IIPOBEPKH 110 KOHTPOJIBLHOU cymMme (haiis, Macke
VMEHH/IMPEKTOPHH WITH IT0 HATWYHIO y (aiiyia JoBepeHHOM 1udpoBoii moanucy;



HATMYHE Y AHTHBHPYCA 3AIMMIIEHHOr0 XPAHHIIIAIIA JUTS yIATeHHbIX 3aPaXeHHBIX (aiiioB, ¢
BO3MOKHOCTBIO X BOCCTAHOBJICHHS,

HAJIMYHE 3alIUIIEHHOr0 XPaHUIIHINA I OTYETOB O paboTe aHTHBUPYCA;

BKITIOYEHHS ¥ BHIKIIIOUEHHUS rpaduueckoro natepdeiica aHTHBHPYCa, a TAKKE HAIMYAE YIPOLICHHOU
BepcuH rpaduyeckoro uHTepdeiica, c MUHUMATbHBIM HAG0POM BO3MOXHOCTEH;
unTerpanuu ¢ Windows Defender Security Center;

HanmMuue nouiepxku Antimalware Scan Interface (AMSI);

nanmuune noanepxku Windows Subsystem for Linux (WSL);

3aLIUTUTH APOJIEM BOCCTAHOBJIECHUE OOBEKTOB M3 PE3CPBHOTIO XPaHHUIIHIIA.

MMIIOPTA ¥ SKCTIOpTa CIMCKOB NpaBui 1 uckmoyennit B XML-dopmar;

OTpaHMYEHHUS CETEBOTO TPa(HKa B TOM CITydae, €CiH MOKIIOYCHHE K HHTEPHETY SBIISCTCS
JTUMUTHBIM.

Tpe6oBanus K NPOrpaAMMHBIM CPeICTBAM AHTHBHPYCHOIl 3aIHTHI IS pabounx crannmii Mac

[IporpaMMHBIE CPEICTBA AHTHBUPYCHOI 3aIMTHI JUTs paboumX CTaHImit Mac o/mKHbI (GYHKIIMOHUPOBATH
Ha KOMIIBIOTEPAX, PabOTAIONINX MO/ YIIPABICHHEM ONEPAIIMOHHBIX CHCTEM CIIAYIONIMX BEPCHH:

o macOS 10.13,10.14, 10.15 wiu 11.0;

B IIpOrpaMMHOM CPEACTBE aHTHBHPYCHOfI 3aIUTHI JOJIDKHBI OBITH peajin30BaHbI CIICIYIOIIHE
¢)yHKHI/IOHaJIBHBI€ BO3MOJXXHOCTH:

PE3UICHTHBIN aHTHBUPYCHBIA MOHUTOPHUHT

06J1auHast 3aIUTa OT HOBBIX YIPO3, MO3BOJISIONIAs IIPUIIOKEHHIO B PEXKUME PEalbHOTO BPEMEHH
oGpalaTecs K CleUaTbHBIM Pecypeam IIPOM3BOAUTEN, /A TIOJTyYeH s, BEDAMKTA I10 3aIly CKaeMou
nporpamme uiH Gaiy;

aBTOMAaTHUYECKOE OOHOBJICHHE AHTUBUPYCHBIX 0a3 N0 PacIMCaHHUIO;

pe3epBHOE KONMpPOBaHHe 3apaXKeHHBIX (ailoB mepes X yAaleHUeM, 11 BO3MOXKHOCTH
BOCCTaHOBJICHUS;

SBPUCTHYECKUI aHATM3ATOP, [I03BOJISIONIMI paco3HaBaTh i OJIOKHPOBATH PaHEE HEM3BECTHBIC
BPEJIOHOCHBIE IPOTPaMMBI;

3aIMTa OT CETEBBIX aTaK C HCIONb30BAHAEM CHCTEMbI OOHAPY KEHHUS H IIPeJOTBPALICHUS BTOPKCHU
(IDS/IPS) 1 IpaBUJIaMK CETEBOM aKTHBHOCTH /TS HAHGOIee MOMYIAPHBIX TIPHIIOXKEHUH TIPU pabore
B BBIUHCIIUTEIBHBIX CETAX JIIOOOTO THIIA, BKJIIOYAs OECIIPOBOIHbIE;

GJIOKMPOBKA BPEJOHOCHBIX U (HHUIIMHTOBBIX CAHTOB HA OCHOBE BEPJMKTOB PEITy TAIMOHHBIX
00671aUHBIX CEPBUCOB IIPOM3BOIUTEIS AHTUBUPY CHBIX CPE/ICTB 3AIUTHI;

TpOBEpPKy CeTeBoro Tpaduka, nepeasaeMoro uepes 6paysepsr Safari, Google Chrome u Firefox
(HTTP u HTTPS tpadux);

KOHTPOJIb paboTHI MOJIB30BaTeNs ¢ ceThio VIHTEpHET, B TOM Ynciie JoOaBlIeHNs, PeIaKTHPOBAHHS
KaTeropuii, BKIIOUEHHE SIBHOTO 3alIpeTa UM Pa3pelIeH s J0CTyTa K ONPe/ICTICHHBIM pecypcam HilH
KaTeropuii pecypcoB, CO3/1aHHBIX U JMHAMHYECKH OOHOBIISIEMBIX TPOM3BOJUTEIEM

YCKOPEHHS TIPOIlecca CKAHHPOBAHMS 3a CUET TIPOITyCKa 00BEKTOB, COCTOSHIE KOTOPBIX CO BPEMEHH
MPOILIOH MPOBEPKU HE M3MEHMIIOCH;

LEHTPATH30BAHHOE YTIPABJIEHAE BCEMHU BBINICYKa3aHHEIMU KOMIIOHEHTAMH € TIOMOIIBIO ¢/IMHOH
CHCTEMBI yIIPaBICHHUS.

TpeGoBanusi K NPOrPAMMHBIM CPEICTBAM AHTHBHPYCHOI 3aIUTHI 15l Pab0IHX CTAHIHI U cepBepoB

Linux

TIporpaMMHBIE Cpe/ICTBA AHTHBHUPYCHOH 3alAThI [Tl pabounx cTanimit Linux 1oKkHbI QyHKIHOHHPOBATH
Ha KOMITBIOTEPAX, PabOTAIOMMX MO/ YIPaBIeHHeM 32-GHTHBIX ONEPAIlMOHHBIX CHCTEM CIIEYIOMHMX BEPCHH:

o Ubuntu 16.04 LTS u BeIIIE.



Red Hat Enterprise Linux 6.7 u Bble.
CentOS 6.7 u BI1IIE.

Debian GNU / Linux 9.4 u BbI1e.
Debian GNU / Linux 10.

Linux Mint 18.2 u BslImze.

Linux Mint 19 u BeIe.

Anpet 8 CII PabGoyast CraHuus.
Anbt 8 CII Cepagep.

Anbt Paboyast Cranmus 8.

Anbt Paboyas Cranmus K 8.
Anbt Cepaep 8.

Anst OOpazoBanue 8.

Anbt Cepsep 9.

Anbt Pabouas Cranrms 9.

Anbt ObpazoBanue 9.
I'ociunyxc 6.6.

Mageia 4.

O OO0 OO0 OO O O0OO0OO0OO0OO0OO0OO0OO0OO0

IIporpammHbIe CpencTBa aHTHBHPYCHOM 3aIUTHI ULt paboYnX CTaHui Linux J0mKHE GyHKIIMOHEPOBATE

Ha KOMITIBIOTEepax, paboTaromuX MO/ yIpaBjieHHeM 64-0UTHBIX OIEPAIIHOHHBIX CHCTEM CIIEMYIONIUX BEPCHIA:
o Ubuntu 16.04 LTS u BoIIIIE.

Ubuntu 18.04 LTS u Boiire.

Red Hat Enterprise Linux 6.7 u BbIme.

Red Hat Enterprise Linux 7.2 u BbIe.

Red Hat Enterprise Linux 8.0 u BbIe.

CentOS 6.7 u BoiIIe.

CentOS 7.2 u BoinIe.

CentOS 8.0 u BbIIIE.

Debian GNU / Linux 9.4 u BpIme.

Debian GNU / Linux 10.1 u Beie.

Oracle Linux 6,7 u BbIIe.

Oracle Linux 7,3 u BeIIIE.

Oracle Linux 8 u BbiIIE.

SUSE Linux Enterprise Server 12 SP3 u Bbime.
SUSE Linux Enterprise Server 15 u Bbie.
openSUSE Leap 15 u Bbie.

Aunpt 8 CII Pabouas CraHnus.

Anbt 8 CII Cepgep.

Anbt Pabovast Crannus 8.

Anbt Paboyast Crannus K 8.

Anst Cepsep 8.

Anpt ObpazoBanue 8.

Anbt Paboyast Crannus 9.

Anbt Cepaep 9.

Anbt ObpazoBanue 9.

Amazon Linux 2.

Linux Mint 18.2 u Bbime.

Linux Mint 19 u BsIe.

Astra Linux Special Edition, Bepcus 1.5 (cranmaprtroe sapo u siupo PaX).
Astra Linux Special Edition, Bepcus 1.6 (cranmaptHoe sapo u sapo PaX).

O © 0"0 O G0 0,0 © 0 O«0 0O O O 0B OO0 O 0 00 & @ O O



Astra Linux Common Edition, Bepcus 2.12.

OC POCA "KOBAJIbT" 7.3 st KIMEHTCKUX CUCTEM.
OC POCA "KOBAJIbT" 7.3 nnst cepBEpHBIX CHCTEM.
[ocnunyxc 6.6.

[ocnunyke 7.2.

AlterOS 7.5 u BbI1IE.

Pardus OS 19.1.

RED OS 7.2.

o 0 0.0 0 0 O

B nporpaMMHOM CpeJICTBE aHTHBUPYCHOMN 3aIUThI IOJKHBI OBITH PEaIM30BaHbl CIICAyOINe
(bYHKIIMOHATIBHBIE BO3MOXKHOCTH

e pE3UAECHTHOTO aHTUBUPYCHOTO MOHHUTOPUHTA,;

e 00JIaUHOM 3aIUTHI OT HOBBIX YIPO3, TIO3BOJISIOIIEH IPUIIOKEHHIO B PEXXHMME PEAIbHOTO BPEMEHU
o0Opalarses K CreUalbHbIM pecypcaM POU3BOAUTENS, 11 IOy YeHHs BEPIMKTA 110 3aIyCKaeMOon
nporpamme wiu dairy;

e IpoBepKy pecypcoB gocTynHbX o SMB / NFS;

e BO3MOXXHOCTH IIPOBEPKHU IaMATH SA7Pa;

e DBPUCTHYECKMI aHAIN3aTOP, MO3BOILIONIHMI Gonee 3 deKTHBHO pacno3HaBaTh ¥ OJIOKUPOBATE paHee
HEU3BECTHBIE BPEJOHOCHBIE IPOrPaMMBI;

¢ aHTHUBHPYCHOE CKAHMPOBAHHE 110 KOMaHJIe M0JIb30BaTe I Wl aJIMUHMCTPATOpa U M0 PacliCaHuIo;

e AHTHBHPYCHYIO NpoBepka (aiiyios B apxuBax zip; .7z*; .7-z; .rar; .iso; .cab; .jar; .bz;.bz2;. tbz;.tbz2;
.gz;.tgz; .arj.;

e IIPOBEPKY COOBIIEHHMI 3IEKTPOHHOM MOYTHI B TekcToBOM (opmate (Plain text);

e HaJMYME MEXAHM3MOB ONTHMHU3AIIUHU MPOBEPKHU PaitIoB (MCKIIIOUECHHS], JOBEPEHHBIE IIPOLIECCHI,
JIMMHT BPEMEHHU MTPOBEPKH, IUMHUT pa3Mepa mposepseMoro (aiia, MEXaHu3M KEITHPOBAHUS
uHpOpPMAIKs O POBEPEHHBIX U HE H3MEHEHHBIX 110CIIE TIPOBEPKH (aiiioB);

e 3amuTy (aiiIoB B IOKAIBHBIX JUPEKTOPHSIX C CETEBBIM JOCTYNOM 10 npoTokonam SMB / NFS or
yIAJICHHOTO BPEJJOHOCHOTO MU POBAHUS;

e BKJIIOYEHHS ONIIMHU OJOKUPOBaHUS (ailIoB BO BpeMs IIPOBEPKH;

® I[IOMEMIEHHE [T0I03PUTEIBHBIX U MOBPEKICHHBIX OOBEKTOB Ha KAPaHTHH;

e [epexBara U MpoBepkH (ailoBeIX onepanuii Ha ypoBHe SAMBA;

e  yIpaBJEHHE CETEBBIM 3KPAHOM OIEPAIIOHHOM CHCTEMBI, C BO3MOXXHOCTBIO BOCCTAHOBIICHHS
HCXOJHOTO COCTOSIHUS IIPABHUII;

e  3amyCK 3aJay [0 PACIUCAHUIO U/WIIH cpa3y MOCe 3arpy3KH OlEepaliOHHON CHCTEMBI,

e DKCIOPTHPOBATH M COXpaHATh 0T4eTHl B popmarax HTML u CSV;

e rubKoe ynpasieHue ucnonb3oanneM pecypcos 1K ps obecnieuenns koMpOpTHOM paboThI
T10JIb30BaTeN e MPH BHIIOJHEHHH CKaHUPOBaHUs (ailloBOro NpoCTpaHCTBa;

® COXpaHEHHE KOIHMHU 3apaXEHHOr0 00BEKTa B PE3EPBHOM XPaHU/IMIIE IIEPE] ICYCHHEM U yIalICHUEM
B LIEJIIX BO3MOXXHOI'O BOCCTAHOBJICHHS 00BEKTA 110 TPeOOBAHUIO, €CIIU OH IIPEICTaBIISIET
UH(POPMAIMOHHYIO LIEHHOCTB;

e  yIpaBieHHs Yepe3 MOJb30BaTeNIbCKUil rpaduyeckuit naTepdeiic 6e3 root mpas;

e IIEHTPAIN30BAHHOE yMPABJICHUE BCEMH BBIIIECYKA3aHHBIMU KOMIIOHEHTAMH C TIOMOIIIBIO €/THHOM
CHCTEMBI YIIpaBJICHHUS HJIH BEO-KOHCOJIHU;

e yIpaBJIeHHs JAOCTYIIOM MOJb30BaTeNeH K yCTAHOBIEHHBIM MM MOJKIIOYEHHBIM K KOMIIBIOTEPY
yCTPOUCTBAM IO THIIaM yCTPOHCTBA M MIMHAM IOKIIIOYEHHS,

® TIPOBEPKH CHEMHBIX JUCKOB;

e OTCJIEXHMBAHMS BO BXOMSIIEM CETEBOM TpaduKe aKTUBHOCTH, XapaKTEPHOM I CETEBBIX aTak
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® [POBEpKH Tpauka, MOCTYNAIONIEr0 Ha KOMIIBIOTEp MoJib30BaTels 1o nporokonam HTTP/HTTPS u
FTP, a Takke BO3MOXHOCTb yCTaHABJIMBATE [PUHAUIEKHOCTD BEG-aIPECOB K BPEIOHOCHBIM HITH
(UIIHHTOBEIM;

® JIOJIYUYCHHS JaHHBIX O JIEUCTBUSIX IIporpaMM Ha KOMITBIOTEPE I10JIb30BATEJIA,
® IIPOBEPKH IMaMATH sapa.

TpeGoBanus K IPOrpaMMHBIM CPEICTBAM AHTHBHPYCHOI 3amIUTHI GailIOBBIX CepBEPOB, CEPBEPOB
MacmTaba npeanpUATHs, TEPMUHAJILHBIX cepBepoB Windows

[IporpamMMHBIe cpeICTBa aHTHBHPYCHOM 3alUTHI [Is (PaiyIoBBIX cepBepoB Windows JOIKHEI
(byHKIMOHHPOBATH HA KOMITBIOTEPAX, PaGOTAIOMIKX I10/] YIIPABIEHHEM OTIEPAHOHHBIX CHCTEM CIIEIYIOIIHX

BEpCUM:

32-pa3psaaHBIX OnepanuoHHBIX cucteM Microsoft Windows

(©]

Windows Server 2003 Standard / Enterprise / Datacenter ¢ naketom o6HOBIeHHI SP2 wiu
BBIIIIE;

Windows Server 2003 R2 Foundation / Standard / Enterprise / Datacenter ¢ makerom
obHOBIeHMH SP2 uiH BhILLIE;

Windows Server 2008 Standard / Enterprise / Datacenter ¢ naketom o6HOBIeHHI SP2 mimn
BBIIIIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ makerom o6HOBIeHHI SP2
WJIH BBIIIIE.

64-pa3psaaHBIX ONepalMOHHBIX cucTeM Microsoft Windows

(©,

O O 00 080 O%0,0 O 00 O 0O-0

Windows Server 2003 Standard / Enterprise / Datacenter ¢ makeroM o6HOBIeHu# SP2 miu
BBIIIIE;

Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ naxetrom o6HOBIeHHi SP2 mitu
BBIIIIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ makeTom o6HOBIeHHI SP2
WA BBIIIE,

Windows Server 2008 Standard / Enterprise / Datacenter ¢ naketom o6HOBIeHHI SP2 wiu
BBIIIIE;

Microsoft Small Business Server 2008 Standard / Premium SP2 wiu BeIe;

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter ¢ maketom
oOHoBeHMit SP1 uiu BeILIE;

Windows Server 2008 R2 Core Standard / Enterprise / Datacenter ¢ maketom oGHOBICHHMI
SP1 wnwu BeIIIE;

Windows Hyper-V Server 2008 R2 ¢ nakerom o6HoBnenui SP1 unn Belme;

Microsoft Small Business Server 2011 Essentials / Standard SP1 unu Bbime;

Microsoft Windows MultiPoint Server 2011 Standard / Premium;

Windows Server 2012 Foundation / Essentials / Standard / Datacenter;

Windows Server 2012 Core Foundation / Essentials / Standard / Datacenter;

Microsoft MultiPoint Server 2012 Standard / Premium;

Windows Storage Server 2012;

Windows Hyper-V Server 2012;

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

Windows Server 2012 R2 Core Foundation / Essentials / Standard / Datacenter;

Windows Storage Server 2012 R2;

Windows Hyper-V Server 2012 R2;

Windows Server 2016 Essentials / Standard / Datacenter;

Windows Server 2016 MultiPoint;

Windows Server 2016 Core Standard / Datacenter;
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Microsoft Windows MultiPoint Server 2016;

Windows Storage Server 2016;

Windows Hyper-V Server 2016;

Windows Server 2019 Essentials / Standard / Datacenter;
Windows Server 2019 Core;

Windows Storage Server 2019;

Windows Hyper-V Server 2019;

Windows 10 Enterprise multi-session.

0% 0.0 O 0O HP

B IIpOrpaMMHOM CPEACTBC aHTHBHPYCHOﬁ 3aIUTHI JOJIKHBI OBITH peaIn30BaHbI CIICTYIOIHC
Q)yHKHHOHaJ'IBHbIe BO3MOXHOCTH:

AHTHBHPYCHOE CKAHUPOBAHUE B PEXKUME PEATbHOTO BPEMEHH H IO 3aIIpoCy Ha CepBepax,
BBINOJHSIONIEX Pa3Hble (YHKIIMH: CEPBEPOB TEPMUHANIOB, TIPUHT-CEPBEPOB, CEPBEPOB MPHIIOKEHHH
¥ KOHTPOJUIEPOB JOMEHOB, (ailJIOBBIX CEPBEPOB;

AHTHBHPYCHOE CKAHMPOBAHHE 110 KOMAH/IE T0JIb30BATEIIS HIIH aJIMHHUCTPATOPa U 110 paciucaHuio;
3aIyCK 337124 [0 PACTIMCAHKIO W/HIIH CPa3sy MOCIE 3arpy3KH OIEPAIMOHHON CHCTEMBI

0061auHas 3aUTa OT HOBBIX YTPO3, MO3BOJISIONIAs IPHUIIOKEHUIO B PEXKUME PEAIbHOTO BPEMCHU
oGpawmaThes K CIeUATBHBIM CaiTaM [POM3BOIUTEIIS, /IS IOy YeHUs. BEPIMKTA II0 3aITy CKaeMOH
nporpamme uiH ¢daiiy;

aHTHBHpPYCHas IpoBepka u jeuenue paitnos B apxusax popmaroB RAR, ARJ, ZIP, CAB;

3ammTa (Baiios, aTbTEPHATHBHBIX OTOKOB (haiJIOBBIX CHCTEM (NTFS-streams), 3arpy304Hoi
3aIlUCH, 3arPy30YHBIX CEKTOPOB JIOKAIBHBIX U ChEMHBIX JIUCKOB;

HENIPEPHIBHOE OTCIIE)KMBAHUE TONBITOK BBIOJIHEHNUS Ha 3aIIUIIIAEMOM CEPBEPE CKPUIITOB VBScript
u JScript, co3manmbIx no TexHonorusM Microsoft Windows Script Technologies (nmu Active
Scripting), ITpoBepKa POrpaMMHOTO KOJIa CKPUIITOB ¥ aBTOMATHYECKH 3aNPEIIEHHE BBIOIHCHNE
TEX M3 HUX, KOTOPBIE IPU3HAIOTCS OMAaCHBIMH.

aHAIM3 O6pAIIeHnit K oOIIIM nankaM ¥ (aifnam JUist BBIABIEHHS MOTBITOK IH(POBAHHS
3alMIAEMBIX PECYPCOB JOCTYIIHBIX 110 CETH;

npoBepku KouteitHepoB Microsoft Windows;

3aIIUTHI OT SKCILIyaTUPOBAHHS YA3BUMOCTEH B MaMsTH IIPOLECCOB;

JIOJIKHA OBITH BOZMOXHOCTh aBTOMATHYECKH 3aBepIIaTh CKOMIIPOMETHPOBAHHbIE IPOIECCHI, TPU
3TOM KPUTHYECKHE CHCTEMHBIE ITPOLECCHI HE JIODKHBI 3aBEPIIAaThCA;

7100aBJIATh MPOIECCHI B CITMCOK 3alMIIAaeMbIX;

YCKOpEHHs IPOIecca CKaHUPOBAHHMS 32 CUET IIPOITyCcKa 00BEKTOB, COCTOSHUE KOTOPBIX CO BPEMEHH
TPOIILION POBEPKU HE U3MEHUIIOCH;

TIpoBepKa COOCTBEHHBIX MOMYJIel Ha BO3MOXKHOE HapyIIEHHE UX IEIOCTHOCTH MOCPEACTBOM
OTIENbHOH 3a/1auH;

HACTPOMKM MPOBEPKH KPUTHYECKUX 00IacTel cepsepa B KaueCTBe OTACNIbHOM 3a/1a4u;
PEryIHpOBKH PACIIPE/EIICHHS PECYPCOB CEpPBEPA MEXK/Ty aHTUBHPYCOM H JIDYTMMH IIPUIIOKCHUAMH B
3aBHCHMOCTH OT IPHOPUTETHOCTH 3a/1a4;

TIPOJIOKATH AHTHBHPYCHOE CKAHUPOBAHUE B (POHOBOM PEXKHME;

HaJIMYHe MHOYKECTBEHHBIX IIyTeH yBEAOMIICHHUS aMUHUCTPATOPOB O BXKHBIX IPOU3OLIE/IIIHX
COOBITUSX (IOYTOBOE COOOLICHHE, 3BYKOBOE OIOBELICHHE, BCILIBIBAIOIIEE OKHO, 3aIUCh B XKYPHA
coOBITU);

pPOJIEBOIt IOCTY K MapameTpam [PHIOKEHHS | CITyXKOe ¢ IOMOIIBIO CIMCKOB pa3peIleHH,
MIO3BOJISIFOIIM M M30€XKaTh OTKJIFOUEHHS 3alIUTHI CO CTOPOHBI BPEJIOHOCHBIX IPOTPaMM,

310y MBIILTCHHHKOB MM HEKBATH(UIMPOBAHHBIX TI0Tb30BATENEH, @ TAKKE 3aIPeIIAloIIHi Kk
paspelaonyii ypaBjIeHUe aHTUBHPYCOM;

unterpauun ¢ SIEM cucremamu,
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yKasaHusl KOJIH4ecTBa pabo4yuX MPOIECCOB aHTHBUPYCA BPYYHYIO;

OTKJIIOUHUTH rpaduueckuii uaTepdeiic;

HaJIM4ue yJaJeHHOHN U JIOKaTbHOU KOHCOJIH YIIPaBIICHHUS;

YIpaBJICHUs TapaMeTpaMK aHTHBHPYCa 13 KOMaHIHOM CTPOKH;

[IEHTPAIM30BaHHOE YIIPABJICHHE BCEMHU BBIICYKA3aHHBIMH KOMIIOHEHTAMH € TIOMOIIBIO €AUHOM
CHCTEMBI YIIPABJICHHUS;

YIIPaBJICHUE CETEBBIM 9KPAHOM OIEPAITMOHHON CHCTEMBI, ¢ BO3MOXKHOCTBIO BOCCTAHOBJICHHS
HCXOJIHOTO COCTOSIHUS TIPABUIL;

3allUTa OT CETEBBIX yrpo3 0OecneynBarolas aHaIn3 BXOASIIEro TpadhuKa Ha HaJIHUKe IPH3HAKOB
CETEeBBIX aTakK;

TpeGopanus K NPOrpaMMHBIM CPECTBAM AHTHBHPYCHOIT 3AIHTHI MOOHILHBIX YCTPOICTB

[IporpamMmHuBie cpecTBa [JIs aHTUBUPYCHOM 3aIUTHI CMapT(HOHOB AOJDKHEI (yHKIIHOHUPOBATH IO
yIpaBjIeHHEM cienyromux MoounpHex OC:

o Android 4.2-11.0.
o 10S 10.0-14.0 unu iPadOS.

B nporpamMMHOM cpeicTBe aHTHBUPYCHOIM 3amuThl cMapThoHoB it OC Android 101KHBI GBITH
peanu30BaHkl cleayonme GyHKINOHATBHBIE BO3MOYKHOCTH

IIOCTOSIHHAS aHTHBUPYCHAs 3aluTa (ainoBoit cucTeMsl cMapT(OHa, C JOMOIHATEIBHBIM YPOBHEM
IIPOBEPKH C MCIIOJIb30BaHUEM 00JIa9HOTO PEMyTallHOHHOTO CEPBHCA IIPOU3BOAUTENS AHTHBHUPY CHBIX
CPEJICTB 3aIIUTHI;

npoBepKa (aioBoit CHCTEMBI yCTPOUCTBA 110 TPEOOBAHUIO | 110 PACIIMCAHHMIO;

MI'HOBEHHAas! IIPOBEPKA yCTaHABIMBACMBIX IPUIIOKEHUMN

OJIOKMPOBKH BPEIOHOCHBIX U (DHIIHHTOBBIX CAfTOB HA OCHOBE BEPAUKTOB PENYTAIIMOHHBIX
00JIaYHBIX CEPBUCOB IIPOM3BOIUTEIISI aHTHBUPYCHBIX CPEJICTB 3AIIUTEL;

HaJIMYMe XPaHUIIMIIA JUIS U30JMPOBAHUS 3apaKEHHBIX 00BEKTOB;

OOHOBJIEHHE aHTHBHPYCHBIX 0a3, HCIIOJIB3YEMBIX IIPH IIOUCKE BPEJOHOCHBIX IPOrPaMM H yIalCHHH
OIIaCHBIX 00BEKTOB, MO PACHHCAHHIO;

0JIOKMPOBKa 3allyCKa YKa3aHHBIX IPHIOKEHHUH, B TOM YUCIIE C TIOMOIIBIO 3apaHee 3aJaHHbBIX
KaTeropui MpHIIOKECHHIA;

HOJEPXKKA OENBIX CIHCKOB pa3pelIeHHBIX PHII0KEHHUH;

OJIOKMPOBKA CHCTEMHBIX IIPUJIOXKEHHUM, B paMKaX KOHTPOJIS 3aIlyCKa IPHIIOKEHHUIA;

OTIpaBKK KoMana u push yBenomienuii yepes cepsuc Firebase Cloud Messaging (FCM);
3abnoxupoBars wi-fi 1 bluetooth Moy nH, a TakKe HCIOJIB30BAHKE KaMEPBI MOOUIIBHOTO
YCTPOMICTBA;

yKa3arh apaMeTpsl NOIKIIIOYCHUS K Wi-fl ceTsim;

yKa3arb 00s3aTe/IbHbIe K YCTAaHOBKE MPUIIOKEHHS;

OJIOKHPOBKM MOOMIIBHOTO YCTPONCTBA, yIaleHHE JAHHBIX, yIaIeHUE JAHHBIX CBA3aHHBIX ¢ paboueii
JESATeIbHOCTHIO, MOJIyYeHHE KOOPIMHAT MECTOIIOIOKEHHS YCTPOMCTBA, yIaJIEHHOIO BO3Bpara K
3aBOJICKUM HacTpoiikam (factory reset);

CO3J[aHus CIIMCKA IIPABUJI HA OCHOBE KOTOPBIX OyJIET OCYIIECTBIIATHCS MPOBEPKA MOOHIIBHOTO
YCTPOHCTBA HA COOTBETCTBHE KOPIIOPATUBHBIM IOJUTUKAM C BO3MOYKHOCTHIO aBTOMATHYECKOM
OJIOKHPOBKH yCTPOMCTBA, yAaJIEHHs JAHHBIX, 3allpeTa 3allycka KOPHOPATHBHBIX MPHIIOKEHHH IIpy
BBISIBJICHUU HECOOTBETCTBUIA;

nojnepxka texnosoruit Samsung KNOX1 u KNOX2.

B nporpamMuoMm cpezactse 3ammtsl cMapThoHoB 1t OC Apple iOS 10/KHBI OBITH PeaTH30BaHb]
cieyromue (pyHKIHOHATBHBIE BO3MOYKHOCTH:
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e ynaneHHo# HacTpoiiku mapamerpos i0S MDM-ycTpoiCTB ¢ TOMOIIBIO IPYIIOBBIX IIOIHTHK;

e  OTIpaBKH KOMaHbI OJOKMPOBAHUS U YAAICHHUS JAHHBIX,

e  CO3/[aBaTh IPYINIIOBbIE MOJUTAUKH GE30MACHOCTH MOOHIIBHBIX YCTPOHCTB;

e yJaJeHHO HACTPAUBATH KOH(UIYpPAIMOHHbIE [IAPAMETPBI YCTPOHCTB, MOJKIIOUCHHBIX 110 ITPOTOKOILY
Exchange ActiveSync\ iOS MDM;

e [OJyYaTh OTYETHI M CTATHCTHKY O paboTe MOGHIIBHBIX yCTPOHCTB OJIb30BaTENEH;

¢ GJIOKMPOBKA BPEJOHOCHBIX U (HIIMHIOBBIX CAHTOB HA OCHOBE BEPJMKTOB PEITy TALIMOHHbIX
06aYHBIX CEPBUCOB MPONU3BOUTENISI AHTUBUPY CHBIX CPEICTB 3alUThI, IIPH UCIIOJIb30BAHUH
supervised mode;

e [IEHTPAIM30BAHHOIO YIIPABJIECHHUS C OMOIIBIO €IMHOM KOHCOJIN YIIPaBICHHS;

e HaJHYHe KOMIIOHEHTAa, KOTOPBIA MMO3BOJISIET KOHTPOJIUPOBATH, MOXKHO JIM HCIIOJIB30BATh
cOBCTBEHHBIE IIPHIIOXKEHHS yCTpoiicTsa, Takue kak iTunes, Safari i Game Center, Ha
yIPaBJIsIEMOM YCTPOMCTBE.

TpeGoBaHHs K NPOrPAMMHBIM CPEICTBAM LEHTPAJIH30BAHHOIO0 YNIPABJIEHHsI, MOHHTOPHHIA H

obonosyaennus Ha 6aze OC Windows

[TporpaMMHbIE Cpe/ICTBA LIEHTPATM30BAHHOIO YIIPABICHNS, MOHUTOPHHIA 1 OOHOBJIEHHUS TOJKHBI

()yHKIIHOHEPOBATH Ha KOMIIBIOTEPAX, PabOTAIOMIKX T10/] YIIPABICHHEM ONEPAMOHHBIX CHCTEM CIIC/y OIIAX

BEPCHA:

Microsoft Windows 10 20H2 32-pa3psanas / 64-paspsHasi;

Microsoft Windows 10 20H1 32-pa3psianas / 64-paspsHasi;

Microsoft Windows 10 Enterprise 2019 LTSC 32-pa3psnnas / 64-pa3psaHasi;

Microsoft Windows 10 Enterprise 2016 LTSB 32-paspsinnas / 64-paspsiaHast;

Microsoft Windows 10 Enterprise 2015 LTSB 32-pa3psnnas / 64-paspsiaHasi;

Microsoft Windows 10 Pro RS5 (October 2018 Update, 1809) 32-paspsinnas / 64-pa3psiaHasi;

Microsoft Windows 10 Pro amst pa6ounx cranumii RS5 (October 2018 Update, 1809) 32-

paspsiiHas / 64-pa3psaaHas;

o Microsoft Windows 10 Enterprise RS5 (October 2018 Update, 1809) 32-paspsinas / 64-
paspsTHas;

o Microsoft Windows 10 Education RS5 (October 2018 Update, 1809) 32-paspsanas / 64-

paspsiiHasi;

Microsoft Windows 10 Pro 19H1 32-pa3psianas / 64-paspsiaHasi;

Microsoft Windows 10 Pro ans pa6ounx cranumii 19H1 32-paspsaanas / 64-pazpsiaHast;

Microsoft Windows 10 Enterprise 19H1 32-paspsiunas / 64-paspsiiHasi;

Microsoft Windows 10 Education 19H1 32-pa3psinnast / 64-pa3psiaHasi;

Microsoft Windows 10 Pro 19H2 32-paspsianas / 64-paspsaHas;

Microsoft Windows 10 Pro mns pa6ounx cranumii 19H2 32-paspsanas / 64-paspsiaHast;

Microsoft Windows 10 Enterprise 19H2 32-pa3spsiinas / 64-paspsiiHasi;

Microsoft Windows 10 Education 19H2 32-paspsinnas / 64-paspsaHas;

Microsoft Windows 8.1 Pro 32-pa3psanas / 64-paspsaaHasi;

Microsoft Windows 8.1 Enterprise 32-paspsinnas / 64-paspsaHasi;

Microsoft Windows 8 Pro 32-pa3psinnas / 64-paspsiiHasi;

Microsoft Windows 8 Enterprise 32-pa3psianas / 64-paspsiaHasi;

Microsoft Windows 7 Professional Service Pack 1 32-paspsiinas / 64-paspsiiHas;

Microsoft Windows 7 Enterprise / Ultimate Service Pack 1 32-paspsinnas / 64-paspsaHasi;

Windows Server 2019 Standard 64-pa3psanas;

Windows Server 2019 Standard 64-pa3psaHasi;

Microsoft Windows Server 2019 Datacenter 64-pa3psiiHasi;

Microsoft Windows Server 2016 Server Standard RS3 (v1709) (LTSB/CBB) 64-pa3psinnas;

O O 0O OO0 O O

OO0 O0OOOOOOOOO0oOO0OO0OO0OO0OO0OO0
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Microsoft Windows Server 2016 Server Datacenter RS3 (v1709) (LTSB/CBB) 64-
pa3psiHas;

Microsoft Windows Server 2016 (Bapuant ycranosku Server Core RS3 (v1709)
(LTSB/CBB) 64-pa3psnas;

Microsoft Windows Server 2016 Standard (LTSB) 64-pa3psanas;

Microsoft Windows Server 2016 (Bapuant ycranosku Server Core) (LTSB) 64-pa3psianast;
Microsoft Windows Server 2016 Datacenter (LTSB) 64-paspsinas;

Microsoft Windows Server 2012 R2 Standard 64-pa3psanas;

Microsoft Windows Server 2012 R2 Server Core 64-pa3psaas;

Microsoft Windows Server 2012 R2 Foundation 64-pa3psnnas;

Microsoft Windows Server 2012 R2 Essentials 64-paspsuas;

Microsoft Windows Server 2012 R2 Datacenter 64-pa3psanas;

Microsoft Windows Server 2012 Standard 64-paspsanas;

Microsoft Windows Server 2012 Server Core 64-paspsanas;

Microsoft Windows Server 2012 Foundation 64-pa3psiinas;

Microsoft Windows Server 2012 Essentials 64-pa3psanas;

Microsoft Windows Server 2012 Datacenter 64-pa3psanasi;

Microsoft Windows Storage Server 2016 64-paspsanasi;

Microsoft Windows Storage Server 2012 R2 64-pa3psnas;

Microsoft Windows Storage Server 2012 64-paspsianas;

[IporpamMmHBIe Cpe/icTBa IIEHTPAIH30BAHHOTO YIIPABJICHHSI, MOHUTOPUHTA ¥ OGHOBJIEHHS JOJDKHBI
HOJICPXKHUBATh YCTAHOBKY Ha CJIEIYIOIIUX BUPTYaJIbHBIX IIaTGopMax:

o

O OO0 o O O o o o0 o0 o

VMware vSphere 6.7,

VMware vSphere 7.1;

VMware Workstation 15 Pro;

VMware Workstation 16 Pro;

Microsoft Hyper-V Server 2012 64-pa3spsuaas;
Microsoft Hyper-V Server 2012 R2 64-paspsnnas;
Microsoft Hyper-V Server 2016 64-paspsiHas;
Microsoft Hyper-V Server 2019 64-paspsinas;
Citrix XenServer 7.1 LTSR;

Citrix XenServer 8.x;

Parallels Desktop 16;

Oracle VM VirtualBox 6.x.

[IporpamMMHBIe CpeICTBA IEHTPAIH30BAHHOTO YIIPABIICHHSI, MOHUTOPHHIA M OOHOBJIECHHS TODKHEI
Gynknuonuposats ¢ CYBJI cnenyrommx Bepeuii:

O

O O O 0O O O O 0O O O 0 O

Microsoft SQL Server 2012 Express 64-paspsiinas;
Microsoft SQL Server 2014 Express 64-paspsiiaas;
Microsoft SQL Server 2016 Express 64-paspsuas;
Microsoft SQL Server 2017 Express 64-paspsuas;
Microsoft SQL Server 2019 Express 64-paspsuas;
Microsoft SQL Server 2014 (Bce pepakiuu) 64-paspsanas;
Microsoft SQL Server 2016 (Bce penakimu) 64-paspsaHasi;
Microsoft SQL Server 2017 (ce penakuuu) mis Windows 64-paspsitHasi;
Microsoft SQL Server 2017 (Bce pepaxiyuu) ais Linux 64-paspsiHas;
Microsoft SQL Server 2019 (sce penakuun) mis Windows 64-paspsitHas;
Microsoft SQL Server 2019 (Bce pepaxiuu) ajis Linux 64-paspsigaast;
MySQL Standard Edition 5.7 32-pa3psinnas / 64-paspsiinas;
MySQL Enterprise Edition 5.7 32-paspsiiuaas / 64-paspsuas;

15



o Bce Bepcun SQL-cepBepoB, MOANEP)KUBAEMBIE B 00IaIHBIX mwiarpopmax Amazon RDS u
Microsoft Azure;
o MariaDB Server 10.3 32-paspsitnas / 64-paspsiHasi ¢ moJcucTemMol xpanumiia InnoDB.

B mporpaMMHOM CPEJICTBE aHTHBHPYCHO# 3aIlTBI JOJDKHBI OBITh PEaTM30BAHBI CIICYIOMHE
(GyHKIIMOHATBHBIE BO3ZMOXHOCTH:

BBIGOP APXHTEKTYPBI YCTAHOBKHU IIEHTPATM30BAHHOTO CPEICTBA YIIPAB/ICHUS, MOHUTOPHHTA 1
0GHOBJICHUS B 3aBUCHMOCTH OT KOJMYECTBA 3alHIIACMbIX Y3JI0B;
yrenus uHpopmamuy u3 Active Directory, ¢ HeNbIo TIOJTydYeHHs JaHHBIX 00 YUETHBIX 3aMUCAX
KOMIIBIOTEPOB M IOJIb30BATEEH B OpraHu3aIyy;
HACTPOMKH TPABHII IepeHOCca 0GHAPY KEHHBIX KOMIBIOTEPOB 110 ip-apecy, THITY OC, Hax0XJICHUIO
B OU AD;
ABTOMATHYECKOE paclpe/IeliCHIe yIETHBIX 3alUCel KOMITBIOTEPOB IO IPyIIaM yIpaBICHUs, B
Cllydae MOSBJIEHHS] HOBBIX KOMITBIOTEPOB B CeTH; BO3MOKHOCTS HACTPORKH TIPABAII [IEPEHOCA I10 ip-
anpecy, Tunty OC, naxoxnenuto B OU AD;
IEHTpaIM30BaHHbIE YCTaHOBKA, OOHOBJIEHHE U yIAJICHHE IPOrPaMMHbIX CPE/ICTB AHTUBHUPYCHOH
3aIUTH;
[IeHTpaIU30BaHHAs HACTPOIKa, aIMUHUCTPHPOBAHHE;
TIPOCMOTp OTYETOB U CTATHCTHUECKOH HH(pOpMALMK 10 paboTe CPEICTB 3aIIUTHI
LeHTPAIM30BaHHOE yaTeHue (DyUHOE i aBTOMATHYECKOE) HECOBMECTHMBIX IIPUJIOKEHHH
CpeICTBaMH LIEHTPA YIIPaBJICHHUS,
COXpaHeHHEe HCTOPUU U3MEHEHHI MOJUTHK U 3a71a4, BO3MOXKHOCTD BBITIOJIHUTE OTKAT K
MpeABITY UM BEPCHSM;
HaJIMYKE Pa3THIHBIX METOJIOB yCTAHOBKU aHTHBUPYCHBIX ar€HTOB: JUISl Y IaJICHHOH YCTaHOBKH -
RPC, GPO, cpeacTBaMu CHCTEMBI yIIPABIIEHHs, Ul JIOKAIbHO! YCTAHOBKH — BO3MOXKHOCTB CO3AaTh
ABTOHOMHBIH TTAKET YCTaHOBKH,
yKa3aHus B [OJMTHKAX OE30IIACHOCTH CHENHATBHBIX TPUTTEPOB, KOTOPBIE MEPEOTPEACIISIOT
HACTPONKY aHTHBHPYCHOTO PELIEHHs B 3aBUCHMOCTH OT yUETHOH 3aIliCH, [0/ KOTOPOH
T10JTb30BaTEN b BOLIE B CHCTEMY, TeKyIero IPv4-aipeca, a Takxke oT Toro, B kakom OU HaXonuTes
KOMIIBIOTEP MJIM B KaKoii rpymie 0e301acHOCTH;
HepapXUU TPUITEPOB, 110 KOTOPBIM MPOMCXOIUT NEPEPacIIpe/ICICHHE,;
TeCTHPOBaHHE 3arpyKeHHBbIX 00HOBIeHUH cpencTBamu 110 EHTpaTn30BaHHOTO YIPABJICHHUS EPE/L
pacrpocTpaHeHHEM Ha KIMEHTCKUE MAIIMHBI;
J0cTaBKa OOHOBIEHHUH Ha paboune MecTa I0JIb30BaTeN e cpasy MOC/Ie UX MOy YCHHUS,
pacro3HaBaHKe B CETH BUPTYAIbHBIX MANIMH U PacTIpe/ieieHie Oananca Harpy3Ku 3airy CKaeMbIX
3a7129 MEXTy HEMH B CITydae, €CIM 3TH MAIIHHBI HAXOJATCS Ha OHOM (U3HYECKOM CepBEpe;
IOCTPOEHHE MHOTOYPOBHEBOM CHCTEMBI YIIPABIEHHUS C BO3MOKHOCTBIO HACTPOHKH NPaB
aIMHHUCTPATOPOB M ONEPATOPOB, a TaKKe GOPM MPELOCTaBISIEMON OTICTHOCTH Ha KaX/IOM YPOBHE;
CO3IaHME MEpPapXUH CEPBEPOB aIMHHUCTPUPOBAHHUS TIPOU3BOJIBHOTO YPOBHA H BO3MOXHOCTD
IIEHTPAIM30BAHHOTO YIIPABJIeHHUs BCel HepapXueil ¢ BEPXHETo ypOBHS,
NOJIePKKa My JIbTHAPEHIHOCTH (multi-tenancy) 17ist cCepBepoB yIPaBICHHUS;
0GHOBJIEHHE IPOrPaMMHBIX CPEICTB M AHTHBUPYCHBIX 0a3 M3 pa3HBIX HCTOYHHMKOB, KaK 110 KaHATIaM
CBSI3U, TAK ¥ HAa MALIMHHBIX HOCUTENSIX HHPOpMAIUH;
JOCTYII K 00/IauHbIM cepBepaM Ipou3BoauTeNs anTuBupycHoro 10 gepes cepsep ynpaBieHus;
ABTOMAaTHYECKOE PacIpoCTpaHEHHE JTHIIEH3UH Ha KIMEHTCKUE KOMITBIOTEPEI,
MHBEHTApH3aIMs ycTanosenHoro 110 i 06opyIoBaHKs Ha KOMIIBIOTEPaX IOb30BaTeNeH;
HaJIMYHe MEXaHU3Ma OTIOBEIIECHHS O COOBITUAX B pa00Te yCTaHOBICHHBIX MPUIOKEHUN
AHTHUBHMPYCHOM 3aIIUTHI H HACTPOUKH PACCHUIKH MOYTOBBIX YBEIOMJICHUH O HUX;
(yHKIMs yrpaBIeHus MOOMIBHBIMHA YCTPOUCTBAMH Y€Pe3 CEPBEP Exchange ActiveSync;
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* (ynxuus ynpapiaeHHs: MOOWIBHBIME YCTpPO#icTBamMu 4epes cepaep i0S MDM,;

e ornpaBku SMS-onoBemeHuit 0 3aaHHBIX COOBITHSIX;

® [CHTpaJM30BaHHAs yCTAaHOBKA CEPTU(HKATOB Ha yIpaBisieMble MOOHIBHEIE YCTPOMCTBA,

® yKa3aHus JIIOOOro KOMIBIOTEPA OpraHU3aALMH [IEHTPOM PETPAHCIISAIUH OOHOBIICHUH JUIS CHHKEHHSI
CETEeBOM Harpy3KH Ha CUCTEMY YIIPaBICHHS,

* yKa3aHus JIFOO0ro KOMIBIOTEPA OPraHU3aUK LEHTPOM MEPECHUTKH COOBITHH aHTHBUPYCHBIX
areHTOB, BRIOPaHHOH IPyNIBI KIMEHTCKHX KOMIIBIOTEPOB, CEPBEPY LEHTPAIN30BAHHOTO YIIPABICHHUS
JUISl CHYDKEHHUSI CETeBOW HArpy3KH Ha CHCTEMY yIIPaBJICHHUS;

® [0CTPOEHHE IrpadHUECKUX OTYETOB MO COOBITHSIM aHTHBHPYCHOM 3aIlUTHI, JAHHBIM
WHBEHTApH3all1H, JaHHBIM JIMLEH3UPOBAHUS YCTAHOBJIEHHBIX POrPaMM;

® HAJMYMe NIPEJHACTPOCHHBIX CTAHIAPTHBIX OTYETOB O pabOTe CHCTEMBI,

® DKCHOPT 0T4eTOB B (paitser popmaToB PDF u XML;

® I[CHTPAITK30BAHHOE YIPABJICHUE OOBEKTAMH PE3EPBHBIX XPAHUIIUII U KAPAHTHHOB 110 BCEM pecypcam
CETH, Ha KOTOPBIX YCTaHOBJICHO aHTUBUPYCHOE MPOrPaMMHOE 00eCIIEUeHHE;

® CO3[aHHE BHYTPEHHHX YYETHBIX 3alIHCEH 11 ayTeHTU(UKAUK Ha CepBEpE yIPaBJICHHUS;

®  CO3[[aHH€ PE3EPBHOM KOIMU CUCTEMBI yIIPABJIECHHS BCTPOCHHBIMH CPEICTBAMH CHCTEMBI
yIIpaBJICHUS;

e mnoanepxxka Windows Failover Clustering;

e mojuepxkka uaTerpanuu ¢ Windows cepeucom Certificate Authority;

® HaJIM4He NopTajia caMooOCITy)KUBaHHS TI0JIb30BaTEIEH;

® [OpTaJ caMOOOCITy)KUBAHUS JIOJDKEH 00eCIIeYnBaTh BO3MOKHOCT IOAKIFOUEHHUS T10JIb30BaTelIeH C
LEJIbI0 YCTAaHOBKH areHTa ynpaBJeHUs Ha MOOUIBHOE YCTPOUCTBO, IPOCMOTP MOOHIILHEIX
YCTPOHKCTB, OTHPABKH KOMaH 1 OJIOKHPOBKH, IIOMCKA YCTPOMCTBA U yIAJICHHS JaHHBIX HAa MOOMIIEHOM
YCTPOUCTBE MOJIH30BATEIS;

® HAIMYHME CUCTEMbI KOHTPOJIS BOSHHKHOBEHHSI BUPYCHBIX DITHIEMHIA;

® yCTaHOBKHM B 00yauHoM HHppacTpykType Microsoft Azure u Google Cloud;

e pHrerpamuu no OpenAPI;

® yIpaBJIEHHs aHTUBUPYCHOM 3auuTol ¢ ucrnonb3oBanueM WEB xoHcomnu;

® JByXOTallHas IPOBEPKa JJIs CHIXKEHHUS PUCKa HECAHKIIMOHMPOBAHHOTO Joctyma K Korconu
aJIMHHUCTPHPOBAHHUS;

®  HCMOJBb30BAHHUSA JOIOJHUTEILHON ay TEHTH()UKAIUS [10CIIe U3MEHEHHSI TapaMETPOB YUYETHOMN 3aIIUCH
HI0JIH30BATEIIS.

TpeboBanus K NpOrpaMMHBIM CPeICTBAM HEHTPATH30BAHHOI0 YIPABJIEHHs, MOHUTOPHHTA U
oOHoBJIeHust Ha 6a3e OC Linux

IIporpamMmHBIe cpe/icTBA LIEHTPATU30BAHHOTO YIIPABICHHS, MOHUTOPUHIA M OOHOBJIEHHS JOJKHBI
(yHKIHOHMpPOBATH HAa KOMIIBIOTEPAX, PAGOTAIOMIMX IO/ YIIPABIEHHEM ONEPALMOHHBIX CHCTEM CIIEYIOIIMNX
BEPCHIA:

Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Debian GNU / Linux 10.5;

Astra Linux Common Edition, Bepcus 2.12;

Astra Linux Special Edition, Bepcus 1.6;

CentOS 7.9.2009;

CentOS 8.3.2011;

Red Hat Enterprise Linux 7.9;

Red Hat Enterprise Linux 8.3;

ALT 8.3;

ALT9.1.

O O OO0 0O O O O o0 O o
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[TporpaMMHbIE CPEJICTBA [IEHTPATH30BAHHOTO YIPABJIEHH S, MOHUTOPUHIA M OOHOBIICHUS J10JKHBI
MOJUIEP)KHBATh YCTAHOBKY Ha CICAYIOIINX BUPTYalbHbIX IIaTGopmax:

o FusionCompute 8.0;

o FusionSphere OpenStack 6.5.13.

[IporpaMMHBIE CPeJICTBA LIEHTPAIM30BAHHOTO YIIPABJICHUS, MOHUTOPUHTA U OOHOBJICHUS TOJKHBI
dynxuuonuposars ¢ CYBJ] creyronmx BepeHii:
o MariaDB Server 10.3 32-paspsitnas / 64-paspsiiHasi ¢ oJcucTemol xpanumia InnoDB.

Kaspersky Security Center 13 Linux npenHasHaueH JUls pa3sBepTHIBAHIS U YTIPABICHHA 3aIUTON YCTPOUCTB
¢ omepanuoHHo# cuctemoit Linux ¢ nomompio Cepsepa aMHHUCTPUPOBAHKS HA 6aze Linux B
COOTBETCTBHH C TpeOOBAHUAME YHCTHIX cpesl Linux®.

B mporpaMMHOM CPEJICTBE aHTHBHPYCHO# 3aIlMTBI JOJDKHBI OBITh PEAM30BaHbI CIICYIOHC
(GyHKIIMOHAIBHBIE BO3ZMOXKHOCTH:

e I[CHTPAIM30BaHHbIE YCTAHOBKA, OOHOBIIEHHUE U Y/IaICHHE IPOTPAMMHBIX CPE/ICTB AQHTHBHPYCHOMH
3aIIUTBI;

e I[ECHTpAINW30BaHHAs HACTPOMKA, aIMUHUCTPHPOBAHHKE,

e POCMOTp OTYETOB M CTATHCTHYECKOH HH(OPMAIMHU 110 PabOTE CPE/ICTB 3AIUUTHI

e COXpaHEHHE MCTOPUU M3MEHEHHMH MOJIMTUK U 3a/1a4, BO3MOXHOCTb BBITIOJIHATE OTKAT K
IPEeABIIY UM BEPCHSM;

e HepapXWH TPUTTEPOB, IO KOTOPHIM IPOUCXOIUT NEPEPACIPEECIICHHC,

e j0cTaBKa OOHOBJIEHHH Ha paboure MecTa I0Jb30BaTeN e cpasy MOCIIE UX MOy YCHUS;

e pacIO3HABaHHE B CETH BUPTYaIbHBIX MAlMH M PacTIpe/e/ieHue OalaHca Harpy3KH 3aiy CKaeMbIX
3a71a4 MEK/Ly HUMH B CITydae, €CJ 3TH MAIIMHBI HAXOJATCS Ha O{HOM (H3HUYECKOM CEPBEPE;

e [IOCTPOEHHE MHOTOYPOBHEBOH CHCTEMbI YIIPABJICHUS C BOSMOXKHOCTBIO HACTPOHKHM TIpaB
aIMHHHCTPATOPOB H ONIEPATOPOB, a TakKe (OpM MPEeIOCTABIISIEMOM OTYETHOCTH Ha KaXIOM YPOBHE;

e  CO3JaHHE HEPAPXHHU CEPBEPOB aIMUHHCTPHPOBAHKS IPOU3BOJILHOIO yPOBHS U BO3MOKHOCTH
IEHTPAIM30BAHHOTO YIPABJICHHs BCEH HEpapXHel ¢ BEPXHETO YPOBHS,

e MOUIEPKKA MyJIbTHapeHHOCTH (multi-tenancy) Uist cepBepOB yIPaBIICHHS;

e OOHOBJIEHHE IPOrPaMMHBIX CPE/ICTB M aHTHBHPYCHBIX 0a3 U3 pasHBIX HCTOYHHMKOB, KaK M0 KaHaIaM
CBAI3H, TAK ¥ HAa MAIIMHHBIX HOCUTEIISIX HH(POPMAIIH;

e JIOCTYII K 0GNaYHBIM CepBepaM MPOU3BoANTeNs anTuBUpyCcHOro [10 uepes cepsep ynpaBieHus;

e aBTOMATHYECKOE PACIPOCTPAHEHHUE JUIICH3MH Ha KIMEHTCKHE KOMIIBIOTEPBL;

e HANMYME MEXAHH3MA OMOBELICHHS O COOBITHAX B pabOTE yCTAHOBIEHHBIX IIPHUIIOKECHHUH
AHTHBUPYCHOM 3aIIUTH K HACTPOUKH PACCHUIKH MOYTOBBIX YBEIOMIICHHH O HUX;

e TOCTpOeHHE rpadhMUeCcKUX OTUYETOB IO COOBITUSM aHTHBUPYCHOH 3aIIUThL, IAHHBIM JIMIICH3UPOBAHHA
YCTaHOBJIEHHBIX ITPOTPaMM;

e HaIMYME NPEIHACTPOECHHBIX CTAHIAPTHBIX OTYETOB O PabOTE CHCTEMBI;

e sKkcropT oTueToB B daiinsl popmaros PDF u XML;

e LEHTPAIM30BaHHOE YIPABICHHE OOBEKTAMHU PE3EPBHBIX XPAHUIHUII ¥ KAPAHTUHOB 110 BCEM pecypcam
CeTH, Ha KOTOPBIX YCTAHOBJIEHO aHTUBHUPYCHOE MPOrPAMMHOE 00SCTICUEHHE;

e Co31aHHE BHYTPEHHMX yUETHBIX 3allHCeH I ay TEHTH(QUKAIMH Ha CEPBEPE yIPABICHU;

e  CO3JaHHE PE3EPBHON KOIUH CHCTEMBI yIIPABJICHHs BCTPOCHHBIMH CPEICTBAMH CHCTEMBI
yTpaBJIeHUS;

e HaJIMuMe CHCTEMbI KOHTPOJIsS BOSHUKHOBEHHS BUPYCHBIX SIHICMHMI;

e yIpaBleHHs AHTHBUPYCHOI 3amuTol ¢ ucnosb3osanueM WEB xoncomu;

Tpe6obanusi K 00HOBJIEHHI0 AHTHBHPYCHBIX 023

OGHOBJIIEMble AaHTUBUPYCHBIE 0a3bI JaHHBIX JOJKHBI 00€CIIeUHBaTh PEATM3alUIO CIICTyOIIHX
(GyHKI[HOHATBHBIX BO3MOKHOCTEM:
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e CO3JaHHs NpaBUI OOHOBJICHUS AaHTHBHPYCHBIX 623 He pexe 24 pa3 B TEUCHHE KAICHIAPHBIX CYTOK;

e MHOXECTBEHHOCTH IIyTeil OOHOBJICHHS, B TOM YHCIIE — [10 KaHAJIAM CBA3H M Ha OTYYXKIaCMbIX
5JIEKTPOHHBIX HOCHTEISIX HHPOpPMALIUH;

e IIPOBEPKY NENOCTHOCTH ¥ IIOUIMHHOCTH OGHOBJIEHUH CPEACTBAMHE JIEKTPOHHOMU g poBoit
IIO/TITHCH.

TpeGoBaHus K IKCITYaTaAlHOHHOI JOKYMEHTAIMH
KCILTyaTalMOHHAS JOKYMEHTALKs Il BCEX IPOrPaMMHBIX MPO/lyKTOB aHTHBUPYCHOH 3alMTBL, BKIIOYast
CpeJICTBa YIpaBJICHHUS, JOJDKHA BKIIIOYATh JIOKYMEHTbI, IOJATOTOBJICHHBIE B COOTBETCTBHH C TpeOOBaHUAIMHU
roCyIapCTBEHHBIX CTAHJAPTOB, Ha PyCCKOM SI3bIKE, B TOM YMCIIE!

e «PyKOBOJCTBO I0JIB30BATENS (3IMHHUCTPATOPA)»

IIOKYMGHTaLII/Iﬂ, IIocTaBJIsieMasi C aHTUBUPYCHBIMH CPEACTBaAMHU, JOJIKHA JIETaJIbHO OIIMCHIBATH IIPOLIECC
YCTaHOBKH, Hacrpoi/’n(n U DKCIUTyaTalldy COOTBETCTBYIOLICTO CpeacCTBa aHTHBprCHOﬁ 3allUThHI.

TpeOoBaHusl K TEXHHYECKOI MOAIEPIKKe

Texumdeckast OJIEPKKA AHTHBAPYCHOTO IPOTPAMMHOI0 00€CTICYCHUS I0JKHA:

e TlpenocTaBIAThCS HA PYCCKOM SI3bIKE CepTH(QUIMPOBAHHBIMA CHIEIHATHCTAME TPOU3BOANTEILA
CPEJICTB aHTHBUPYCHOI 3aLUTHI i €r0 IapTHEPOB Ha Beell Tepputopun Poccutickon denepanuu 1o
3JIEKTPOHHO# movre U yepe3 MHTepHeT.

e Web-caiiT mpon3BOIUTE S AHTUBUPYCHOTO PENIEHHUS JIOJDKEH OBITh Ha PYyCCKOM A3BIKE, HMCTh
CIELUANBHBINA pa3iel, MOCBAMEHHBIN TEXHUYECKON MOICPIKKE aHTHBHUPYCHOTO PEIICHHUS,
TOTOJHAEMYIO 6a3y 3HaHMiA, a Takke GopyM I0Jb30BaTe el IPOrPAMMHBIX TPOIYKTOB.

6. TpeGoBaHus K ycayram o akTHBalluH

VICIIONHHATENb BO B3aMMOJEHCTBHE ¢ IPOU3BOUTENEM 000pyHoBaHus (koMnanue Fortinet) BbIIONHSCT
BCe He06XOIUMBbIE JIEHCTBHS IO aKTHBAIIHH TIONMKUCOK Ha OOHOBIICHHE CEPBHCOB O€30IIaCHOCTH, IPOTrPAMMHOI0
o6ecIeueH s HCIOb3yeMOro 060py JOBaHKS U IOCTYIIa K CEPBHCAaM TEXHUYECKOH MOIEPKKH TPOU3BOUTEIIS
o0opy1oBaHus.

7. TpeGoBanusi K HHGPOPMAHOHHON 0€30MACHOCTH

I1py OKa3aHUM YCIYT JOJDKHBI COOJIIOATECA Bee TpeGoBaHus 10 HHPOPMAIHOHHOU 0€e30MacHOCTH B
qacTd (GOPMHPOBAHUS PE3EPBHBIX KOMHH, OOECIEYeHHsI COXPAHHOCTH H LEJOCTHOCTH CYIICCTBYIOMIMX
UH(OPMALMOHHBIX 623 M GAHKOB JAHHBIX, C BO3MOXKHOCTBIO BOCCTAHOBIICHHS U3 PE3CPBHBIX KOTHH JAHHBIX 1
BCEX MPOrPAMMHBIX CPEICTB, NEHCTBYIOMHX IO MOMEHTA yCTAHOBKHM HOBOI'O IIPOrpaMMHOr0 o0ecreyeHusl.

8. IlepenaBaemasi BMecTe ¢ TOBApOM/yCJIyraMu JOKyMeHTaHs

VICIIONHUTENs JIOJDKEH IIPEOCTABHTh aKT BBIIOJIHECHHS YCIYr H BBICTABHTH cueTa-(QakTypel 3a
OKa3aHHBIE YCIyTH B COOTBETCTBHH C TPeOOBAHMSAME U CPOKaMH, KOTOPbIe OyIyT yKa3aHbl B 10r0BOpE Ha
okazanue ycayr «OKasaHHe YCIyT 10 aKTHBAlUH MOJNMCOK, HAa OOHOBJICHHE CEPBHCOB 0E30MacHOCTH H
IPOJUICHHH TEXHIUECKO#H TIOJUIEPKKH, JUIsl KOMILIEKCA CETEBOH 3alluThl HHpOpMAIuH Fortinet, cpoxom Ha 1
romy 11t Akrmoneproro Kommepueckoro banka «Y3ArpoOkcnoprbask»

/ /]
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